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With most analyst research
surveying 200-300, this

is the largest known
industry research project
ever conducted on data
protection
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CLOSING

Introduction

Between October and December 2021, an independent research company surveyed

over 3,000 IT decision makers and IT professionals about their IT and data protection

strategies, challenges and drivers. Almost all the respondents were from organizations
with more than 1,000 employees — from 28 different countries.

On average, respondents expected their organization's budget for data protection,
including both backup and BC/DR, to increase by 5.9% in 2022. Recognizing the unique
circumstances of IT on-premises stagnation during the pandemic quarantine and
resulting supply chain issues, as well as the acceleration of cloud initiatives for the same
reasons, it is understandable that 2022 would see a disproportionate investment in data
protection to adjust for the diverse production environments now in use today.

As the third annual study of Data Protection Trends, this year's survey was designed
to quantify the shifts in overall concerns/goals and strategies for data protection, as well
as gain an understanding of the current market landscape on data protection, disaster
recovery, cybersecurity/ransomware and containers.

This report is presented in four sections:

1.0  TOP HEADLINES
2.0  REAL-WORLD ISSUES
3.0 1T MODERNIZATION, INCLUDING CLOUD(S) AND CONTAINERS

4.0 CYBERSECURITY AND DISASTER RECOVERY

2022 DATA PROTECTION TRENDS REPORT

About the research

An independent research and analyst firm surveyed 3,393 organizations, covering
the following topics:

* What is driving change in data protection strategy

* Digital Transformation and IT modernization

* Theimpacts of new IT delivery models like containers
* How the Reality Gap continues to proliferate

* Cloud-powered data protection

* The evolving threat and mitigation landscapes of ransomware and disaster recovery

Veeam® is the leader in backup, recovery and
data management solutions that deliver Modern
Data Protection. We provide a single platform
for Cloud, Virtual, Physical, SaaS and Kubernetes
environments. To learn more, visit www.veeam.com

Questions about these research findings
ZAN can be sent to StrategicResearch@veeam.com
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1.1  Enterprise = Heterogeneous -
o
Enterprise =
1.2 Hybrid infrastructure 2020-2024
1.3 Improved outcomes & H Eterogeneous

economics are driving change

g

Figure 1.1 What does “enterprise
backup” mean to you?

If your organization was considering
a new “enterprise backup” solution today,
which would be most important?

1.4 "Modern" means cloud capable The three most common characteristics of “enterprise” relate to supportability Supports ‘modern’ cloud-hosted 1 56%

: : - o S -eg. I 21
of various categories of workloads: cloud-hosted, business critical applications workloads — e.g. laaS or Saa$ 21%

1.5 Wider gap continues and legacy platforms. Supports ‘enterprise' applications — 1539%

to proliferate e.g. Oracle, SAP HANA, etc. I 13%

It is notable that while “reliability” has consistently been a driver for changing

. . . . . . [ ' 1 o,
data protection solutions (as seen in multiple prior reports, as well as this Supports ‘traditional’ datacenter . 148%
1.6 Veeam Perspective platforms — e.g. Unix or NAS I 8%

year in Figure 1.3), reliability was not as paramount to enterprise suitability

as modern workloads. Said another way, while there are many important facets, Easy to manage across multiple locations 129 146%
such as scale, reliability, brand reputation, etc., the key takeaway in 2022 is that and geographies °

e heterogeneity" is the synonym for what “enterprise” means today. Can utilize large-scale disk : 143%
,° deduplication storage I 9%

! [+)

l Vendor perceived as ‘reputable’ or o 142%

'\l ‘'well-tested’ among competitive vendors I— 9%

/ . : 1 38%

s Scales to 1,000's or 10,000's o
gl of protected devices 7%
e _ 133%
/ Assuredly reliable e 1%
[+)
Commonly purchased by Global 2000 or 133%
E Fortune 500 companies M 6%
- o I 31%
Everyone is adding Can utilize large-scale tape libraries . 4% 31%
multiple cloud services,
but not many are turning
off datacenter platforms All Considerations B Mostimportant
© 2022 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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o—— Hybrid infrastructure
2020-2024

economics are driving change

g

Figure 1.2 What do you estimate is your
organization’s percentage of servers in
each format currently?

What do you anticipate the percentage
will be in two years’ time?

52% 52%

i n . 490/
14 "Modern" means cloud capable "Hybrid" is normal and here to stay 47% g’
1.5 Wider gap continues With over 8,000 data points from three consecutive years, “the new normal” 289
i : i i %
to proliferate for modern IT is approximately 50/50 between on-premises servers and cloud- °
| hosted servers: 399
1.6 Veeam Perspective 299 30%
* Within the data center, there is a consistent expectation for both physical and 27% 25% 4
) 0, [+) (o) / 0,
virtual platforms. 24% 24% 23% > 24%
* Within cloud, there is a healthy mix of using both hyperscale and MSP-hosted
infrastructures.
Two key takeaways from these trends:
1. The data center is not dead nor dying. There are as many good reasons to run
a workload on premises as cloud-hosted. . " . . : :
Physical servers within Virtual machines on hosts Hosted virtual machines
_ _ _ your data center within your data center within a “hyperscale”
2. Your data protection strategy needs to accommodate physical, virtual and or Service Provider (MSP)
multiple cloud-hosted options.
2020 B 2021 B 2022 B 2023 Anticipated B 2024 Anticipated
PREV 4 6 > NEXT 2022 DATA PROTECTION TRENDS REPORT © 2022 Veeam Software. Confidential information. Al rights reserved. All trademarks are the property of their respective owners.
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1.3

Improved outcomes &

economics are driving change

Organizations are looking for "better” data protection

When considering the top six drivers for change, three banded trends occur:

* Qualitative improvement — Reducing RPO (data loss), reducing RTO (downtime),
and enhancing reliability all equate to data protection that simply “works."

* Increased value — Changing CapEx to OpEx reduces initial investment, thereby relieving
short-term budgets, while improving ROI/TCO increases the value of what is being spent.

* Modern capabilities — Moving from a legacy backup to one that leverages cloud services
or is cloud-powered, along with utilizing tools that accommodate an increasingly diverse
(and likely cloud-hosted) range of production capabilities.

2022 DATA PROTECTION TRENDS REPORT

To improve RPO/RTO SLAs

To improve reliability/
success of backups

To change from CapEx to OpEx
models (or vice versa)

To improve ROI/TCO

To move from on-premises
to cloud-based backup service

To diversify and use different data
protection tools for different workloads

To reduce software or hardware costs

To reduce complexity or operational
management (e.g. ease of use)

To enable copy
data management/data re-use

To deploy data protection as software-
only (on hardware of choice)

To consolidate a single
solution for backups

To deploy data protection
in an appliance form factor

To enable snapshots or replication
as a complement of backups

To move away from legacy
hardware solutions

g

Figure 1.3 Which of the following would
drive your organization to change

its primary backup solution to a new
solution or service?

Which is most important?

133%
I 11%

I 32%
I 9%

130%
I 9%

131%
I 9%

129%
I 8%

129%
I 8%

127%
I 7%

129%
I 6%

I 27%
I 6%

I 26%
I 6%

125%
I 6%

126%
I 6%

I 24%
I 5%

118%
M 2%

All Considerations B Mostimportant

© 2022 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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“Modern” means
cloud capable

Modern is cloudy, integrated and automated

The most common and important aspects of modern/innovative data protection are
all "cloudy" — including DRaaS, laaS/SaaS protection and the ability to move workloads
between clouds. Beyond cloudy-ness,

* Backup cannot be its own isolated endeavor any more than cyber-preparedness
can. Instead, backup should be included as the remediation component within
any ransomware strategy.

* Backup should also not be an afterthought to production. When workloads are first
provisioned, that is the time to define a workload's data protection requirements.
Similarly, as SaaS platforms are brought online (prior to migration or adoption),
the backup mechanisms should be enabled.

The lower half of the list are all valuable and might have previously been considered
innovative, but today, are simply “expected.”

2022 DATA PROTECTION TRENDS REPORT

Ability to do Disaster Recovery
via a cloud service (DRaaS)

Ability to standardize protection of on-premises
and laaS/SaasS policies

Ability to integrate data protection within
comprehensive data security strategy

Ability to embed/automate backup/recovery
tasks within systems management/APIs

Ability to move workloads from one cloud
to another (e.g. Amazon to Azure)

Ability to utilize production data for secondary
purposes (e.g. DevOps, Forensics)

Ability to automate recovery workflows
and orchestration

Ability to move workloads from
on-premises to cloud

Ability to reduce costs via services
or alternative consumption-models

g

Figure 1.4 Which would you consider

to be defining aspects of a “modern”
or “innovative” data management or data
protection solution for your organization?

Which is most important?

— 16%

I 13%

I 13%

I 12%

I 12%

I 10%

I 8%

I 8%

I 8%

All aspects B Most important

132%

I 32%

129%

I 41%

139%

I 37%

I 37%

I 38%

I 36%

© 2022 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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- 1.5
B Wider gap continues
to proliferate

economics are driving change

g

Figure 1.5 Does your
organization have
a “Reality Gap”?

1.4 “Modern” means cloud capable The gap between what business units expect and what IT can deliver continues
to widen, as tracked for the past five years in this project. For 2022:

1.5 Wider gap continues

] 90% of organizations have an “availability gap" between the SLAs expected and how
to proliferate . .
quickly IT can return to productivity.

1.6 Veeam Perspective «  89% of organizations have a “protection gap" between how much data they can
afford to lose and how often data is protected.

The rationale is most likely due to the rising criticality of more workloads. But there
is an obvious corollary between the top change drivers (Figure 1.3) of improving
RTO (availability), RPO (protection) and reliability — versus these perceived "gaps.”

AVAILABILITY GAP PROTECTION GAP

My organization has a gap between how fast My organization has a gap between how

we can recover applications versus how fast we frequently our data is backed up versus
need applications to be recovered and our users how much data that we can afford to
returning to productivity lose after an outage

. Strongly agree . Agree . Disagree . Strongly disagree

PREV 4 9 > NEXT 2022 DATA PROTECTION TRENDS REPORT © 2022 Veeam Software. Confidential information. Al rights reserved. All trademarks are the property of their respective owners.
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~ 1.6
1.1 Enterprise = Heterogeneous The Veeam PerspeCtive

1.2 Hybrid infrastructure 2020-2024

1.3 Improved outcomes &

economics are driving change

" [:g:] Veeam provides a clear path to Modern Data Protection that is driven by capabilities that focus on achieving

' any recovery objective, maximizing your investment, and reducing management overhead with products that
“Just work." Today's modern IT strategy is hybrid- and multi-cloud, so Veeam delivers purpose-built backup and
recovery for AWS, Microsoft Azure and Google, with native coverage for laaS, PaaS and SaaS workloads, available
as modular standalone options or unified for centralized management, licensing, and extensive data portability.

1.4 "Modern" means cloud capable

1.5  Wider gap continues
to proliferate

1.6 Veeam Perspective

the 5™ consecutive year. Veeam protects over 400,000 customers worldwide, including 81% of the Fortune 500
and 70% of the Global 2,000.

Click here to learn more about the Veeam Platform

Considering all this, it is no wonder that Veeam was named the 2021 Gartner Magic Quadrant leader for

PREV 4 10 > NEXT . 2022 DATA PROTECTION TRENDS REPORT © 2022 Veeam Software. Confidential information. Al rights reserved. All trademarks are the property of their respective owners.
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{ 2.1 Everything is important EVe ryth i ng

2.2 Breakages are more
| |
common, but cyberattacks Is I m O rta nt
are most impactful p

2.3 Veeam Perspective

g

Figure 2.1 How often does your
organization protect (including
backup and replication) its “high
priority” & “normal” applications?
(data loss)

There's not much difference between Continuously 119%
i L ’ ’ ] 13%
high priority” and “normal

. . . . . ' 117%
While there will always be some workloads or data that is deemed of higher importance, Every 15 minutes e 17%

the expectations between those significant workloads and the rest of IT isn't that wide.

Every 16 minutes 1 19%

pataloss = 55% of "high prionity” data and 49% of “normal data have a data loss toless than 1 hour 1] 19°;

tolerance of up to one hour. This means:

* There is not much difference — all data matters Every 1 hour to less 118%
than 2 hours T 20%

* Backup alone is not enough because it doesn't run hourly. Instead, backups must

be combined with snapshots and/or replication. Every 2 hours to less 114%

than 4 hours TR 16%
Downtime — similarly, while not shown here, 56% of "high priority" and 50% of "normal”

applications have a downtime tolerance up to one hour — revealing the same realities

- Every 4 hours to less 1 7%
that all data matters and the need for better than traditional once-per-day backups. than 6 hours I s,
Other reported statistics not graphed in this report:
Every 6 hours to less I 3%
* The average outage lasts 78 minutes than 12 hours I 3%
© 40%
40% of servers suffer at least one unexpected outage per year Every 12 hours 12%

to 24 hours D 4%

* |T leaders estimate downtime costs $1,467 per minute (S88K per hour)

Added together, it's no wonder that any amount of downtime or data loss is unacceptable. "High Priority" applications B “Normal applications

PREV 4 12 > NEXT 2022 DATA PROTECTION TRENDS REPORT © 2022 Veeam Software. Confidential information. Al rights reserved. All trademarks are the property of their respective owners.


https://veeam.com

INTRODUCTION 1.0 TOP
HEADLINES ISSUES

2.1 Everything is important

2.2 Breakages are more
common, but cyberattacks
are most impactful

2.3 Veeam Perspective

PREV ¢

13 P NEXT

2.2

Breakages are more

common, but cyberattacks

are most impactful

Why backup still matters

Looking at the broad range of causes of downtime, there are four truths:
1. Cyberattacks are increasingly prevalent

2. Users make mistakes and the “recycle bin" (undo) is not sufficient

3. Stuff breaks — e.qg. all of the “outages”

4. Administrators make mistakes too

That said, the most impactful outages for the past two reporting years have been
cyberattacks. Refer to section 4.0 Cybersecurity and Disaster Recovery for ransomware

frequency, causality and measuring the ability to recover from these attacks.

2022 DATA PROTECTION TRENDS REPORT

2.0 REAL-WORLD

3.0 IT MODERNIZATION =
CLOUDS & CONTAINERS

4.0 CYBERSECURITY AND CLOSING
DISASTER RECOVERY

Cybersecurity event

Accidental deletion,
overwrite of data, or
data corruption

Infrastructure/
networking outage

Application
software outage

Server hardware
outage

0S software
outage

Outage of public
cloud resources

Storage
hardware outage

Administrator
configuration error

Intentional (admin/
user) disruption

g

Figure 2.2 Over the past two years, what were
the most common causes of the outages that

your organization experienced?

Which was the most impactful in 20206 and 2021?

I 16%
T 15%

I 16%
T 14%

I 12%
I 4%

I 11%
P 10%

I 9%
P 10%

I 8%
P 9%

I 8%
8%

I 8%
8%

I 6%
A 7%

I 5%
5%

All causes B Mostimpactful 2020

© 2022 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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- 2.3
The Veeam Perspective

2.2 Breakages are more
common, but cyberattacks

are most impactful

2.3 Veeam Perspective

[gj Recognizing that cyberattacks can happen to any workload — and choosing to use SaaS or laaS doesn't mitigate
hardly any of the myriad causes of outages — Veeam enables you to protect everything. Secure Backup is your last
line of defense. And as your production platforms change, the Veeam Universal License ensures that you'll be able

to flexibly adapt to new workloads and environments while retaining your investments.

» To fill the protection gap, Veeam combines periodic backups with storage snapshots, software-based replication,
and continuous data protection

» To fill the availability gap, Veeam pioneered and still uniquely delivers “Instant Recovery” where the business doesn't
have to wait for “restore” before they can “resume”

Click here to learn more about the Veeam Platform

| I |

| I |
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
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3.0

IT Modernization
§ =Clouds
Containers

...........
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3.1

Digital Transformation
continues

Even as the world continues to emerge from two years of quarantine and supply chain,
Digital Transformation (DX) progress continues to move forward, because business
still must be done.

It is no accident that the most common inhibitors to DX are inadequate skills and legacy
systems. Older systems are expensive to maintain, resulting in less budget and manpower
for new initiatives. That said, as most organizations were forced to enable remote workforces
In unimaginably fast time periods, many simply accelerated their already-planned IT
modernization initiatives, thereby accommodating their users and relieving themselves
of the legacy systems and their antiquated means.

e ] 54°%

or transformational expertise

Dependencies on legacy
systems and technology

Still focused on maintaining

operations due to pandemic T 51%

K O SO ] 43%

management buy-in

Lack of time T 39%

Lackofmoney | 35%

Nothing is preventing/prevented

our organization from moving I s
forward with our digital

transformation initiatives

2022 DATA PROTECTION TRENDS REPORT

. [LK

3.0

IT MODERNIZATION = 4.0 CYBERSECURITY AND CLOSING
CLOUDS & CONTAINERS

DISASTER RECOVERY

g

Figure 3.1 Considering the continued
pandemic/recovery situation, how would
you characterize your DX initiatives
or progress since the pandemic?

(o)
1%
We have somewhat slowed
down our DX initiatives

We have significantly slowed
down our DX initiatives

____________

We have not affected or altered
our DX initiatives at all

29% . 44%

__________

We have significantly
sped up our DX initiatives

We have somewhat sped
up our DX initiatives

g

Figure 3.2 What, if anything, is
preventing/did prevent your organization’s
ability to move forward with its Digital
Transformation initiatives?

© 2022 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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D 3.2

3.1 Digital Transformation

o \ Cloud-powered data
oo protection 2020-2024

recovery 2020-2024 Two out of three organizations use cloud services as part
of their data protection strategy

g

Figure 3.3 Percentage of organizations
that utilize cloud services as part
of their data protection strategy.

. Backup using cloud-services part of solution

Backup using on-premises tools (only)

3.4 Who is backing up

: ~ 5 - |
containers — and how? In the DPR 2021 report, 78% of organizations expected to be using the cloud (and 22%

on-premises only), but they didn't make as much progress as they expected. And yet,
3.5 Veeam Perspective 4 of 5 organizations do expect to use either cloud-storage or a managed backup service —
.e., Backup as a Service (BaaS) — within the next two years.

The difference between trending realities (2020, 2021, 2022) and consistent aspirations
(2023 and 2024) will likely continue to be a discussion for organizations trying to be “cloud
first” and seeking cloud-powered solutions where appropriate, including data protection.

79

2024 Expected

81-.

2023 Expected

60-.

2020

6/

2022

66-

2021
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Cloudy disaster recovery
2020-2024

With three years and over 8,000 organizations surveyed on their business continuity and
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disaster recovery (BC/DR) strategies, it is apparent that roughly 30% of organizations

continue to leverage their multiple data centers for self-managed BC/DR. That can be

a great solution, especially if you can leverage orchestration for data movement and

skilled IT professionals at both (or all) sites.

Nearly all the “growth” in BC/DR is cloud-powered, likely due to two key merits of cloud-

powered disaster recovery:

-7 e

There are huge advantages
when multiple datacenters
can protect each other.
But for organizations
without secondary sites,
the cloud is life-
changing

Elastic secondary infrastructure — Meaning cloud compute/networking when you
need it during a crisis (or testing), but not when you don't require it.

Outsourced expertise — Whereby BC/DR experts that would be cost-prohibitive
as full-time employees (especially for smaller organizations) that are accessible
by Disaster Recovery as a Service (DRaaS) providers and consultants.

2022 DATA PROTECTION TRENDS REPORT
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g

Figure 3.4 Considering your organization’s
business continuity and disaster recovery (BC/DR)
strategy, is your secondary data stored within
your own datacenters or at a cloud-provider? What
do you anticipate doing in the next two years?

53%
51%
36%
34%
e 32%
30% 30% —
- 28% 28%
| ] |
23%
2020 2021 2022 2023 2024
Anticipated Anticipated
Self-managed between own data centers . DRaasS (cloud) provider
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- 3.4

3.1 Digital Transformation

Who is backing up
s containers — and how?

3.3 Cloudy disaster

g

Figure 3.5 Who is responsible
for defining the data
protection requirements
within your organization for
containerized applications?

recovery 2020-2024 New to the survey this year were questions related to containers. Among those

respondents who either directly managed/delivered their organization's containers
3.4 Who is backing up or regularly interacted with those that do: 2 8 O/
containers — and how? Y

* 56% of organizations are using containers in production | don't know who backs The team that manages the Storage
up Kubernetes data components used by Kubernetes
3.5 Veeam Perspective * 35% were not yet in production, but planning
* 9% were not yet planning, but interested in containers 'I 90/
(0]
What is more interesting is that the methods used to protect Kubernetes frameworks, The same team that backs

. . . up other IT systems
or often simply a component of the framework, were relatively split between storage-

centric, application-centric, framework-centric functional individuals and those that
back up other workloads.

-~ While all of these IT professionals likely have insights, the key concern would be how
Re to recover "the rest” of the Kubernetes Pod or framework, if you were only backing up

- ~~ - the underlying storage or using an application-specific approach.

21%

__________

E The team that manages The application owners/team
Kubernetes framework that run within containers

The synergy between
Backup (Veeam) and
Kubernetes managers
(Kasten) shows why Veeam
bought and now integrates
with Kasten K10
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- 3.5

3.1 Digital Transformation

The Veeam Perspective

3.2 Cloud-powered data
protection 2020-2024

e zzzj:rdi;g;e_rzoz . gj Veeam's ability to move workloads from one platform to another — including physical, virtual, and cloud hosted, and
' allowing for data leverage and re-use to support DevOps for faster application development — can accelerate your
34 Whois backing up migrations to newer platforms that let you unleash your Digital Transformation (DX) initiatives and retire antiquated
containers = and how? systems (and legacy backup tools). Specifically, Veeam enables both cloud-powered data protection, as well as

35 Veeam Perspective protection of cloud-hosted workloads (laaS, Saa$, and containers).

+ Cloud-powered data protection is an integral facet of the Veeam platform as a software-defined backup solution
that can deliver all these data protection strategies:

* Disk and tape solutions on premises, complemented by cloud storage to your favorite hyperscale cloud provider

» Backup as a Service (BaaS) delivered by 10,500+ Veeam Cloud & Service Provider (VCSP) partners

» Disaster Recovery (DRaaS) is often achieved by combining the capabilities of our VCSPs with Veeam Accredited
Service Partners (VASP) that specialize in disaster recovery

Kasten K10 by Veeam protects the entire application stack with its Kubernetes-native built data management platform.

Insure your containers with full backup and recovery, disaster recovery, application mobility, and ransomware protection.
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4.0

Cybersecurity and
Disaster Recovery

...................................................................................................................................................................................................................

...................
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4.1

Ransomware
IS a disaster

88% of organizations believe their cybersecurity strategies are completely or mostly
integrated with their BC/DR strategy. That reinforces the recognition that ransomware
s a disaster, and that most industry organizations understand this point.

While 3 in 4 organizations (76%) have suffered at least one attack, 24% have either not
been attacked or they are not aware of it yet. Of those attacked:

42% were user actuated, meaning they clicked on a malicious link, often from
a spam emall

43% were due to a lack of diligence from an administrator (patches, credentials, etc.)

None 1 24%
One T 16%
Two IR 23%
Three T 9%
Four . 9%
Five I 5%
Six B 1%

More
than six 1%

2022 DATA PROTECTION TRENDS REPORT

g

Insider Threat — e.g.,
disgruntled employee

R

~
~

(o)
17%
Spam email N
(user invoked)

20%

Infected patch or
software package

_____

g

Figure 4.2 How many ransomware
attacks has your organization
suffered in the last 12 months?
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Figure 4.1 Thinking about the most significant
ransomware attack your organization suffered

in the last 12 months,
enter your organization’s environment?

how did the ransomware

My organization did have
a ransomware attack,
but | was not involved

______

. My organization did have
a ransomware attack, but we
did not identify the entry point

7 Malicious link,
/ website, etc.

. 23%

_____

Credential Compromise — e.g., admin
logon, password, etc or RDP assault
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4.2

Recovering from
a ransomware attack

On average, organizations were only able to recover 64% of their data — meaning
that over 1/3 of data is typically unrecoverable, according to 1,376 unbiased
organizations surveyed.

1-20%
data recoverable

——————

More than 80%

data recoverable
21-40%

data recoverable

______

41-60% 61-80%

data recoverable data recoverable

2022 DATA PROTECTION TRENDS REPORT
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Figure 4.3 Thinking about the most significant
attack your organization suffered in the last
12 months, what percentage of data was your

organization able to recover from the attack?
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m 4.3

4.1 Ransomware

Recovery location
2 penengion and method

g

Figure 4.4 How are
operations resumed

for your organization’s
DR function?

4.3 Recovery location 'l 90/0
and method There are multiple ways to recover if you're Hybrid Recover on-premises — Recover in the cloud — we have
J data will be restored preconfigured servers and networking and
. i (pulled back) on-site all necessary components can be resumed
4.4 Failover/Failback When organizations that store a copy of their data within a cloud were asked where - . -
mechanism for DR their disaster recovery would fail over to (another data center or cloud) and how Y /

the data recovery would be accomplished, there was not a majority opinion:

4.5 Veeam Perspective . o _ - _
* Onein five organizations will do a traditional “put the data back where it came from"

* Two in five would run servers on premises but mount the data from presumably
high-performing cloud storage

* Onein five would recover with cloud-hosted servers but need to manually reconfigure
networking and other connectivity for the users to resume production

* Onein five have preconfigured all servers, storage, networking and the configurations 4 0 0/ / \ 20 0/
necessary to resume functionality from a cloudy DR infrastructure o ../ - o
Recover on-premises — Recover in the cloud — we
data is mountable in the have preconfigured servers
cloud and we execute that would spin up but
from on-premises networking is manual
61% recover on-premises 39% recover in cloud
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If you aren’t yet using
scripted workflows and
automated documentation
for your DR testing

and actual recoveries,
check out Veeam Disaster

Recovery Orchestrator

4.4

Failover/Failback
mechanism for DR

Restarting and reconnecting to servers after a disaster takes multiple complex
steps per workload. There are three ways that organizations could accomplish this:

* 29% will manually reconfigure secondary servers during the crisis. Without too
much exaggeration, many of those organizations will not be able to get running fast
enough to avoid going out of business.

* 45% will use preconfigured scripts, which might be enough or might not be maintained
and therefore be error prone during recovery.

* 25% will use workflows that are orchestrated, thereby also having a consistent means
of testing prior to an event and executing for real when crises strike.

2022 DATA PROTECTION TRENDS REPORT

g

Figure 4.5 What kind of
failover/failback mechanisms
does your organization use
for resuming functionality?

25% 30%

We have orchestrated workflows that We will manually reconfigure user
will reconnect resources that are connectivity during the crisis
now running remotely ~ ----

45%

We have predefined scripts for
reconnecting resources that are
now running remotely
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m 4.5

4.1 Ransomware

The Veeam Perspective

4.2  Recovering from
a ransomware attack

3 Re;"vex ";Ca“"” g] Ransomware is a Disaster. The ability to quickly restore from a secure backup is your last line of defense when responding to
and metno LR - |
a ransomware attack. To learn more about how Veeam helps test before, alert during and recover after a cyberattack, click here.

4.4 Failover/Failback Using best practices for off-site or air-gapped backup copies should be part of every DR plan. Veeam recommends that
mechanism for DR "a"a" . . . . : . .

- there should be three copies of important data, on two different types of media, with at least one of these copies being off

4.5 Veeam Perspective site, air gapped, offline, or immutable. Disaster recovery (DR) testing should also be a priority to ensure data was backed

up without errors and was free from malware, ensuring all data can be recovered successfully. To learn more about
successful ransomware recovery and the 3-2-1 Rule, click here.

To orchestrate the recovery of cyber and other disasters, Veeam Disaster Recovery Orchestrator is purpose-built as

an add-on for environments running Veeam Backup & Replication to orchestrate recovery workflows, automate testing
and readiness checks and generate disaster recovery documentation. Veeam customers should check the “DR Pack" for
an even more cost-effective way to utilize orchestration to protect their entire environment.
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For questions on this research or
its usage: StrategicResearch@veeam.com

PREV 4 27 p NEXT

Summary

- The last two years have seen significant IT modernization, particularly where cloud-hosted

services could be leveraged. This is due to ongoing Digital Transformation initiatives, as
well as accelerated cloud adoption during the global pandemic. The rapid modernization
of production has forced many organizations to recognize that their protection has
not modernized at the same rate, even though their dependency on data and their
dissatisfaction with the status quo are both at an all-time high.

Based on these trends, 3,396 IT leaders and implementers agree on the following:

* Data protection will be an area of increased investment to protect their modern
workloads that are already in production.

* Drivers for change will be based predominantly around qualitative improvement
in reliability, protection frequency and agile recoveries — to improve RPO and
RTO. In addition, better economic value and consumption, along with protecting
laaS/SaaS/containers and leveraging cloud for operational backups and disaster
recovery, will be key initiatives.

* |Improving data protection is in large part being driven by the recognition that cyberattacks,
most notably ransomware, is a “when" not an “if" for most organizations — with reliable
recovery being the remediation part of one's cyber preparedness strategy. In that way,
It Is universally understood that "ransomware is a disaster,” and that orchestrated
recovery from backups is a critical component of every cyber- and BC/DR-plan.
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