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The Association of Southeast Asian Nations (ASEAN), like other regions, has seen a large
increase in threat activity aimed at Managed Service Providers (MSPs) as cyber-criminals
exploit vulnerabilities in infrastructure, software and processes to access and compromise
sensitive customer data. Public regulations and private cyber-insurance requirements will
be among the key drivers for raising IT service and security standards worldwide. Cyber-
resilience, which refers to the ability to devise policies, detect abnormal activities, respond
to incidents and implement recovery plans, is an important differentiator for the growing
number of MSPs in the region. MSPs must develop their own cyber-resilience as customer
complexity increases. Demand for secure services across a broader range of technologies

will push IT service providers to seek efficiencies and boost margins.

Safeguarding an increasingly digital ASEAN

The ASEAN region is socially and economically diverse, with a population of over 660 million people
and a combined GDP of more than US$3 trillion. Countries in the region are among the fastest
growing in the world and are forecast to collectively add US$1 trillion to GDP over the next 10 years.
Not only is the region economically important for financial services, oil and gas, shipping, healthcare,
and business process outsourcing industries, among others, but it also has some of the world’s highest
digital use in terms of Internet user numbers and total time spent online. Organizations in the ASEAN
region are increasingly targeted by threat actors and cyber-criminals, especially as digital transforma-
tion and cloud services adoption accelerates, expanding the potential attack surface, as new vulnerabili-
ties and zero-day exploits emerge. Governments and organizations are realizing the scale of the issue

and the urgent need to enhance cybersecurity resilience.

Between 2018 and 2020, nearly 400 million personal data records were compromised in just 63
publicly known breaches in the ASEAN region. Public government organizations, with their access to
highly sensitive demographic data, including personal identification numbers, and electoral and medi-

cal records, were the most targeted in terms of attack size and sophistication. But private organizations
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are not immune, as the recent surge in ransomware attacks has demonstrated vulnerabilities. In the
first three quarters of 2021, Indonesia and Singapore experienced their largest data breaches in terms
of records leaked, while Malaysia saw a 300-fold increase in compromised records compared to the
whole of 2020. The most concerning aspect, however, is these breaches are a limited view of the overall
crisis. Like the rest of the world, there is no sign of this slowing in the ASEAN region, especially with

the rapid shift to perimeterless I'T and acceleration of digital transformation projects.

Five reasons why cyber-resilience is important for MSPs

MSPs play a pivotal role in reducing the complexity of IT operations for customers, which has
increased due to digital transformation. They have been central in helping organizations, including
managing the transition to cloud infrastructure and software services, enabling distributed workforces,
and implementing data protection policies. MSPs are also playing a more influential role in planning,
deploying and managing cybersecurity solutions for customers. All partners, whether they are mature
MSPs or resellers transitioning their business models to managed services, are constantly refining their
service delivery offerings. This requires the right balance of having a rich portfolio of services, but also

the appropriate internal technology, processes and skills to deliver them.
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Cyber-resilience, such as that from Datto, allows partners to unify cybersecurity offerings in terms

of the policy control, visibility and intelligence of their customers’ I'T organizations by centralizing
software and appliances, whether they are on-cloud or on-premises. The “assume breach” mentality

is the basis of becoming cyber resilient to attacks, and as the number of devices increases, the use of
sound security principals can help grow and optimize operational efficiency and responsiveness while
reducing costs and supporting partners’ adoption of more mature cybersecurity services provisioning.
Supporting the approach principals of cyber-resilience are five trends that demand further action to be

taken to improve cybersecurity standards and resilience, both internally and for customers.
1. Malicious attackers are targeting MSPs and technology firms

MSPs have increasingly been targeted by malicious attackers over the last five years, especially ransom-

ware operators, due to the huge volume of customer data they have access to. More are taking precau-

ASEAN MSPs are key to customers’ data protection



@ canalys

tions to strengthen their own cybersecurity posture, such as conducting penetration tests and increas-
ing employee training. Still, too often, MSPs are being targeted, with many still waiting until they

become a victim of a cyber-attack before taking steps to address their cybersecurity policies.

MSPs, often with many disparate platforms and tools, as well as a broad range of customers, make
ideal cyber-targets. MSPs have a multiplier effect that make them attractive targets for attackers to in-
filtrate and, once inside, push ransomware, change passwords, extract data or perform other malicious

activities. An MSP that has access to large numbers of customers’ data records will always be a target.

But in some cases, attacks are beyond their control, as highlighted by recent high-profile cases, such as
the REvil ransomware attack in July that caused widespread downtime for over 1,000 companies, and
the SolarWinds breach reported in December 2020, which allowed attackers to gain access to end-cus-
tomer systems. Customers have no direct relationship with the attacker when MSPs are hacked and are

not best placed to handle the attack.

Providing managed services in the ASEAN region can be difficult, as customers are sometimes unwilling
to wholly trust their entire infrastructure and data to a third party, instead preferring a more collaborative

approach. Earning trust is an ongoing mission. One way is to deploy the best cybersecurity practices.

Partners: What internal measures are you taking
to protect yourself from supply chain hacks?
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2. Legal and financial consequences of non-compliance in
cybersecutity, ptivacy and data sovereignty are intensifying
While the ASEAN region today has no single comprehensive legislation around MSPs, like the Euro-

pean Union, many governments are in the process of further strengthening cybersecurity regulations
and standards. Customers expect their MSPs to be compliant and investing in backup and disaster
recovery solutions can help in that regard. The shift is a positive for the region, in terms of driving
greater awareness and stressing the importance of cybersecurity. MSPs can also play an active role in
educating customers around these developments, and help choose the right cybersecurity solutions, as

well as ensure legal needs are met and standards are improved. Existing laws in some ASEAN coun-
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tries with high Internet penetration are already comprehensive around data protection and illegal data
access, according to the Global Cybersecurity Index 2020, recently published by the United Nation’s
ITU. In the assessment carried out in 2020, countries that scored full marks under its “legal measures”

category included Malaysia, Philippines, Singapore and Vietnam.

When implementing best practices around data protection, MSPs and customers should logically
begin with the local data privacy and protection laws, which place the burden of protecting sensitive
data on data controllers and processors. Even though most cyber-law penalties are designed to punish
cyber-offenders, which include MSPs and customers, breached organizations also bear the brunt of
the initial attack, including financial loss, reputational damage and disruption to business operations.
These losses can affect an organization’s credit ratings with banks, further affecting their cashflow. They

can also affect credibility with suppliers and customers in terms of future business.

Key local cybersecurity-related laws and regulations

Singapore

e Singapore Cybersecurity Act
o Adopts a light-touch approach toward the licensing of penetration testers and managed security operations
center (SOC) monitoring service providers. Licenses valid for five years, renewable.
e Personal Data Protection Act
e Computer Misuse Act

Malaysia

e Computer Crimes Act
e Communications and Multimedia Act
e Personal Data Protection Act

Philippines

e Data Privacy Act
e Cybercrime Prevention Act
Department of Information and Communications Technology (DICT) Cloud First Policy
o Provides classifications for government data and guidelines around the access, storage, processing and
transmission of government data in the cloud.
o Also, provisions for ICT capacity building and development of essential skills to meet international and local
standards.

Indonesia

e Electronic Information and Transactions Law
e Personal Data Protection in Electronic Systems regulation
Implementation of Electronic System and Transaction regulation
o Private electronic system operations (ESO), including MSPs, must register with MoCl.
o Data localization requirements vary by type of ESO.
o Organizations with “strategic electronic data” must connect electronic documents and backup records to a
data center in the case where the incident must be reported to the cybersecurity authority.

3. Customers are driving suppliers and partners to be more cybersecutity compliant

High-profile supply chain attacks have exploited weaknesses in third parties as an initial entry point
into their intended victims. Consequently, a growing number of organizations, especially large multi-

nationals, are requiring their suppliers and business partners to pass cybersecurity tests. These require-

ASEAN MSPs are key to customers’ data protection



@ canalys

ments can be complicated and time consuming, such as answering risk assessment forms containing
over 2,000 questions, submitting penetration testing reports, appointing a cybersecurity officer, and
implementing ongoing awareness and education programs. MSPs are often seen as the CIOs of busi-
ness customers in the small and medium-sized segments, and they in turn need to rely on trusted
vendors to help build cyber-resilience and deliver peace of mind to their customers through secure
business continuity and disaster recovery solutions, patch management and ransomware detection

to mitigate the impact of attacks. Altogether, these show the growing cybersecurity emphasis in the

ASEAN region.
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4. Cybersecurity insurance only protects companies that are cybersecurity compliant

The private cybersecurity insurance industry will drive positive changes in cybersecurity, but insur-
ance should be an organization’s last line of defense. Before buying cybersecurity insurance, customers
are required to have an in-depth analysis of their business risks and exposure. Cybersecurity insurance
transfers some financial risk to the insurer in exchange for a regular premium fee. But underwriters
typically require clients to demonstrate a high standard in their cybersecurity posture, ensuring mini-

mal losses are incurred for both customers and themselves.

Generally, insurance reduces an organization’s financial risk in the case of a data breach involving sensi-
tive personal information, such as personal identity numbers, credit card accounts, and biometric and
medical records. When organizations buy a comprehensive policy, the insurer will also cover costs and
expenses resulting from data breaches that occur at outsourced independent companies managing the

data. Costs and expenses from data breaches can come from, but are not limited, to the following:

*  Privacy regulatory defense and penalties.
*  Cyber-extortion, such as that from ransomware.

*  Crisis management event.
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*  Loss and recovery of digital assets.
*  Repair or replacement of computer systems.

* Business interruption expense.

5. Lack of internal cybersecurity skills

The lack of personnel with appropriate cybersecurity skills remains a major concern, not just for the
ASEAN region, but worldwide. This affects the emphasis organizations place on cybersecurity educa-
tion among their workforce internally, where human errors continue to be a leading cause of data
breaches and other cybersecurity incidents. Even among IT professionals, it is hard to admit that
complacency is often a key contributing factor. Online fraud, phishing and fake news are the most
frequent incidents in Singapore, Malaysia, Philippines and Indonesia, and organizations must rein-
force the importance of security hygiene and educate employees on telltale signs of suspicious content
and scams. Not only do MSPs play a central role in cybersecurity, but governments also seck to boost
awareness and build good cyber-hygiene habits across the population. Such campaigns are ongoing

as part of coordinated national cybersecurity plans, and governments often offer cybersecurity kits or

checklists that organizations can use.
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How can MSPs increase relevance to customers?

Many ASEAN MSPs are keen to develop cybersecurity and data management skills further to capital-
ize on customer demand. The range of different technologies that providers can use to support their
service offerings is increasing, and it can often be confusing to decide where to begin. Here are a few

specific practices that will help partners grow relevance and differentiation.

* Proactively conduct cybersecurity training for employees and customers: Moving beyond
awareness and basic cyber-training requires a plan. Tabletop exercises came out as one of the most
effective ways to improve business readiness, as suggested by cybersecurity researchers following the

VSA breach suffered by a major MSP vendor. Many companies provide incident response plans
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and other methods to train for an incident. If this feels like closing the stable door after the horse
has bolted, think of it more as acknowledging no door is impregnable, and you are developing
ways to repair the door and get the horse back. Incident response plans will vary depending on the
business but designating certain key individuals and training them in real world exercises is vital.
Encouraging individuals to take on certain responsibilities can be useful and adopting a strong

incident response framework can also be a way to improve service offerings to customers.

* Invest in cybersecurity partner competencies: One way MSPs can stand out from the competi-
tion is to earn cybersecurity partner competencies that they can use to promote their capabilities
when they fulfill requirements, such as having certified individuals and reaching certain customer
satisfaction scores. The cybersecurity market is growing, and a competency showcases an MSP’s
cybersecurity practice commitment and often rewards partners with additional benefits, such as
marketing resources, training resources or financial incentives. MSPs can work with their partner
account managers to create a plan to earn one or find out how they can get additional customer

support from vendors. Many cybersecurity competencies are available today.

Protecting personal data and cybersecurity posture

Cybersecurity measures Infrastructure measures People measures

Update backup/data recovery
systems and anti-virus/anti-
malware to prevent data violation
Invest in business continuity and
disaster recovery technology
Install SSL certificate
Maintain a firewall/web proxy
Encrypt data (storage and transit)
Monitor suspicious behavior with
user behavior analysis
Audit cybersecurity posture at
least twice a year; review
weaknesses and strengthen
* On-premises or cloud
configurations

Use biometric security

Classify data by levels of
sensitivity; store sensitive or
personal data systems separately
from non-critical information
Minimize data collection, storage
and use to strictly necessary and
relevant

Keep data up to date and accurate;
destroy if no longer needed or
relevant

Keep use and change logs
Change user password regularly

Third-party sharing of personal
data only with full user consent

Limit user access to personal data
systems

Clearly list personnel duties
across data lifecycle

Never leave IT devices unattended;
lock with password when practical

Conduct ongoing awareness and
training programs with staff

Notify legal authorities and
affected users using appropriate
methods as soon as practically
possible when breached

« Specific facts on breach
* Actions users can take
* Correction efforts
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* Emphasize customer communication: Features such as multi-factor authentication may be tedi-
ous for customers, but they are necessary to prevent disastrous outcomes. Shake things up by con-
ducting random phishing tests with employees. People are better served when they are personally
informed through experience and customers can work with partners to build more comprehensive
solutions to fit their digital business needs. That means understanding where their apps and data
are held, how they are managed, and how they can be recovered in the event of an emergency or

cyber-incident. Also ensure that customers know the lines of communication they have access to.

MSP support teams must take steps to address customer concerns.

* Audit remote admin tools: One area often neglected is the auditing and testing of tools to dis-
cover potential flaws or weaknesses. Understandably, it is time-consuming and few MSPs have the
internal resources to dedicate to testing. But, if possible, it is good to have some awareness at least

of the possible ways a breach could happen when looking at your tech stack. For example, a com-
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mon issue with RMM tools is IP address “whitelisting”, which allows certain IP addresses to access
networks. This can be seen as an effective security tool, keeping out threat actors if there are other
propetly configured tools in place, such as device identification or secure gateways to authenticate
users. But without these measures, a whitelist is a potential threat. Whatever your access tools or
policies, it is important to be aware of the security of your IT admin tools, even if you are unable

to make changes, as it provides you with the right knowledge to assess alternatives.

Develop end-to-end solutions and services: The questions channel partners must often answer
when outlining data management solutions are around data privacy and sovereignty. Data must
be secure and comply with local and industry regulations. It is important MSPs, whenever they
can, develop end-to-end solutions for managing data, from the endpoint to the infrastructure,
to the backup and recovery software and hardware and into the cloud. A more complete vision
is vital for partners as they will have to show they are able to secure both on-premises and cloud

applications and data.

Leverage a vendor’s platform security and processes that are built into the solutions you wrap
services around, from vendor management to cloud security: Leveraging a vendor’s inbuilt

platform security is a fundamental step to improving one’s security posture.

Looking ahead: selecting the right technology partner

An MSP cannot protect customers alone; providers require strong technology partnerships to give

them the tools to monitor, manage and protect customers. Selecting the right set of technology part-

ners is one of the most important things an MSP can do.

Today, over 17,000 partners around the world are turning to Datto’s technologies to help deliver

managed services solutions to over 1 million customers. While there are numerous reasons MSPs are

selecting Datto, a few highlights stand out:

Datto offers SaaS-based solutions underpinned by a modern cloud infrastrucuture. Saa$ is
increasingly becoming the model by which cybersecurity is delivered to customers. The benefits of
this approach are numerous. Customers can rely on “always-on” protection from infrastructure de-
signed to meet regulatory best practices that enterprises adhere to, and it ensures 99.99% uptime.
Cloud encryption technology ensures customer data is protected, whether in transit or in storage.
Meanwhile, the SaaS pricing model ensures customers can take comfort knowing their security

costs are predictable.

Datto combines best-in-class cybersecurity protection with business continuity. The reality is
that no customer is 100% safe from a cybersecurity attack, and even large organizations that invest
heavily in cybersecurity stacks can be breached. It is therefore paramount organizations not only
have a cybersecurity strategy to reduce the risk from threats, but also a business continuity strategy
should a successful attack occur. Datto provides detection, prevention, and flexible recovery that

defends against costly downtime and data loss in servers, virtual machines and cloud applications.

Datto is designed, from the ground up, for multi-tenant environments. There is an increas-

ing emphasis across the technology community to develop solutions, programs and technology
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partnerships to support the MSP community. Increasingly, more vendors are coming to market
with MSPs in mind. But only a few vendors are solely focused on MSPs, and dedicated to build-
ing solutions to help support those practices. Datto’s secure offerings are designed for multi-tenant
environments, meaning customers have their own protected instances, and MSPs can easily man-
age them via their own cloud-based administrative consoles. Through features such as mandatory
two-factor authentication, and a geographically dispersed infrastructure, MSPs can lean on Datto

to build their resiliency against cyber-events.

There are numerous opportunities for MSPs in the ASEAN region, but modern providers will need
modern solutions. Threat actors have become more sophisticated and successful with their attacks, and
traditional cybersecurity architectures and practices, widely deployed over the last 10 to 20 years are
no longer flexible and scalable enough in this new paradigm. MSPs with the right technologies in their
arsenal will be in an advantageous position as they look to help their customers navigate an increas-

ingly threat-laden digital landscape.
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