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Goals and Methodology

N
Research Goal The goal of this survey was to capture hard data on current experiences,

trends and approaches to Identity Governance and Administration (IGA),

Privileged Access Management (PAM) and account management and
|dentity SaaS.

An online survey was sent to global sources of IT security professionals.
Questions were asked to explore the impact of Pass the Hash attacks.

Methodology

N
Participants A total of 1,005 qualified individuals completed the survey. All
participants had direct responsibility for IT security and were very
knowledgeable about the IAM and privileged access approach at their

company. A wide range of industries, countries, and company sizes
were represented.
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Companies Represented

Company Size

500 - 2,500
employees

19%
More than /
5,000
employees
53%
2,500 - 5,000
employees
28%
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Technology
Financial Services
Healthcare
Manufacturing
Services
Government

Retalil

Higher Education / University
Other Education
Energy and Utilities
Transportation
Food and Beverage
Non-Profit

Other

Industry

15%

15%

11%

10%

5%

0%

2%

4%

6%

9%
7%

7%

8% 10% 12% 14% 16%
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Individuals Represented

Job Level
Individual Executive
contributor 26%
29%

Country e —
Hong Kong m-;izr;er
10%
Singapore P e
10% United States
or Canada
Australia or 20%
New Zealand
10% /
France
10%
o— UnltedloKl/r\gdom
10% °

<
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Security Responsibility

Entire job

Minor part 15%
of job / 0

12% /

Major part
of job
73%
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Only a quarter (26%) believe they have clearly not
experienced a Pass the Hash attack

‘ ‘ ‘ ‘ M Yes, definitely

Has your company M Yes, probably

experienced a
security incident as a
result of a Pass the
Hash attack? i What is Pass the Hash?

i No, probably not
i No, definitely not

i | don'tknow if we've had an attack

0% 20% 40% 60% 80% 100%
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W
Largest companies much more likely to be impac\té@L,

Pass the Hash attacks

Has your company More than 5,000 employees

experienced a
security incident as a
result of a Pass the
Hash attack?

2,500 - 5,000 employees

. 500 - 2,500 employees
(By company size) Pioy

0% 5% 10% 15% 20% 25% 30%

M Yes, definitely

M Yes, probably
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95% report a direct business impact froma
Pass the Hash security incident |

n = have experienced Pass the Hash incident

Operational costs to address _ 70%

Opportunity cost as staff was distracted

Think of the Pass the Hash from other projects oo
inCident that has impaCted Direct financial impact (lost revenue, |
your organization the most. fines, etc) o
What was the business impact other | 1%
of this attack?
There was no impact 5%

0% 10% 20% 30% 40% 50% 60% 70% 80%

“Other” user access to critical data; audit findings

N
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87% are taking steps to prevent Pass the Hash breaches

We've implemented privileged password 1 | | | | l 558
management (a password vault) W g

We've implemented better controls over AD/AAD 50%

Wh h Admin access without Red Forest ?
at steps have you :
We've implemented advanced PAM practices such as
taken or have plans tO session audit and analytics 32%
take tO mltlgate the We've followed Microsoft's guidance and 4%
risk of Pass the Hash implemented ESAE (Red Forest) °
breaches? Other I 1%
We don't have any plans 13%

0% 10% 20% 30% 40% 50% 60%

Wide range of “other” including ATA, LAPS, 3 party two-factor; salted passwords, active scanning, SMB signing, and more
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~
Largest companies most likely to have taken am
of preventative steps

59%

We've implemented privileged password %
D70

management (a password vault)

We've implemented better controls over

What Steps have you AD/AAD Admin access without Red Forest
taken or have plans to

i More than 5,000 employees
We've implemented advanced PAM practices ploy

take tO mltigate the such as sessionaudit and analytics 2,500 -5,000 em ployees

risk of Pass the Hash , ) L 5500 - 2,500 employees
We've followed Microsoft's guidance and

breaCheS? implemented ESAE (Red Forest)

We don't have any plans

0% 10% 20% 30% 40% 50% 60% 70%
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Most have already implemented measures to combat Pass
the Hash

n = have steps or plans for steps for PTH
We've implemented privileged password 1 | | | |
49%
management (a password vault)
We've implemented better controls over |

. . 36%
AD/AAD Admin access without Red Forest

We've implemented advanced PAM practices

WhICh Of these have such as session audit and analytics

We've followed Microsoft's guidance and

you already done? implemented ESAE (Red Forest) 21%

22%

Other I 1%

Still in planning 17%

0% 10% 20% 30% 40% 50% 60%
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Those that don’t already have plans are - ———
rarely working on them

n = no steps or plans for steps for PTH

Yes
o 15%

Is your organization working
on plans to mitigate the risk of
Pass the Hash breaches?

No
85%
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For more information...

Identity Governance
and Administration

Gain simplicity and affordability
with a unified foundation that
encompasses management,
auditing and compliance
elements to ensure strong

‘:\

Privileged Access
Management

Deliver appropriate access
to privileged accounts,
bolster security, achieve
compliance, streamline
administration, and

governance.

extend governance.
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Security Starts Here

One ldentity, a Quest Software business, enables
organizations to achieve an identity-centric security strategy
with our uniquely broad and integrated portfolio of identity
management offerings, including account management,
identity governance and administration and privileged
access management solutions. One Identity empowers
organizations to securely operate at their full potential.
When identity is at the core of the security program,
organizations can enable proper access across all user
types, systems and data, whether on-prem, in the cloud or
in a hybrid environment. With more than 7,500 customers
and over 125 million identities managed, One Identity
solutions are trusted worldwide by corporations and
government agencies to enhance their agility and efficiency
while securing access.

For more information, visit http://www.oneidentity.com.
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Identity SaaS

ety Covre/a”o”

Hybrid
Enterprise

Identity SaasS

Our cloud-based Starling
platform delivers a new level
of flexibility in how you

AD-centered IAM

Leverage your investment in AD to implement enterprise-wide
governance and administration capabilities via the cloud to
enhance control and security of your hybrid environment,
including non-Windows systems and cloud-based applications.

manage your identity,
authentication and privileged
access management. With
new features and
applications rolled out
regularly, you can manage
your on-prem, cloud or
hybrid environment in a way
that best supports your

12

business.
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https://nam05.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.oneidentity.com&data=02%7C01%7CJennifer.Bernas%40oneidentity.com%7C73b7beb652a74faa57e508d747519cec%7C91c369b51c9e439c989c1867ec606603%7C0%7C0%7C637056288169432745&sdata=1FrDmhYIV4FvtY%2FCSSNpC0xB4mkYAExP1TLnUehdMi8%3D&reserved=0
https://nam05.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.oneidentity.com&data=02%7C01%7CJennifer.Bernas%40oneidentity.com%7C73b7beb652a74faa57e508d747519cec%7C91c369b51c9e439c989c1867ec606603%7C0%7C0%7C637056288169442733&sdata=tnzGAXfJZkzZQ2fSJp4YEtOzMhbBmkZ45pbKGMCWqIs%3D&reserved=0

For more information...

About Dimensional Research

Dimensional Research provides practical marketing research to help technology
companies make smarter business decisions. Our researchers are experts in
technology and understand how corporate IT organizations operate. Our quantitative
and qualitative research services deliver a clear understanding of customer and

market dynamics.
For more information, visit

Contact Us:
Diane Hagglund

Founder and Principal

David Gehringer

Principal

+1 (530) 902-3995

+1 (408) 203-6982

\\ .
." Read i A Quirk Magazine Top 10 Research Blog:
The Blog : : :
www.dimensionalresearch.com/blog
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