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Foreword

DevOps automation has evolved from an efficiency drive to a strategic imperative as organizations

continue the transition to cloud-native software delivery. The prevalence of Kubernetes architectures

is driving the need for automated ecosystem orchestration, as technology environments have simply

surpassed human ability to manage.

Organizations are attempting to meet this need with a growing array of open source
tooling, bolted together with ever more complex DIY approaches. However, the
cracks are now starting to show through this fragmented approach. Organizations
are entrenched in silos of data, isolated pockets of single event-driven automation,

and reactive operations.

Rising cost pressures are creating a greater urgency around the need for a more
cohesive, intelligent, and enterprise-wide approach to automation, to drive efficiency
and reduce wasted spend. To support this, organizations are looking towards data-
driven automation that enables them to be more responsive to business needs. Their
objective is to switch from being reactive to proactive, via predictive operations, pre-

emptive remediation, and continuous optimization.

This can only be enabled through robust analytics capabilities, supported by
multiple data modalities and methods of Al that are best aligned to specific DevOps

automation use cases.

Organizations need an Al that can continuously and instantly learn about the current
state of an IT environment as it changes in real-time to provide precise and fact-
based insights. Traditional machine-learning-based approaches will be unable to
meet this need, as they require time to train. However, these approaches can meet
the additional need for an Al that can forecast future states based on historical

data. In addition, organizations also need an Al that can use those insights to create

meaningful recommendations and automation workflows.

To be most effective for DevOps automation use cases, data collection and analytics
needs to be consolidated on a single platform in a scalable and privacy optimized
way. This approach needs to integrate security as part of observability and unify

this data in context, spanning development, security, and operations practices to
remove silos and ensure the different types of Al can provide more precise and

trustworthy answers.

Only then can teams gain the precise answers they need to automate DevOps
workflows with confidence, without being bogged down in data flow analysis

to verify the insights being unearthed.

This report offers a window into the current maturity of DevOps automation
practices within global organizations and provides guidance on the steps they can
take to advance to the next stage of their journey. The findings are based on the
responses of 450 practitioners involved in DevOps automation from organizations

around the world, across a multitude of industries.

We hope you find the insights within to be informative and helpful as you look

to elevate the maturity of DevOps automation in your own organization.

— Bernd Greifeneder
Founder and CTO, Dynatrace
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Executive Summary

This report offers a snapshot of DevOps automation maturity in global organizations, based on a survey of 450 IT practitioners across a diverse range of sectors.

The report explores how DevOps automation is evolving, the benefits that have been achieved so far, and the barriers that remain to further adoption. It also

shines a light on what the future holds as organizations seek to advance the maturity of their DevOps automation practices.

The current state of DevOps automation

® Organizations are continuing to invest
in DevOps automation but there is still a
long way to go, as just 56% of the end-
to-end DevOps process is currently

automated.

e Toolchain complexity is hindering
organizations’ ability to scale DevOps
automation across the enterprise, as
teams have come to rely on more than 7

different tools on average.

Some of the key findings we'll explore in greater depth include:

Benefits achieved from automation investments

® |nvestments in DevOps automation are
bringing tangible benefits in key areas,
including improving the quality of software
(61%), improving employee satisfaction (58%),
reducing the number of deployment failures

(57%), reducing IT costs (55%).

e Additional perceived benefits that organizations
seek to achieve from DevOps automation
include improved analytics and insights
(59%), faster time to market (49%), and better

collaboration between Dev, Sec, and Ops (44%).

Barriers to automation adoption

Organizations are being held back from
further DevOps automation due to concerns
over security (54%) and the complexity of

their toolchains (53%).

Data silos remain a barrier to DevOps
automation for 87% of organizations,
preventing them from querying it cost-
effectively and efficiently for real-time

insights.

The future of DevOps automation

e Platform engineering and GitOps practices

are increasingly central to the maturity of
DevOps automation, with more than half

(54%) of organizations investing in this area.

59% of organizations expect large language
models (LLMSs) such as ChatGPT and Bard

to have a significant impact on DevOps
automation. To realize this, they will need to
combine these generative Al capabilities with
other types of Al that can deliver precision

and prediction.
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CURRENT STATE OF DEVOPS AUTOMATION

Amid a turbulent economy fueled by rising costs and weakened consumer confidence,
IT leaders have experienced growing pressure to deliver more with less to keep their

organizations ahead of the competition.

As a result, DevOps automation is becoming more of a strategic imperative than ever
as organizations look for ways to accelerate innovation without increasing spending

and without sacrificing quality or security.

Organizations have made significant progress on their DevOps automation journey,

with more than half of the end-to-end DevOps process already automated. However,

there is still much work to do.

Smaller organizations tend to be at a much more foundational stage of the journey

than their larger counterparts.
e They have automated less of the end-to-end DevOps process
e Their teams have to manually intervene more frequently to complete tasks

e They take more than twice as much time for their software engineers to remediate

problems in their production applications

56% - the average proportion
of end-to-end DevOps processes that

are automated

Q — Number of manual interventions
(including approvals and security) in

an end-to-end DevOps pipeline

9 — Average number of hours it takes
a software engineer to remediate a

problem within a production application
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CURRENT STATE OF DEVOPS AUTOMATION

The total percentage of the end-to-end DevOps process that is automated in organizations

Of different sizes

57% 57%
51%
45% ‘
$500m-%$1bn $1bn-$5bn $5bn-$10bn $10bn-$20bn  $20bn-$50bn
Revenue

$50bn+

In different sectors

Software and technology 61%

Manufacturing 60%

Telecoms 59%

Financial services 59%

Energy & utilities 57%

Automotive 57%

Healthcare 54%

Government/Public sector 53%

Retail 53%

Education 45%
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CURRENT STATE OF DEVOPS AUTOMATION

12
10
9 9
||| |‘\ I‘\ 7 7

Number of manual interventions in a full end-to-end DevOps pipeline in organizations

Of different sizes

$500m-$1bn

$1bn-$5bn

$5bn-$10bn $10bn-$20bn

Revenue

$20bn-$50bn

$50bn+

In different sectors

Education 12
Energy & utilities 1
Retail 10
Government/Public sector 9
Software and technology 9

Healthcare

Automotive

Financial services

Manufacturing

Telecoms
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CURRENT STATE OF DEVOPS AUTOMATION

Average length of time (hours) it takes a software engineer to remediate problems

within a production application in organizations

Of different sizes In different sectors
14
12 Government/Public sector 15
Energy & utilities 13
9
1"
7 7
Education
5.5

Manufacturing
Financial services

;

:

8
Software and technology 7

$500m-$1bn $1bn-$5bn $5bn-$10bn $10bn-$20bn  $20bn-$50bn $50bn+
Revenue
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CURRENT STATE OF DEVOPS AUTOMATION

“DevOps automation is mission-critical to an organization’s ability to keep pace with customers

and the rapidly changing market. Reducing toil and minimizing toolchain complexity through

automation enables developers to focus on what they do best - delivering innovation that drives

value for the business.”

Hilliary Lipsig, Principal Site Reliability Engineer
RedHat

“DevOps automation is a critical component to enhance how we manage our daily work and
increase reliability. We are shaping our culture of operational excellence to empower employees

to engage them with more meaningful work and provide deeper value to the company.”

Trevor Pratt, Lead IT Architect

Duke Energy
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CURRENT STATE OF DEVOPS AUTOMATION

Automation brittleness is rife.

As organizations continue to automate additional DevOps processes, they rely on a

growing number of toolsets and the specialized skills needed to operate them.

Different teams use their preferred tools to create automation scripts for their use
cases, often resorting to copy-and-paste methods to replicate automation across

different workflows.

On average, organizations use 7.5 tools to

support DevOps automation

Automation becomes brittle and technical debt increases as teams generate

multiple copies of automation scripts in silos throughout the organization. This also

makes it more difficult to understand and modify automation scripts when someone

leaves the organization, or a new team member arrives, as they are usually owned
and managed by the person that built them. The effort to integrate an end-to-end

automated process across the DevOps lifecycle is therefore hindered.

To maximize the impact of their investments, organizations must avoid automating
processes in silos. They should look for opportunities to optimize the end-to-end
process through platform-based approaches that consolidate tools and standardize

practices for building automation scripts.

The challenges organizations face

N

N\

Growing number

of toolsets

=

Rising

technical debt

03
T X
Specialized skills required

to operate them

/>

Operational complexity

to manage Automation scripts
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CURRENT STATE OF DEVOPS AUTOMATION

“Navigating the web of tools in our DevOps environment was like trying to untangle

a knot. We needed a more streamlined approach to automation that could simplity

=
=

our development, delivery, and operations processes to make it more efficient.”

Alex Hibbitt, Engineering Director, SRE and Fulfilment
Albeli-photobox Group
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CURRENT STATE OF DEVOPS AUTOMATION

The most popular DevOps automation tools/platforms

that organizations use include:

7% 34%
6% 33%
53% 32%
52% | Hamess R
52% 26%
a9% 26%
a7 26%
- % 259
ServiceNow 38% 21%

Docker 38%
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CURRENT STATE OF DEVOPS AUTOMATION

Observability is a pre-requisite for DevOps
automation

Automation is only as precise as the data that informs it. In the context of DevOps
automation, observability has therefore become table stakes. Observability data provides a
rich source of insights about the stability, performance, and user experience of applications
and the infrastructure that underpins them. When combined with security data and
business events, such as cart abandonment rates and user satisfaction, these insights are
further enriched by context that can fuel more precise Al-driven automation across all

manner of DevOps use cases.

As organizations continue to invest in their ability to capture, retain, and query this data
at scale, they will be empowered to take their DevOps practices to new heights, bringing
greater efficiencies, enhancing the stability of their services, and delivering greater user

satisfaction.

78

78

74

71

of organizations say observability-driven automation
has resulted in faster incident response and quicker

resolution times

of organizations say observability has allowed them
to automate release validation, improving security

and quality of software before it reaches production

of organizations say observability tools have helped them

identify bottlenecks and automate delivery pipelines

of organizations say they actively utilize observability
data and insights to drive automation decisions

and improvements in DevOps workflows



CURRENT STATE OF DEVOPS AUTOMATION

Key priorities for automation investments

With a growing list of demands from the business and limited resources available, DevOps teams are laser-focused on
delivering high-quality, secure innovation as quickly and effectively as possible. This is driving increased investment in
automation and EaC (Everything-as-code) approaches in all areas of the software development lifecycle (SDLC), from security
management to infrastructure operations, and from software development and delivery to observability. However, every
company is at a different stage of DevOps automation maturity. This creates a diversity in where DevOps teams focus their

efforts and which processes are a priority for DevOps automation investments.

Areas of DevOps automation organizations are planning to invest in during

the next 12 months

55% 52% 51% 49%

Security and compliance Infrastructure provisioning/ Performance optimization Progressive delivery

management management

48% 46% 41%

Reliability automation Testing and release validation Automated rollbacks
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IMPACT OF DEVOPS AUTOMATION

Measurements of success

|dentifying areas for improvement is impossible if organizations don't first measure the impact of
existing investments in DevOps automation. As a result, DevOps leaders are adopting a wide array of
key performance indicators (KPIs) and service-level objectives (SLOs) to evaluate the success of their

automation efforts.

However, most organizations remain at a relatively early stage of maturity in the measurement of the
impact of automation. As the size of the organization decreases, it's less likely they will have a robust
return on investment (ROI) model that enables them to efficiently track and report on the impact of

DevOps automation.

Only 35% of organizations have an ROl model to track

the impact of their investments in DevOps automation*

As a result, it's more difficult for smaller organizations to ensure they focus their efforts on the areas
where DevOps automation can deliver the greatest value, which in turn hinders their ability to keep

pace with their competitors and innovate at the speed that the market and their customers demand.

*Data based on a smaller subset of the full base of respondents.
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IMPACT OF DEVOPS AUTOMATION

Organizations that have an ROl model to measure the impact of their investments

Of different sizes

40%

26%
21%

10%

in DevOps automation™

71%

57%

$500m-$1bn $1bn-$5bn $5bn-$10bn $10bn-$20bn

Revenue

$20bn-$50bn $50bn+

In different sectors

70%

43%

Retail 38%

Telecoms 38%

Manufacturing

Energy & utilities 31%
21%
- Education 6%

Government/Public sector 0%

*Data based on a smaller subset of the full base of respondents.

Software and technology 64%
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IMPACT OF DEVOPS AUTOMATION

Common KPIs/SLOs organizations use to evaluate the success of automation

In software development and delivery

53%

Number of critical

P1 alerts

50%

Test coverage

(% of tests automated)

42%

MTTD

(mean time to detect)

40%

Number of bottlenecks

removed from the SDLC

52%

Change

failure rate

43%

Developer

productivity

42%

Lead time

for changes

35%

Deployment

frequency

In security processes

59%

Number of critical application

security incidents

58%

False positive rate

45%

MTTD (Mean Time to Detect)

42%

Coverage

At a business level

61%

User adoption rate

55%
Customer satisfaction

(CSAT) scores

47 %

Cost reduction

58%
Percentage of processes

automated

48%
Market share against

the competition

45%

Revenue growth
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IMPACT OF DEVOPS AUTOMATION

59% of

organizations
say DevOps
automation
delivers an

Improvement in

analytics

and insights.

The value of DevOps automation

Organizations report that their investments in DevOps automation are
paying dividends in multiple ways, from enhanced software quality,
elevating their competitive edge, to increased employee satisfaction,

fostering a culture of innovation and collaboration.

Furthermore, it significantly reduces deployment failures, minimizing
disruptions and improving reliability, all while optimizing IT costs for

sustained operational excellence.

Notably, 59% of organizations say it delivers an improvement in analytics
and insights, equipping them with valuable data-driven decision-making

capabilities.

However, the adage of "garbage in, garbage out” still applies. To garner
full benefit, organizations need to maintain data accuracy, and empower
their teams to conduct analytics in a way that retains the full context
of the relationships and dependencies between different types and

sources of data.

How much of an improvement has DevOps automation delivered in key areas?

61%
average improvement in average improvement
software quality in employee satisfaction

for development, operations,

and security teams

57%

average reduction average reduction of IT costs
in the number

of deployment failures
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IMPACT OF DEVOPS AUTOMATION

“The success of DevOps automation shouldn’t only be measured in increases to engineering

outputs and enhancements to service reliability. It should be about the existence of a culture
of operational excellence that frees employees from wasted effort and makes
an organization a great place to work.”

Dan Healy, Sr. Manager, APM Monitoring and Metrics,
TIAA

“Embracing DevOps automation has transformed our software journey. It's not just about
enhancing quality; it's about the speed at which we innovate. With automation, we've witnessed a

rapid acceleration in our delivery cycles and, in turn, a remarkable surge in customer satistaction.”

Michael Cabrera, Director of SRE
Vivint
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OVERCOMING THE BARRIERS TO MATURE DEVOPS AUTOMATION

57% of DevOps

practitioners say

the absence of data

flow analysis or data

observability tools
makes it difficult
to drive automation

in a compliant way.

Security and complexity hold organizations back

Biggest barriers preventing organizations from initiating new use cases of DevOps automation

Toolchain complexity/limited
54% Security concerns/fears that 54% Difficulty operationalizing P y

53% resources to integrate 1000+

faster delivery will increase risk data to support automation J
CNCF tools
Complexity of migrating . . i
| . that Siloed teams — each team has Cultural resistance - it's difficult to
egacy systems that are
49% _ gacy ’Zbl h DevO 46% its own charter, budget, tools, 41% convince teams to adopt new tools
incompatible wi evOps
. pt' P and ways of working and processes

automation

Additional barriers for organizations looking to increase their existing use of DevOps automation

60% Lack of expertise to implement and 50% Lack of a feedback loop from operations
_— . . °
maintain new automation technologies to development makes it difficult to automate
Limited impact of existing automation
44% Lack of resources (budget and time) 42% initiatives makes it difficult to secure

extra budget
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OVERCOMING THE BARRIERS TO MATURE DEVOPS AUTOMATION

“Security concerns have been a significant roadblock in fully embracing DevOps
automation. As much as we want to streamline our processes, we can't compromise

on data integrity and privacy. Finding ways to integrate robust security measures

Into our automation strategies is our top priority.”

Michael Glaess, Chief Product Architect

Dynatrace
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OVERCOMING THE BARRIERS TO MATURE DEVOPS AUTOMATION

Many organizations lack a DevOps automation strategy

To support this more controlled way of building automation, teams need a way to ensure that this
capability is extended in a responsible and secure manner across the organization through standardized
and repeatable processes that minimize the risk of human error. However, this will be a significant
challenge for the many organizations that have yet to implement a clear DevOps automation strategy.
Defining and rolling out such a strategy will therefore be an essential first-step for organizations looking

to improve the success of their DevOps automation initiatives.

Only 38% of organizations have a complete, clearly defined

DevOps automation strategy™

Organizations should also look to simplify the complexity of their rapidly expanding toolchains. There are
now more than 1,000 solutions in the Cloud Native Computing Foundation (CNCF) landscape. As teams
adopt these solutions to support DevOps automation, organizations need to ensure they are seamlessly
integrated. This will reduce the need for manual handoffs and interventions in end-to-end DevOps

workflows, so teams can fully reap the benefits of automation investments.

*Data based on a smaller subset of the full base of respondents.




OVERCOMING THE BARRIERS TO MATURE DEVOPS AUTOMATION

Organizations that have a complete, clearly defined strategy to support DevOps automation*

Of different sizes In different sectors

62%

57% 60%
Software and technology 57%
50%

50%

50%

Telecoms

30% Manufacturing 47%
o

Financial services

- Rewit E
Energy & utilities 25%
12%

Government/Public sector 0%

21%
17%

$500m-$1bn $1bn-$5bn $5bn-$10bn $10bn-$20bn  $20bn-$50bn $50bn+
Revenue

*Data based on a smaller subset of the full base of respondents.
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OVERCOMING THE BARRIERS TO MATURE DEVOPS AUTOMATION

Breaking the data silos: Unleashing DevOps automation with contextual insights \“Q \:‘.o

Many organizations are struggling to maximize the impact of their DevOps automation initiatives as their data is trapped in silos within

different storage repositories and the multitude of tools that teams use to manage their cloud ecosystems. That data therefore must

1 O — the average number
of different hops observability

proceed through multiple hops between systems to build out the context that makes it actionable for automated workflows.

85% of organizations say they face a challenge in using observability and

and security data needs to flow

security data to drive DevOps automation

through before it can be used

Without context, it's impossible to drive DevOps automation with precision, as teams are unable to understand the relationships for DeVO pS automation
and dependencies across their cloud technology stacks. As a result, they can't apply analytics capabilities to distinguish between

the symptoms and cause of a problem, which generates false positives, duplicate alerts, and low-priority issues that could derail an

automated process.

DevOps Automation Pulse | 27




OVERCOMING THE BARRIERS TO MATURE DEVOPS AUTOMATION

Challenges organizations face in using observability and security data

to drive DevOps automation

90%

87% 86%

84% 84% 83% 83%

Data is inaccessible Data is siloed Data needs to flow through Data is of poor quality Data analysis often results Data is inconsistent Data lacks context
many systems/hops before it in too many false positives

can be analysed

. Significant challenge . Challenge
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OVERCOMING THE BARRIERS TO MATURE DEVOPS AUTOMATION

Average number of hops observability and security data needs to flow through before it can be used

to drive DevOps automation in organizations

Of different sizes In different sectors
12
Education
10 10 10 Healthcare
9 9

Financial services
Government/Public sector
Retail

10

10

9
Energy & utilities

$500m-$1bn $1bn-$5bn $5bn-$10bn $10bn-$20bn  $20bn-$50bn $50bn+
Revenue
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OVERCOMING THE BARRIERS TO MATURE DEVOPS AUTOMATION

Access to skills is still a significant barrier
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languages such as Python, and architectures (e.g., software testing tools and deployment and progressive e 1 o
Ruby, PowerShell, etc. microservices) practices delivery practices

41% 41% 40% 40%

Familiarity with GitOps/ Proficiency in using open Knowledge of CI/CD pipelines Knowledge of Agile delivery
Infrastructure as Code (laC) source automation solutions and the ability to implement

them effectively
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FUTURE OF DEVOPS AUTOMATION

Evolution of automation

DevOps automation is a continually evolving practice and has progressed significantly during the past 15 years. Now, organizations are
investing in a variety of initiatives to advance that progress to the next level, by ensuring automation is more fundamentally integrated

into the way their teams build and deliver software.

nitiatives organizations will undertake over the next 12 months to ensure that

DevOps automation is integrated into the overall software design process

66%
55% .
52%
48%
Regular review of DevOps Regular team training on processes, tools, Establishing regular checkpoints to drive Investing in data observability and data Increasing adherence to a culture
automation practices and tools and collaborative ways of working collaboration between development and flow analysis tools to enable automation of of site reliability engineering (SRE)
operations teams processes in a compliant way across teams
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FUTURE OF DEVOPS AUTOMATION

The journey to Intelligent Automation

After beginning as an effort to drive efficiency by
automating repeatable business processes, DevOps
automation is now advancing. DevOps teams are
creating automation workflows that enable them to
respond in real time when specific conditions are
met or events occur, such as suspicious user activity
indicating a security risk, or customer behaviour such

as shopping cart abandonment.

The next frontier in this evolution is the shift toward
intelligent automation, where DevOps teams can
use advanced Al capabilities to instantly query
data for more precise context about events in

their ecosystem. This creates a feedback loop that
can trigger an automated workflow in a way that
maximizes value and optimizes outcomes for the

business.

For instance, DevOps teams can create intelligent
release management processes by harnessing the
performance, stability, and user experience metrics
captured from observability data. Al can turn

this data into insights enabling teams to instantly

understand the impact of any new software release.

This in turn can automatically trigger a workflow
that either rolls the release back to a previous stable
version if the impact was detrimental or rolls it out
to a wider group of users if it had a positive effect.
The same approach can be applied to enable more
intelligent security processes, from automated
threat detection and vulnerability scanning to rapid

incident response.

As organizations continue to explore these
possibilities, they are moving toward autonomous,
self-healing systems, which automatically detect
and resolve problems in applications and
infrastructure without human intervention. To
enable this, organizations are investing in the skill
sets, frameworks, and best-practices needed to
advance their automation initiatives. Many rely on
open source DevOps automation projects, which
are often implemented as part of a DIY toolchain.
This creates an additional source of complexity and
requires significant manual effort to maintain. Having
the internal resources and capabilities for building
workflows without significant toil is another critical

factor in success.

%

of organizations have dedicated automation engineers

in place to support DevOps automation

%

of organizations rely significantly on open source

projects for DevOps automation

%

the average amount of their time that software

engineering and development teams spend building

and maintaining DevOps automation scripts
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FUTURE OF DEVOPS AUTOMATION

Platform engineering and GitOps are key to DevOps automation maturity

As organizations work to improve the maturity of their DevOps
automation practices, they need to focus on initiatives that
drive operational efficiency and deliver greater agility through a
collaborative team culture. The emerging discipline of platform
engineering, which can accelerate software development and

optimize the developer experience, is central to these efforts.

54% of organizations are investing

in platforms to enable easier
integration of tools and collaboration
between teams involved in

automation projects

With Internal Developer Platforms (IDPs), organizations can
empower development teams with self-service capabilities so
they can collaborate more effectively, leverage existing tooling,
and reduce toil. Rather than building every new automation
workflow from scratch, organizations can give their teams the
components, tools, and templates that they need to create their

own solutions, via a centrally governed and secure platform.

More mature organizations will also look toward GitOps and EaC
approaches to deliver the key capabilities that DevOps teams rely
on, including infrastructure management, software deployment,
and observability. This gives developers greater control over
embedding these capabilities into their automation workflows,
because the process is standardized and fully automated,

reducing the barriers to adoption.

As platform engineering and GitOps gather momentum,
organizations will find it easier to overcome many of the initial
barriers they've faced in driving adoption of DevOps automation.
The creation of a unified IDP will foster a more collaborative
culture, helping to erode the silos between teams and ease
resistance to change as they see the benefits that others are
unlocking. The prevalence of standardized and repeatable
processes for building automation workflows through GitOps
will also reduce the time drain for the software engineers and

developers supporting these initiatives.




IMPACT OF DEVOPS AUTOMATION

“Platform engineering is increasingly becoming the focal point for organizations seeking
to advance the maturity of their DevOps automation practices. This shift is accompanied by
a rise in technical debt and coordination efforts among teams. Without a central and integrated

platform, scaling automation to drive further impact becomes an insurmountable challenge.”

Anita Schreiner, Vice President, Delivery

Dynatrace

“With version-controlled infrastructure and declarative configuration, adopting GitOps has
unlocked unprecedented agility and stability. Our teams collaborate seamlessly, and changes

are orchestrated effortlessly, setting the stage for a new era of efficiency and innovation.”

Simon Pilar, Director, DevOps & DLC Toolchain

Clario
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FUTURE OF DEVOPS AUTOMATION

An '‘Automation Center of Excellence’ drives
governance and maturity

Many organizations have begun to develop their own internal Center of Excellence
(CoE) for DevOps automation, helping teams throughout an organization pursue
initiatives successfully. However, this emerging practice will need to become more

widespread as organizations progress toward mature DevOps automation.

36% of organizations have a Center of

Excellence to support DevOps automation*

A CoE can be invaluable in providing the tools, frameworks, and best practices

that teams need to build and implement automation across their workflows. For
example, it can establish the low-code/no-code platforms and drive adoption of
GitOps practices that enable teams to build and deploy automation scripts without
specialized knowledge and skills, in a centrally managed, secure, and governed way

that maintains compliance.

*Data based on a smaller subset of the full base of respondents.




FUTURE OF DEVOPS AUTOMATION

Organizations that have a Center of Excellence (CoE) to support DevOps automation*

Of different sizes In different sectors
51% 52%
a7% Automotive 70%
42% Healthcare
Software and technology 58%
Telecoms 50%
Manufacturing 47%
Financial Services
 Retl 2
Education 0%
Government / Public Sector 0%
$500m-$1bn $1bn-$5bn $5bn-$10bn $10bn-$20bn  $20bn-$50bn $50bn+
Revenue

*Data based on a smaller subset of the full base of respondents.
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FUTURE OF DEVOPS AUTOMATION

Al must mature alongside automation

Foundational approaches to DevOps automation rely on probabilistic machine learning models that
correlate data and surface insights based on historical patterns and behaviors. These approaches
are imprecise, so DevOps teams must manually review answers before they are used to trigger

automation workflows.

59% of organizations expect large language models
(LLMs) such as ChatGPT and Bard to have a significant

impact on their DevOps automation capabilities

Organizations are now exploring how continued advances in Al technology can enable them to take
their DevOps automation strategies to a new level of maturity. It's no surprise that throughout 2023,
much of the focus has been on how teams can harness generative Al and large language models

(LLMs) to drive further DevOps automation maturity. There are a significant number of organizations

already exploring some of the early use cases for generative Al in DevOps workflows.




FUTURE OF DEVOPS AUTOMATION

Ways in which organizations expect LLMs to impact DevOps automation include:

57%

Increased productivity and reduced manual effort
through the ability to analyze vast amounts of data, make

predictions, and suggest optimized automation workflows

46%

Improved delivery pipelines by analyzing user feedback and
observability data to identify patterns, uncover issues

and provide real-time recommendations

56%

Improved development, security, and operations
collaboration through faster knowledge sharing, automated
documentation, continuous learning, and instant answers

to questions

41%

Improved testing and code quality by generating test cases,
identifying potential edge cases, and providing insights

on test coverage

48%

Enabling DevOps and platform engineering teams
to automatically generate code snippets by drawing

on information from software libraries

39%

Smarter release, deployment, and rollback strategies
through the ability to analyze historical data, user feedback, and

industry best practices
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FUTURE OF DEVOPS AUTOMATION

However, to automate DevOps processes with confidence, teams need to trust the answers provided
by their Al. Teams are therefore looking to more advanced, precise, and scalable approaches that go
beyond machine learning to enable them to use generative Al for DevOps automation. The ability
for Al to understand the root cause of a problem is critical to building trust. Observability data and
causal Al are therefore essential to the future of DevOps automation, as they can be used to surface

fact-based answers rather than best guesses based on correlations and patterns in data.

86% of organizations say observability data will play a

vital role in their future DevOps automation strategies

Predictive Al is another essential ingredient, helping to improve DevOps automation efforts by
forecasting future scenarios and making recommendations on how to preempt and proactively

resolve any issues before they arise.

As organizations continue to implement these different types of Al to enhance the maturity of their
DevOps automation, success will reside in the ability to combine them in a way that enables teams
to leverage the strengths of each technology. The fact-based precision of causal Al, forward-looking
intuition of predictive Al, and productivity-boosting creation of generative Al will all play a central

role in the continued journey toward DevOps automation maturity.
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Methodology

This report is based on a global survey of 450 IT practitioners with responsibility for DevSecOps automation in large organizations, including 150

in the U.S., 150 across EMEA, and 150 in Asia Pacific. The research was conducted by Coleman Parkes and commissioned by Dynatrace.

In which country are you primarily based?

US 33%

lIreland 3%

Sweden 3%

Denmark 2%

Germany 5%

India 7%

Australia 7%

Thailand 6%

In which sector does your company operate? What is your organization’s approximate annual revenue?

Software and Technology 22% Between US$500m and up to US$1bn 13%
Financial services (including banking and insurance) 18% Between US$5bn and up to US$10bn 18%

Government / Public Sector — Federal, State and

8% Between US$20bn and up to US$50bn 16%
Local
Telecommunications 5%

Energy and Utilities 5%
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Which of the following is closest to your job title?

VP / Head of Engineering 9%

Development manager/lead 8%

Senior software developer 8%

Cloud architect 8%

VP/Head of Platform 7%

DevOps Manager 7%

SRE Manager 5%

How many years has your organization been practicing DevOps?

1-2 years . 3-5 years . More than 5 years
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DevOps Automation Maturity Model

Based on consultations with numerous organizations engaged in DevOps automation initiatives, four clear stages

of DevOps automation maturity have emerged: Foundational, Standardized, Advanced, and Intelligent.

Foundational Standardized Advanced Intelligent

Automation practice Automation practice is not formalized and A concerted effort exists to integrate Automation practice leverages advanced Automation practice leverages advanced
lacks standardization and integration across ~ automation practices and enhance automation techniques and optimization technologies such as artificial intelligence
the software development lifecycle collaboration across teams to achieve a strategies to enhance productivity, reduce (Al) and machine learning (ML) to enable

more seamless and cohesive automation risks, and drive continuous improvement autonomous, reliable, and trustworthy
framework decision-making and predictive capabilities

Application Security Some application security processes (e.g., Many application security processes Application runtimes are continuously Application runtimes are continuously
security testing, vulnerability scans) are automatically occur, results of tests and monitored for vulnerabilities; right team is monitored for vulnerabilities; security gates
automated as part of DevOps processes scans are manually evaluated as part of automatically notified when a new critical in place to block deployments with new

release governance vulnerability is detected critical vulnerabilities
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Foundational Standardized Advanced

Intelligent

Budgets and Automation investments are minimal with no  Automation budgets are established, and Dedicated budgets are established for Dedicated budgets are established for
investments dedicated automation budget allocation investments are identified but ROl is difficult  automation investments, and ROl models or  automation investments and ROl models or
to be tracked and reported on similar are in place for efficient reporting similar are in place for efficient reporting

Goal The goal is to build a strong automation The goal is to achieve a higher level of The goal is to achieve operational excellence  The goal is to achieve high levels of
foundation, defining automation principles, automation integration and synergy through automation-driven practices efficiency, agility, and innovation through
and laying the groundwork for a more between different stages of the DevOps intelligent automation practices
mature automation framework lifecycle
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How to advance your DevOps automation maturity

Every organization is at a different stage in its DevOps automation journey based on a multitude of factors, from the level
of executive buy-in to the resources that are available and the culture for change that exists within teams. The goal should

be to progress toward intelligent automation, where processes are automated to deliver the greatest efficiency, aqgility,

and innovation throughout the organization.

To develop a roadmap that helps their organization along this journey, the first step leaders should take is to conduct
a DevOps automation maturity assessment to identify which stage they are currently working toward. Armed with this

understanding, it becomes easier to identify and focus on the key measures they need to implement to advance toward

the next stage.




Stage: Foundational

Get to Foundationl

Assessment and Awareness: Begin with an assessment of your current processes, identifying
manual and/or repeatable Development, Security and Operations tasks that can be automated.

Raise awareness among teams about the benefits of automation.

Basic Automation: Start with simple and repetitive tasks, automating them using readily available

tools. This builds familiarity with automation concepts.

Process Mapping: Map your software development lifecycle and identify areas where automation
can add value, such as code compilation, software testing, code deployment, monitoring,

remediation etc.

Skillsets: Identify what skillsets and resources are needed to build a culture of automation

and deliver on automation projects.

Tool Exploration: Begin exploring automation tools that are suitable for your organization's needs.

These could include basic scripting languages, open-source automation frameworks, or simple

Cl/CD platformes.

Security: Identify manual security processes, such as vulnerability scans, testing, alert prioritization,

and remediation efforts. Consider how many touchpoints of these processes could be automated.

Stage: Standardized

From Foundational to Standardized

Automation Governance: Develop a roadmap for standardizing automation across DevOps
processes, focusing on creating consistent guidelines and best practices. Secure dedicated budget

for automation investment.

Cross-Team Collaboration: Initiate cross-team collaborations to share automation scripts, tools,

and experiences, fostering a culture of knowledge exchange and collaboration.

Automation Champions & Training: Identify and train a few developers and managers as
automation champions who can drive the adoption of automation practices. This will ensure

everyone is well-equipped to contribute effectively.

Tool Consolidation: Evaluate and consolidate your automation toolset to minimize complexity

and ensure that tools are aligned with the standardized practices you're implementing.

DevOps Process Automation: Build on your DevOps process automation efforts across

Development, Operations and Security processes.

Automation Metrics: Capture metrics to monitor and measure the effectiveness of automated

processes, enabling you to track progress and identify areas for improvement.

Identify Data Challenges: |dentify where data challenges are hindering automation efforts (e.g.:

limited access, data silos, poor data quality, lack of context, too many false positives etc.).

Centralized Alerting: Consolidate your alerts, vulnerability remediation, testing, and other key

processes across multiple teams by implementing a centralized workflow and toolset.
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APPENDIX

Stage: Advanced

From Standardized to Advanced

Automation Governance: Establish an Automation Center of Excellence (CoE) to centralize

expertise, foster best practices, and drive the adoption of advanced automation methodologies.

ROI Tracking Enhancement: Enhance ROl tracking by implementing more sophisticated models
that capture not only cost savings but also productivity gains and quality improvements from

automation.

Reduce Data Barriers: Reduce barriers that prevent teams from harnessing data to drive automation
by improving quality of data (e.g., retain data context when storing data, implement data access
controls and permissions, invest in data lakehouse storage solutions, design efficient data paths to

minimize hops and latency, etc.).

Continuous Optimization: Set up a continuous optimization process for your automation practices,

regularly reviewing and refining scripts, tools, and processes for maximum efficiency.

Advanced Automation practices: Consider implementing practices such as GitOps and adopting

‘everything as code’ approaches to further enhance automation and streamline processes.

DevOps Process Automation: Introduce advanced automation processes such as dynamic
provisioning, auto-scaling, self-healing and vulnerability scanning to enhance the efficiency

and reliability of your software.

Unified Prioritization: Implement a single source of truth to continuously and automatically

prioritize alerts.

Al and ML Integration: Consider integrating Al and ML technologies into your DevOps processes

to gain data-driven insights.

Stage: Intelligent

From Advanced to Intelligent

Al-Driven Optimization: Leverage insights to drive automation across the SDLC (e.g., dynamically

adjusting resource allocations, controlling deployments, fine-tuning testing scenarios, etc.).

Proactive Issue Prediction: Utilize Al to predict potential automation bottlenecks, security

vulnerabilities, or performance issues. Address these concerns before they impact operations.

Fully Automated Remediation: Implement Al-powered automated remediation that can quickly
respond to incidents and perform corrective actions based on learned patterns and pre-defined

runbooks.

Platform Engineering: Establish a dedicated platform engineering team to drive consistency

and self-service automation.

Advanced Training: Provide advanced training for your teams on Al, ML, and data analytics.
Exploring emerging technologies such as LLMs and GPT and evaluate how these can enhance

your intelligent automation capabilities and drive even greater efficiency and innovation.

Intelligent Security: Introduce Al/ML to assist continuous and automatic security processes, such as

vulnerability detection, investigation, assignments, remediation verification, and alert prioritization.
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About Dynatrace

Dynatrace (NYSE: DT) exists to make the world'’s software work perfectly. Our unified platform combines broad and deep observability
and continuous runtime application security with the most advanced AlOps to provide answers and intelligent automation from data
at enormous scale. This enables innovators to modernize and automate cloud operations, deliver software faster and more securely,
and ensure flawless digital experiences. That's why the world’s largest organizations trust the Dynatrace® platform to accelerate digital

transformation. Learn more at dynatrace.com.
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