FXS

“The nvisible ao
Of networks

* “You will become the invisible god of networks...” - the phrase from the ad post used by Lampeduza
to promote Fxmsp’'s services of breaking into corporate networks and selling access to them.
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INTRODUCTION

In October 2017, an advert was posted on one of the most popular Russian-speaking underground
forums, exploit[.]in. The ad was for the sale of access to corporate networks belonging to various
companies — arare underground service at the time. For the first time, a user with an unusual nickname
was offering access to all critically important network segments of compromised organizations and
announced that a bank was among his victims, which back then was a unique lot.

fMpopalo ACCTYNLI K KOPN CETAM. KackaaHbii - [ CraHpapTHBIH | - JIMHeRHLIA

Nopmwcwa na 1ery | Coobumre apyry | Bepows ans nesan
Fxmsp @1.10.2017, 17:35 Omnpasneso #1

Mpoaake ACCTYNE K Pa3NUYHeEIM KOPNOPaTHBHEIM CETAM. ..
ity DocTynel K cepBepaM ¥ Mx agMuHKaM, ., JlorvHsl Beex aaMMHOK BHYTPH CETH, K NOYTOBEIM cepeepam, k Gazam uTa...

WEE

B kawgoit Kopn ceTH ecTe JOCTYNLl K WX nopranam, bazam fgaHHex, K SKTHEWTH OUDEKTODUN MTL. ..
Tt Fopcmeean CRucky NONOAHAKTCR NOCTOAHHO. .
MprMepsl - BaHxk B adpuke, , CTPAX0BLIE KOMNAHWK KPYMHEIS, WTA. ..
Monsaosarent N9: B0 141
NERTENBHOCTL: gpyroe MuHMManeHaaA ueka 3a gooTyn K ceTh 100 yve. (Hebonswwe komnaxsum)

Bce ocTaneHsie BONpock! B MYKY. ...
PenyTtauns: 2

- [ 0% - xopows ) 4
Ewe ectk geadkn ctabunbHeie - noa
MadHnHr
Bpyr
Cram

Coofiuerne oTPEECTRpoBan Famsp - 2,103

Selling access to corporate networks

Fxmsp 102017 17:35

megabyte I'm =elling access lo varous corporate networks..
Access lo servers and their administration panels. Logins for all admin panels in the network, mail servers, databases, slc

Group: User For each corporate netwaork, | have access to their portals, databases, Active Directory, etc.
Messages: 51 The list is being updated continuously...
Registration: 06/1/2017 Examples: a bank in Africa, major insurance companias, elo,
Activity: Other
Reputation: 2 The minimum price for network access is $100 {small companies)

(0% - good) + PM if you have any questions...

| also have stable dedicated servers for
Mining
Brute-force

Scanning

The message was edited by Fxmsp on 10/02/2017, 13:35

Figure 1- October 2017. Screenshot of the ad selling access to corporate networks*

The day of October 1, 2017 marked the “birthday” of Fxmsp as one of the most famous sellers of
access to company networks on underground forums. But his name gained worldwide fame in
May 2019, after it was reported that secure networks belonging to three leading antivirus software
companies had been compromised. Fxmsp had gained access to fragments of the antivirus software
source code, analytical modules, design documents, etc. The lot, according to media reports, was
offered for $300,000. Fxmsp wrote that he had carried out a targeted attack. In just over three years,
Fxmsp went from being an ordinary user of a hacker forum who didn’t know what to do with the
companies to which he’d gained access and who was looking for like-minded individuals to one of

*Hereinafter screenshots from Russian-language underground forums will be provided together with a translation into English.
** https://www.bleepingcomputer.com/news/security/fxmsp-chat-logs-reveal-the-hacked-antivirus-vendors-avs-respond/
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the major players of the Russian-speaking underground. Fxmsp soon acquired a loyal customer base
and appointed a dedicated sales manager.

By the time that the scandalous news about the hacking of three antivirus vendors came to light,
Fxmsp had ended all public activity. The most prolific seller of access remains at large, however,
and poses a threat to companies in many industries, regardless of their location. In light of this,
Group-IB Threat Intelligence experts decided to release this report, share its expanded version
with international law enforcement agencies, and make our materials on Fxmsp’s tools and tactics
accessible to the general public.

KEY FINDINGS

EVOLUTION STAGES

Group-IB’s Threat Intelligence specialists analyzed Fxmsp’s activity in the Russian-speaking
underground from the moment he registered on the first forum in September 2016 to late 2019, when
he ceased all public activity. Fxmsp’s activities involving the sale of access to corporate networks can
be divided into three stages, which are described in the table below:

T
October 1, 2017 - July 31,208 ——(1)
All accesses were sold by Fxmsp personally;
he carried out his main activity on the underground
forum exploit[.]in.
July - October 2018 —@
Fxmsp found an accomplice (a user with the nickname
Lampeduza) and appointed him as his sales manager.
Lampeduza was involved in advertising and
communications with customers; he sold access to
companies compromised by Fxmsp. The stage ended
with the hackers being banned from the forum exploit].]in.
March 2019 - September 2019 ——(3)

Lampeduza resumed his activity on other forums. His
collaboration with Fxmsp continued until the fall of 2019.
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VICTIM PORTFOLIO: GEOGRAPHICAL SGOPE AND INDUSTRIES

In just over three years, Fxmsp managed to gain access to corporate networks of companies based
in more than 44 countries. According to Group-IB Threat Intelligence specialists’ estimates, Fxmsp is
likely to have made at least 1.5 million dollars throughout his activity. This does not include the 20%
of companies to which he offered access without naming the price and the sales he made through
private messages.

Fxmsp did not focus on compromising a particular industry and targeted major banks and hotel chains
as well as small websites belonging to schools.

Figure 2 - Geographical distribution of Fxmsp’s victims

*The map doesn’t include international companies operating in different countries (5) and the companies access to which
Fxmsp was selling without specifying their location (8).
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Figure 3 - Distribution of Fxmsp’s victims by industry

As seen from Fig. 3, Fxmsp’s victims were mainly companies in the light industry, i.e. focused on
small production of consumer goods. His second most common targets were companies offering IT
services. Retail businesses came third. Interestingly, around 9% of victim networks belonged to state-

ownhed companies.

Four companies attacked by Fxmsp were included in the Fortune Global 500 ranking in 2019.
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[IMELINE OF AGTIVITIES ON UNDERGROUND FORUMS

Fxmsp was most active from October 2017 to September 2019. In that time, he publicly advertised
the sale of access to corporate networks belonging to 135 companies. The timeline of his posts on
underground forums is shown below:

Figure 4 - Timeline of posts advertising the sale of accesses to compromised networks
on underground forums

TACTICS, TECHNIQUES, AND PROCEDURES (TTPs]

Unlike most cybercriminals, Fxmsp does not use spear-phishing, nor does he study his victims before
the attacks. This fact indicates that his attacks are mass rather than targeted. Nevertheless, the
threat actor successfully gains access to networks belonging to large companies. The main stages of
Fxmsp’s attacks are presented below:

1. Scanning of certain IP ranges. Fxmsp uses a relatively common yet simple approach. He scans a
range of IP addresses (within a city or a country) for certain open ports. Based on the cybercriminal’s
messages posted on underground forums, to do so he uses a popular software called Masscan as
as well as more advanced scanners. The main goal of IP addresses scanning is to identify open RDP
(remote desktop protocol) ports, particularly 3389. The latter is used to provide remote access to
Windows servers and workstations.

2. Attack preparation. After scanning the range of IP addresses and identifying potential victims with
open RDP ports, Fxmsp must reduce the amount of input data for brute-force attacks. To this end, he
usually uses any programs with the name RDP Recognizer. On most remote Windows-based servers,
the login screen can be seen together with a list of all accounts on the server. The application in question
uses OCR (Optical Character Recognition) to recognize the login details of all accounts on the server. If
login details are successfully recognized, the attacker needs only to brute-force passwords.

3. Brute-force attacks. Next, the threat actor uses various programs to carry out brute-force attacks
on the victim’s server. Brute-force attacks are attempts to guess the RDP password by systematically
sorting through all the possible options until the correct one is found. As part of the process, Fxmsp tries
possible combinations of characters and searches dictionaries for commonly used or compromised
passwords.




After gaining access to the target device, Fxmsp usually disables the existing anti-
virus software and firewall, then creates additional accounts. Next, he achieves persistence on the
network. Given that in 2017 he was interested in working with Metasploit PRO, we can assume that he
uses the Meterpreter payload on servers as a backdoor. Fxmsp himself noted in his posts that, when
installing backdoors, he set a long interval for connections with C&C servers: once every 15 days.

After ensuring persistence on an individual device, Fxmsp continues
to explore the network. His next goal is to gain access to the domain controller. We can assume
that he was looking for accounts with administrative privileges, which would make it easy to access
data of interest. Fxmsp then harvests dumps of all the accounts and attempts to decrypt them. We
know that he used Windows Password Recovery for decryption on at least one occasion. This tool
automatically downloads user databases from SAM or ntds.dit and decrypts hashed passwords.

The cybercriminal’s next step is to infect backups. As in the
case of the original server, Fxmsp installs backdoors on backups with long intervals. This means that
even if the victim notices suspicious activity in the system, they will most likely change passwords
and perform a rollback to the backup, which has already been compromised.

At the main stage of his activity, Fxmsp was selling accesses on underground
forums, first on his own, then with the help of his accomplice, Lampeduza. At the earlier stages, he
installed cryptocurrency mining malware on compromised servers.

Throughout Fxmsp’s activity, Group-IB specialists monitored how his attacks evolved by analyzing
dozens of his posts. These efforts helped determine the type of tools he used to compromise
company networks and establish the exact number of victims and his presumed identity with a high
degree of probability. The report ends with a list of recommendations to help companies protect
against the types of attacks conducted by Fxmsp and similar cybercriminals.
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FIRST STEPS IN THE UNDERGROUND

In September 2016, a user with the nickname Fxmsp first registered on a hacker forum that was
popular at the time, fuckav[.Jru (hxxps://fuckav[.Jru/member.php?u=36898).

M- THER

P e

Beero cocduemi
15

Fxmsp o

SaBnowaposan

Mpruwa Gana: KapanHr 3anpeiLes,

Aata; 12-02-2018 CHATHE GNOKMPOEKL, HUKOTIE
CrmcEr R

Fxmsp profile

Fxmsp

Mocegyes akmneet, 16023018 TIOKASATE BCH CTATHETIEY Banned Mini statistics

Reason for ban: Carding forbidden
Date: 021272018 Ban expires: Newver

TIOCAEAHAE NOCETHTEMM

06 M AuTHEHOCTE 0] i TP
aleowdm 3 DanayHitly donkiknd

Frilemulier L mok353 Seaps lefop - Lists
emclenightmans i
Last activity: 0316/2018

Registration:
08/29/2016

Messages in total 15

- CratecTin Enampapiocti
@b @8-,

Beern coafiuemni

Bra crpmmA G roceps 514 pa

Aboutme | Statistics Activity Last visilors
Last 10 visitors on this

page:

Brero coabuesnl 15

Coofiugrdil 8 gess: 0.01

MaiiT BoR coaBwEin oF Fmsp
i TH BOE ML, CORgARAEIE FamEp

Thanks statistics

This page has been
visited 499 times

DO TEmHER MHEICHMALA Messages in total

MocregHan BTHEHDCTE: 15-08-2018
Perncpay; 25-09-2016

Messages in total: 15
Messages per day: 0.01

Find all messages from Fxmsp
Find all threads created by Fxmsp

Additional information
Last activity: 03/16/2018
Registration: 09/2%/2016

Figure 5 - Screenshot of Fxmsp’s user account on fuckav/.Jru. Registration date: September 2016

According to Group-IB’s attribution-based Threat Intelligence, Fxmsp was rarely active in the first two
months since joining the forum in September 2016, instead likely reading entries and occasionally
leaving comments on posts made by other forum users in order to gain experience and find like-
minded individuals.

It is highly likely that Fxmsp had already successfully hacked into many corporate networks by that
point. He did not know how to monetize the access he had gained, however. He followed a relatively
straight-line path. Instead of selling accesses, Fxmsp decided to use the resources belonging to
compromised companies to mine cryptocurrency. On November 11, 2016, the cybercriminal wrote
his first post about looking for self-propagating persistent cryptomining malware (hxxps://fuckav[.]ru/
showthread.php?t=30798).

& 11-11-2015, 05:26 L CEpEITYIO CEOPKY MEHERS

Fxmsp -

Bafnosmpoaan

Hymnea Malisep Sot

iyl BOIMEMHOCTH HACTROAKY CAMORD MalHEpa yAaneso. (o5cypTs)
Hymtebl HACTPOAKK DAGAMETHOE JATPYIKN W IALUATE] B AMCHETHEPE [OBCYNTE)
i o cerm (D6

n

P a
16-03-2018 Ofcywgenne Hepes nnusy !l

PerucTpayyn; 20.09.2016 Tipiinka ki Kapyipss sanpeuss:
Coofiueswd 15 1 C ymakenuan
] I AfMUSMCTRALNA POpYME.

) i n ipas & Fxmsp: 11-11-2016 8 1136,

NoGnaraaapuna Beero: 1 e
3 370 COOGUIEHNE; O d o

lcracuo fuumana) | 1§ Oneen

Frmsp
Banned

Last activity:
0316/2018

Registration: 0%/29/2016

Messages: 15

temspidtuckan].ru

Thanked in 1otal 1
For this message: 0

MAN2016 05:26  Hidden miner build
Looking to buy a mining bot

Meed the possibility to configure the
miner remotely (discuss)

Meed startup and protection setlings in
the task manager [discuss)
Self-distribution across local netwerk
{discuss)

All discussions in PMI
Reasan for ban: Carding forbidden

With respect.
Farum administralors

Last edited by Fxmsp: 11112816 at 11:36

Figure 6 - November 2016. Screenshot of the post about looking for cryptomining malware
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In answer to his question, Fxmsp received a rude reply from another user who was better known
at the time, with the nickname frec, who told Fxmsp to get to the point instead of asking stupid
questions. This is standard practice on underground forums. Individuals who frequent them are not
keen on answering questions from newbies and teaching potential competitors.

Soon thereafter, Fxmsp started testing the infamous banking Trojan called Atmos, which was making
the cyber rounds at the time.

Usually when hackers take their first steps in the world of cybercrime, they do not think about the fact

that they’re leaving a digital trail that could lead to their identity being uncovered in the future. This is
exactly what happened to Fxmsp. He included his Jabber account, fxmsp@fuckav[.]ru, in his contact
information on the forum. Experienced users of underground forums never publish their contact
details; they share them only through private messages.

Toward late November that year, Fxmsp published his last post before taking a long break. The post
was about looking for self-propagating persistent malware for infecting networks.

[0 26-11-2016, 1T:41 | Hywew cEpsNT Wik Yepes
T/26/2016 17:4 Meed a script or worm

Eemsp -
10 CEPRAT MW HEPER, HTOR Ao

Kyn
SafinoepoaaH 192 168.0,1-192. 168,254,254

Frmsp

i

Looking to buy a scripl ar worm that

TOERE/EAS AXTHEHOCT: -Bapasan el ONPE/IRNEHHON OPMATA JENAS SColKy HA JANYCK TROAHA KOTOPRA GYAET TPy 8 distributes itsell across local networks,
16032018 MECTE CO CKEWTITON WIW HEpBEm, Banned
ST - -Barpywan TPOARS B ETOSANYCH B0 BCE YMETKR Ha MK, 192168.01182168.254.254
PerpcTpaUmMa; 20.09 2016 Hy ann BatHik ¢ & W BhiLLE Ao win 7,8,10 -
o 1 Last activity: - Infects files of specific formats with a
] ECiIM MOWETE HANWEATE TAKOID SBSQEKE, WK SCTe [OTOARME PELIEHWR, NPOWY NHCATE B NHIY CPasY. 03/16/2018 . ) .
| Trojan that is downloaded together with a

y ucl TIpHuMHE BaHA. KADJMHT JBNPEE, ) . N
F Tomspifuckaw i A Registration: seripl or worm

m searo; 1 11 T ymemermmes, 09/29/2016 - Adds a Trojan to startup in all accounts
W";:o .lf,e‘u_,w“"nn- q;upyua | on{a pHCR r(}]an O slari I.IFI n all accounts

Mocaedwull pas pedanmuposanocs Frmsp; 26-11-2016 @ 20046, Messages: 15 Or a BAT file with self-propagating

g & ihm,ﬁn.!lm ! " lm! | capabililies and the above features, for win

780 - 64-x86

femspi@fuckav].ru
PM if you can develop such & ool or have
Thanked in tatal: 1 ready-to-use ones.
For this message: 0 I ——
Reason for ban: Carding forbidden

With respect,

Forum administralors

Last edited by Fxmsp: 11/26/2016 at 20:46

Figure 7 - November 2016. Screenshot of the post about looking for self-propagating malware
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Nobody commented on Fxmsp’s post, at which point he probably understood that it was pointless to
look for cryptomining malware on public forums.

For the next six months, Fxmsp was not active on any forums. In all likelihood, he continued to attack
corporate networks, however. The next posts shared by the user with the nickname Fxmsp did not
appear until May 2017. In his newest post, Fxmsp explained that he had gained partial access to a
large network that was divided into three administrative zones. He said he had managed to gain RDP
access to a number of devices.

0] 11-05-2017, 07:48 L Re: [EECMNATHO] K Tauum o1 tMika?, sagaeaii Bonpoc = nony4n oTeeT

F)‘mﬁp 7 #185

3abnokupoRaH [NoBporo gHa!
MoMoruTe pasoBpaThca ¢ METOA0M
TloCNeaHss aKTHBHOCTL: Mmeetcq Banee 6000 XOpoLwWK CEPREPOB ASMKOE OT KPYNHOM XOCTHHT NpoRaidaepa
16-03-2018 900 13 HWX 24 ApOBbIe
¥ mens ecTk foctyn k 20 cepeepan no PAM HO Beex WX 06beAMHAICT 3 aAMUHACTPATHBHEIX NOTUHE
Peruetpaums: 29.09.2016 ArAdmin - Her gocTyna
; ArAdministrator - HeT gocTyna
Cmﬁ”‘:""ﬁ' a5 Bradmin - HeT gocTyna

Ho ecTb ¥ ApYrve ¢ pasHbiMy NaponamMK agMUHKKM PAN Ha GaHHbIX cepBepax - No4oBpaTh Naponk He NOMYYAETEA K
2 fmsp@fuckavru NEPBLIM TPEM SAMUHKAM YTOG Cpazy NomyuuTe GOCTyn K 900 cepeepan

MNoGnarogapuni Beero: 1 OocTyn Ha 20 CEPREPOE WMEK, HE NOMOIMO Y3HATE NApons Yepes kelinorep, Yepes BCAKWE TaM pekoBOpW, nogGpoc
3a 370 cooblyerve; 0 TPOAHOB Ha NOUTY K AaHHbLIM aAMUHAM (epes Kelinorep yaHan wx NouTOBbIE afpeca), NepenpoboBan BCe HTO MOKHO,
nepeBpan Gonee 1 500 000 naponeil, HO Tak W He MOTY HaifT AaHHkIA Naponk K
ArAdmin
ArAdministrator
Bradmin

MOMHO N1 KaK TO BETALMTE A3HHLIE NAP0NW OT YYETKM 3THX TPEX AAMUHOK M2 CAMOI BUHALI Ha cepBepe? fvba
MOMET €CTh kakoi To APyroi cnocoB BuITaLUTL U3 HUX Napond? Byay o4eHL Gharaaaped sa paxee!

MputmHa Bana: Kapaur sanpeign

i C ysameHueM,
I AnruHncTpauus daopyma.

o |§Cnacubo flunanal ._l 9 || Omoem

O5M2017 07:48  Re: |[FREE| Consultations from sweetMika?, ask a question = receive an answer

Hellal
Help me understand a technique
There are 6000+ good dedicated servers relating to a large hosting provider
Q0% af them have 24 cores
Last activity: | have access to 20 servers through RDP, but they all have 3 common admin logins
ArAdmin — ne access
Arfdministrator — no access
Bradmin - no access

0316/2018

Registration: 09292016

Messages: 15 But | alse have other ROP administration panels with different passwords on the above servers, | need 1o find passwords for the first three administration
- panels to obtain access to 900 servers simultancously
| have access to 20 servers: Keylogger did net help with getting the passwords. | attempted to use password recovery functions, sent infected emails to the
fumspifuckea administrators in question (the keylogger helped find their email addresses), tried everything | could, brute-forced over 1,500,000 passwords, but was unable
o 1o find the required passwords for

Thanked in total 1 Arddmin
For this message: 0 ArAdministrator

Bradmin
Is it possible 1o retrieve these passwords from the Windows 05 on the server? Or maybe there is another oplion to exfillrate passwaords? | will be grateful for
any help!

Reason for ban: Carding forbidden

With respect.
Farum administrators

Figure 8 - May 2017. Screenshot of the post about gaining partial access to a large network
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Fxmsp understood that brute-force attacks on all 6,000 servers would be pointless, so he once again
turned for help to the users of the underground forum. His main goal was to gain access to user
accounts of domain administrators. In answer to his appeal, other users recommended going on
exploit].]in, where he could potentially find specialists with the skills to hack password hashes stored
in SAM (Security Account Manager) databases.

It is interesting that on the very same day, May 11, 2017, five hours after his first post, Fxmsp announced
that his problem had been solved.

|4 11-05-2017, 12:13 ‘I_, Re: [EBECNNATHO] lika7, zag; pOC = Nony4un
Fxmsp - oumar

#196

3afnokuposad
W nocnefHee rogckaxnTe ects 1 BETKA W KaKok codiT HyKeH 4015 NoABoPa, OMaHWA MK PACLUMDPOBEKK

MocneAHAR AKTMBHOCTh! Xewa gns y4etkn no RDP?
16-03.2018 MPOCTC TPYAHO AOBEPHTE Ha HAYANBHBIX NAPAX CENnEpa...

Pervctpauua: 29.09.2016
CoobieHmii: 15
a

2 fxmsp@fuckav.ru [a npobnem HeT C AOCTYNOM M NPaBamMi, MHE Hy#HO Y3HATE NAPOAK 0T YUETHEIX 3anMcH CepBepa. YIHao
napo/s Cynep agMUHOR, 3HAYUT CMOTY NOMYYMTL AocTyn k 900 cepeepam, ceivac Tonsko 20 ecTk, HO BCEWe
MoBnaropapuny Bcero: 1 naponA cynep agMuHa HE3HAI0
3a 310 coobllenve: 1

JoBasneHo yepes 17 MUHYmM

Jo6asneno yepes 2 yaca 48 MUuHym

Beem cnacube, B obuien pelimnocs!
MpuunHa Bada: Kapauer sanpeiex

I C yeameHuem,
I AppavHucTpaums thopyna

Mocrednut pas pedakmuposanocs Fxmsp; 13-05-2017 a 22:37, Mpuwuna: fJobaanero coobujeHue

& b Cnacbo, | Biumans; § 99 || Oneen

Q512017 12413 Re: [FREE] Consullations from sweetMika?, ask a question = receive an answer
Fumsp

And lastly, is there a thread and what software is required to brute-force, crack or decrypl a hash for an account via RDP?

Banned I1's just that it's hard to trust sellers in the beginning...

Last activity: Added after 17 minutes
Q3M1e/2018

Registration: | don't have any issues with access or privileges. | only need to know passwords for server accounts. If | obtain super admin
09/29/2016 passwords, | will gain access to 800 servers. For now, | have access o only 20 but | don't have the super admin passwords,
Messages: 15

Added after 2 hours 48 minutes

Thanks everyone. The problem has been solved!
fwrmspaEfuckav.ru

Reason for ban; Carding forbidden

Thanked in total 1 X
For this message: O With respect,

Figure 9 - May 2017. Screenshot of the post about gaining partial access to a large network

Further research revealed that the post in question had been edited. Group-IB’s attribution-based
Threat Intelligence system makes it possible to monitor all posts on underground forums in real time
and gain access to both original posts and all edit history. As such, it was possible to identify one of
the tools used by the cybercriminal to conduct attacks on corporate networks: Windows Password
Recovery. The latter automatically downloads user information from SAM databases or ntds.dit and
decrypts hashed passwords. In Fxmsp’s own words, he was able to decrypt the passwords for 90%
of accounts thanks to the latest version of the program.
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11.05.2017
51| -

[BECRJIATHO] Fxmsp =

KoHcyneTaumm

{fuckav.ru) o7

sweetMika7,
3afasav
BOMPOC =
nony44 oTBET

W nacnefHes NOACKAXKHTE BCTh N BETKA W KAKOA COPT HyweH AnA n
offiopa, NOMAHWA WKW DAcUMOPOBKM Xewa [NA YYeTKM no RDP?
MpocTo TpYgHo OOBEPHTE HA HAUANLHWX Mapax cenepam. ..

JAoBasneHo Hepes 17 MHHYT

fla npobries HET C AOCTYNOM W NPABEMK, WMHE HYKHO Y3HATE Naponi

OT Y4YeTHuX 3anNMCH CepBepd, Y3HAN Naponb Cynep agMWHOB, IHAYWT
CMOrY NONYudTs AOCTYN K 8308 cepsepaM, CERAYAC ToOMkko 28 eCTe,

HO BCEXE NaponA cynep afMiHa He3Haw

AloGasneyo depes 2 uaca 48 MHHYT

Bcenw cnacwfo, 8 obem peuwnoce BCe nocrnegxeld eepcued Windows
Password Recovery, BWTECKMBEET 90% AKAYHTOR BCE UTO MHE HYHMM
o Guno A nomysun! (EEEEEYEIN)

v

05M/2017  [FREE] Fxmsp
1513 Consultations
(fuckav(.Jru)  from

sweetMika?,

ask a

And lastly, is there a thread and what software is required to brute-force, crack or decrypt a hash for an account via RDP?
It's just that it’s hard to trust sellers in the beginning...

Added after 17 minutes

| don't have any issues with access or privileges. | enly need to know passwords for server accounts. If | obtain super
admin passwords, | will gain access to 200 servers, For now, | have access to only 20 but | don't have the super admin
passwords,

Added after 2 hours 48 minutes

Thanks everyone. The problem has been sclved thanks to Windows Password Recovery.

It retrieves passwords for 90% of accounts. | got everything | needed!if)))

question =
recelve an
answer

Figure 10 - May 2017. Screenshot of the post describing how the hacker managed to obtain account passwords

In June 2017, the cybercriminal decided to try new ways of compromising networks and began
working with a popular pentest software called Metasploit PRO. Fxmsp shared a post on the same
forum saying that he was looking for people ready to help him with the malware or join his team on
a permanent basis:

[0 01-06-2017, 18:38 | Hywna nomows unu nnarHas yneTayua no Metasploit Pro #1

Fxmsp
HyskHo nomous ¢ Metasploit Pro nog windows, HeMHOro ofyulTe PYKOBOACTED NOMb30BAHWA, 3TO HYXKHO AMNA
3afnokwpoead TOrO YTOG NOHATE CTOMT MK NONB30BATEEA AaHHBIM MO NO OTHOWEHWIO K CepBepaM B CETH, ecTk Gonbiuas
rpynna cepeepoB Ha NPOCTOPax CETH , HYWHO NOMYHWTL AOCTYN K AaHHLIM CepBepam, nnardopma ceppepos
MocreaHAs aKTHBHOCTL: windows 2008-2012 para ueHTp. BO3MOXHbI M APYIWMEe BapuaHThl MCNONL30BaHNA Apyroro adidexTsHoro MO
16-03-2018 WK METOZ0B C MPUMEHEHWEM IKCTIOHTOB.
- Tawwe ecny ecTo BOSMOMHOCTE TO MOKHD COTPYAHWYETE HA NOCTOAHHON OCHOBE, (NMNATHO) - NOCTOAHHLIE
Pervctpauua: 29.09.2016 KOHCYTALMN.

CooblleHui; 15

]
Il C yRameHnem,
2 fxmsp@fuckav.ru [l AZMWHUCTPAUNA opyMa.

MpyuvMa Baxa: Kapamur sanpewed

MoGnaropapunu scero; 1

3a 370 coofilyenme: 0 v lCnamﬁu} "I""“’“‘“aj |' ”» |l Oneen

Fxmsp Q6/01/2017 18:38 Meed your help or paid consullation on Metasploit Pro
Banned | need help with Metasploit Pro for Windows, discuss its user manual. | need this to understand whether it’s worth using this software for servers in the

Last activity: network, | need to gain access to these servers, Windows 2008-2012 server platform, data center, It is possible 1o use other effective soflware or

Q3162018

technigues using exploits,
Also, we could work together on a permanent basis {paid) — permanent consultations.
Registration: 09/29/2016

Messages: 15 Reason for ban: Carding forbidden
With respect,

femspifuckav].|ru -
Forum administrators

Thanked in 1otal: 1
Far this message: 0

Figure 11 - June 2017. Screenshot of the post about looking for help with Metasploit PRO
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The cybercriminal’s activity on even one underground forum helps understand his interests and

goals. Group-IB specialists were able to recover the contact details that Fxmsp shared at the start of
his activity:

Activities Crypto-miners

Atmos malware
Brute of RDP servers
Metasploit PRO

Looking for Crypt

Sale of access to
corporate network

While investigating Fxmsp’s activity on fuckav[.Jru, Group-IB specialists identified the tools he used to
achieve persistence in systems:

After infiltrating the wvictim’s network, Fxmsp used backdoors

with timers to ensure persistence. Backdoors initiate a

connection with the C&C server using a long interval, e.g. once
Step every 15 days, to avoid detection.

s
/
/ Thereafter, Fxmsp gained access to the domain controller and
created memory dumps of all the user accounts. He then

decrypted the hashed passwords, thereby obtaining all critical

Step access to the network.

The hacker then stored his backdoors with timers on backup

servers. As a result, even if the victim noticed the suspicious

activity in the system, any password changes and rollbacks
Step would have been done in the already compromised backup.
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EXPANSION OF AGTIVITY: PRESENGE
ON NEW UNDERGROUND FORUMS

In early June 2017, Fxmsp’s activity on fuckav|.Jru slowed down. At the same time, Group-IB experts
discovered that users with that very nickname were registering on other hacker platforms:

June 6

an account under
the name Fxmsp appeared
on the forum proxy-base[.Jcom

hxxp://proxy-base[.Jcom/
members/fxmsp/

June 8

an account under

the name Fxmsp

was registered

on the platform lolzteam[.]Jnet

hxxps://lolzteam[.Jnet/
members/125112/

June 11

an account under

the name Fxmsp

was registered

on the forum exploit[.]in

hxxps://forum.exploit].]in/
index.php?showuser=80141

Fxmsp

HTTP
Det eltn!

June 11, 2017

Fxmsp offline
HTTP
Status: Det, elin!

Last activity:02114/2018 15:08

Mini statistics

Registration
06/06/2017
Messages in tolal:

3

Show all statistics

Figure 13 - June 2017. Fxmsp user account on other underground forums

The day after joining proxy-base[.Jcom, Fxmsp posted another message in which he wrote that he
had managed to obtain access to a huge network of 1.5 million devices. By further scanning networks
for unsecured RDP (remote desktop protocol) ports, Fxmsp found 230,000 devices with an open port

3389.
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1k - 230 000 e aMkos B nsHO# CETH

Dot altn

a. 16 Agpa

MOHERD

wurara

Mone308ATENL CXA3AR
cna -

06/07/2017 16:09

Fxmsp offiine Re: Help — 230,000 dedicated servers in a local network
HTTP

Status: Dot |, elin! Hello!
I am facing the following problem, or should | say question: when brute-forcing dedicated servers, | found a local network made up of 1.5 million devices and found
230,000 RDP devices with an open port 3389, IU's difficull to brute-force in such networks: | cannot obiain passwords using typical toocls in s local network, | was able lo
06/06/2017 ratrieve only 100,000 out of 230,000, | was gaing to use Metasploit PRO, bul | realized that it would take years lo check 230,000 accounts, | nead to hack at least
Messages: 3 10,008 machines for cryptomining in the local network. | cannot dao this by using exploits only, without automation. And since I'm already inside the network, | want to try
everything | can.

What | was able to find cut about the local network: all PCs have a 2012 server data center with the following processor CPU InteliR) Xeon(R) CPU ES- 2673 w36
Reputation: 3 Can anybody help? What tools, soflware, techniques can help take an this local netwaork?

Said thank you: 0 | checked ports 139-445 and only 2,000 are available. SMB access is blocked. It's strange that ports 3389 are open. | checked the other perts and they are disabled
Was thanked 1 except for a few services tor 5GL database management. As | understand it, they (| don't yet know who they are) create 500 dedicated servers per day for some
companies. 8-12 dedicaled servers per company. All the dedicated servers are in the LS,

Brute-forcing doesn’t help. | checked 10 dedicated servers trom the network. | tried 25,000 or more passwords for Admin and Administrator accounts, there was no
effect (a total of nine dedicated servers ). | realized thal there were no such accounts there.

Registration:

Member ID: 36559

in 1 message

As for vulnerabilities, | don't understand how | can scan such a network for vulnerabilities in two days. The following services work: phpMydAdmin, JBoss, Oracle Web
Application Testing Suite, ElasticSearch, M550QL, Apache Tomcat, Apache Tomeat, Oracle Weblogic, elc. It takes up te 15 minutes to check one server for vulnerabilities. .
how am | supposed to check 230,0007

Alittle more abeut the servers. In general, there are four types of servers there: 2, 4, 8, and 16 cores.

2 cores — with a 60% load, gets to 80 H/s for Monero
4 cores -~ with a 60% load, gets to 180 H/s for Monero
8 cores — with a 60% load, gets 1o 320 His
16 cores — with a 60% lcad, gets to 572 H/s

| analyzed a sample of 3,000 servers; all of them had the akove parameters. Based on the results, | can conclude that they all demonstrate the same efficiency for
cryplocurrency mining, | selected every B001h dedicated server,

| haven't seen servers with such mining efficiency anywhere on the Internet — not in China, not in India or Europe. And yet here they are all in a single location.

In China, servers give 400 Hfs only with 32 cores, European cnes give 400 Hfs with 24 cores, Here, an 8-core server gives abautl 450 Hfs with a 95% load. | once saw
four 32-core processors in India that gave 800-1,200 His. I'm ready for a partnership, to work together.. | just need to get to grips with this network. As | said, the servers
have several things in comman: a common local network, Windows 2012 data center, 3-4 database systems and some other stuff. If we getl s good exploit and automate
server infiltration, we can make a lot of money.

Of course, some of this money will be spent for the community’s needs, and to develop and buy software.

| requested consultations on two popular forums. Mobody wanted to help ar explain because they didn’t want 1o help potential competitars. Shame. Maybe someone will
give some solid advice here.

Please help!

Last edited by Fxrmsp: 06/07/2017. Reason: Added infarmation

Figure 14 - June 2017. Screenshot of the post about looking for help accessing a large network

It is worth pointing out Fxmsp’s confusion. Having gained access to a compromised company, he had
no intention of selling that access or using sensitive information in the network for the purpose of
reselling it. His only goal was mining the cryptocurrency Monero and he was planning on using the
compromised organization’s server capacities to do so.

Two users — with the nicknames zunbah and Kibergyry — expressed their willingness to help.
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It is worth noting another post from the same thread: in November 2017, Fxmsp was asked whether
the above-mentioned plan had been successful and he replied that, thanks to the DNS (Domain
Name System), he had managed to find out who the servers in question belonged to. He had then
started checking the networks for specific vulnerabilities, which had helped him gain access to some
of the servers, while compromised passwords had helped him access the rest.

. Re: Momouwk - 230 000 geguKoB B NOKANLHOW ceTH

T GyOeT nyyiue)

WHTATA

MOG/2017 10:04

Fumsp offline Re: Help — 230,000 dedicated servers in a laocal netwark

HTTP

Status: Dct | efin! The situation is ongeing. Thanks to the server DNS names, | managed to find out who these dedicated servers belonged to. | then checked a few servers for
Registratian: 06,/06/2017 vulnerabilities and gained access to some of the servers, | retrieved all the passwords from them, which helped me access the remaining 1,0000 servers,
Messages: 3 To go further, | need infarmation about large data centers,

Member ID: 36559 For example, it is possible to quitely hack into IBM or Microsoft {(Microscft would be better)

Reputation: 3

Said thank you: 0

Was thanked 1in 1 message

Figure 15 - November 2017. Screenshot of the post about the possibility of hacking into networks belonging
to IBM and Microsoft

Having found the solution quickly and convinced of his own success, Fxmsp started boasting and
talking about hacking into IBM and Microsoft.
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EXPLOIT].|IN AND THE FIRST ADS FOR
THE SALE OF AGGESS T0 GOMPROMISED

NETWORKS

As mentioned above, in June 2017, Fxmsp registered his main account on exploit[.]Jin, where he re-
focused his activity and began selling access to compromised corporate networks.

Sale of access to compromised networks

Jul 2017 Oct 2017 Jan 2018 Apr 2018 Jul 2018 Oct 2018

0

Figure 16 - Fxmsp’s activity on exploit].]in
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_@ See ihelr activiy

Mpoaain AOCTYNk K KOPN CETAM
Faenep replied [0 Famep s 0pic 0 [Acess] - FTR shels, rool, sokn), DB, Servers
L

T OHNiERH L Hencnd saemae CHAT CNPOQAR

| FOLLOWER Lo a1

© woun

MNpogaio 4OCTyNb K KOpN CETAM
ABCUT FiMsF F Frrmap repled o Femep's topic n [Access] - FTR, shells, root, sghin), DB, Servers
£
= B PEIEPBE 1 UasTiHus P W NEET CETH ) COPRGRAM £ DUMMIE NPODaN CIPLITLEE TaReT Kyt penoikn ronTIROrT ARERca
DerioH Linited £ 3, Uindted Koo, LAEN AMENICE, UM — e — B PESEPBE 2 MBCTHUHEIR JOCTY & NOPI CETH H CEQBERIEM € ARMAH

. TR A N[ Tl TENCT TOCTIR M PEFIOH CLLA B FESEFBE 3, 100K L0CTYT £ R1AMH NDRBAMIN HE J0MEt

INFOHMATION

Activity apyroe

(=3 55 el

Mpogam AoCTyns K KOPN CETAM
Femsp replied to Fumep's topic in [Access] - FTR shels, root, sqhinj, DB, Servers
-

Pl

RECENT PROFILE WISITORS

TMpoAalD OCTYNB K KOPN CETAM
F Famep replied to Famep's topic in [Access| - FTR sheds, rool, sqi-in), DB, Servers

! o

I'm selling access lo corporate networks
Cnline women's clothing store is OFF THE MARKET!
I'm selling access to corporate netwerks

IN RESERVE. 1. Partial access to a corporate network and servers with administrative rights. Hidden text: Large retail company in the hospitality industry in the following
regions: United States. Canada, United Kingdom. Latin America, Europe. IN RESERVE. 2. Partial access to a corporate network and servers with administrative rights.

Hidden text...

Figure 17 - October 2017. Screenshot of Fxmsp’s account on exploit].]in.
The account was registered on June 11, 2017

It is highly likely that, initially, Fxmsp registered on the forum for other purposes. He was interested
in only one question: is it possible to scan a large network linked to stock trading platforms for
vulnerabilities. Other users advised him to send specific requests to ports and analyze the server’s
responses in order to identify devices with vulnerabilities.
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megabyte
see NoBporo BpEMEHW 3HIOLME ¥ ONbITHLIE CRelbl M hopyMYaHNHLL, Y MEHS Takan npock6a K BaMm Wnu Bonpoc?

BOT MMeem Mbl ceTh oT 1.0.0.0-230.255.255.254
F B 310il cet ecTh MK, cepsepa, CMapToH,I... UT4 WTM...

Bonpoc sakniqaeTch B 3% atanax.
BANNED
6 1. EcTb Toprosan nnardiopma BUpKeBLIx onepaumii, y Hee ects cBOIM NPOTOKON oBMeHa UHEhopMaLi Ha 443 NopTy, MeKY cepBepom 1
B4 posts
KAKEHTOM...
Joined
0611117 {ID 141)
Activity A 04y NPOBECTH TaK HadbiBaeMblil MaccoBLIli NeHTECT Ha YA3BMMOCTL, Kak CaMoro NpoToKona, Tak CepBepoB, Tak U KMWeHTOB 1 NoAYYNTh
e COBOKYNHLIH OTHET O COCTOAHMK LaHHON TOProBoil NNaThoPMB! W MY KNKMEHTOR. A HOBUHOK TaK CKAIaTb TOYHO HE NPOrPaMMMCT, HO eCTL

HeBOoMbLLOIH ONbIT M GONLLIOE CTPEMIEHWE BCE 3T W3YYHaTh C PasnnYHbIX CTODOH.

Bonpoc, BOIMOXHO /vt uMes 100 cepBepo. 1 16 kaHanami y ceds, NpoaHanii3upoBaTh BECk MHTEPHET WK XOTA Gbl OAMH ropog Ha
MENonb30BaHNe TOProBoil NNAThOpPME! Ha KNMeHTCHYX MK, NPOCTO CkaHMPOBATL NOPT 3TO He BLIXOA 1 CMLICNE HET, HO TPYAHOCTE Y MeHs
3AK/OYAETCH B TOM 4TO A HE 3HEI0 Kak ONPeaennTs cam NPoToKO/ B KaKoM BBMAE NPOBOAMTE GHANMNE, AONYCTHM # AOME NONYHY CATHATYRY Yepes
Kakol HUBYAL cHUCh(hep Ha NPefMET CUTHATYPLI NPOTOKONA, HO Kak B CETH MHTEPHET MOWHO NMPOCKaHWPOBaTL 0CoBLIH NpoTokon? (Toprosan
nnardhopma MT4, MT5 £1A GUpKeBbIX onepauii)

CHUhthepuTh BeCh UHTEPHET He peanbHo [IyMatd ANA MEHA, ¥ AaKe ropod... CYWeCTBYOT /M MeToAbl Wk MO 4/1A NOJOBHOTo aHannza? Moxer
KTO TO CMOMET NOCOBETOBATE € YEro HauaTs?

Edited June 18, 2017 by Fxmsp

Fxmsp Peosted June 18, 2017 (edited)

megabyte
Hello, skilled and experienced specialists and forum users! | have a request or question for you.

Lel's say we have a network 1.0.0.0-230.255.255.254

There are PCs, servers, smarphones and other devices within the network.
Freseeneed

The guestion is three-fold:

64 posts 1. There is a trading platform that has its data exchange protocol on port 443, between the server and the client..
Joined
DBMAT (ID: lwant to conduct & so-called massive penetration testing for vulnerabilities on the prolocal, the server, and the client, As such, | want an sccumulated repaort on the status of the
80141 trading plattorm and its clients. I'm a newcomer, not a programmer, kut | have some experience and a great desire to study all this from different angles.
Activity If | have 100 servers with 1-Gb channels, is it possible to analyze the entire Internet or at least one city as regards using the trading platform on clients’ PCs. Scanning ports is
Other nal an option and there's no point to it The difficulty is that | don't know how to determine the protocal or how to perform analysis. Lel’s say | get a signature using a sniffer, bul
how can | scan a given prolocal an the Internet? (Trading platform MT4, MTS for exchange operations).

Sniffing the entire Interneat or even a cily is nol a realistic option for me_Are there methads or software that help perform such an analysis? Can anyone recommend where 1o
start?

Figure 18 - June 2017. Screenshot of the post about help with scanning networks

After the last message about the subject from June 16, 2017, Fxmsp ceased his activity on forums for
three months.

On October 1, 2017, Fxmsp published his first message about the sale of access to corporate networks.
Initially, he tried to sell access to networks without naming the companies. The post also did not
contain his contact details.
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Mpopa AOCTYNLL K KOPN CETAM. KackanHwiid « [ CraHpapTHeiA ] - MaselHsii

Aanmucsa wa very | Cosbamm. pyry | Bepom ans nesarn

DLanamz, Grpanmee #

Mpoaaio gocTynkl K pasnluHbIM KOPNOpaTUEHEIM CETAM,

OoCTYNb: K CEPERPAM M X BOMAHKAM. .. JIOMHLL BOBK BAMHHOK BHYTPH CETH, K NOYTOBLIM Cepaepad, Kk Gazam ura...
B Hamaoi KOpN caTW 8cTe GOCTYNE K WX NopTanaM, Gazam AaHHE, K aKTHENTH SQUPEKTOPHIR MTA...

CNNCKM NonanHAKTCA NOCTOAHHD...

MpUMEpLl - GaHK B adpuKe %, CTPEX0BLIE KOMNAHWA KPYNHbIE, WTL..,

JIG TR R TR T ol 3 MisHuManeHas yeHa 3a gocTyn k cetw 100 ye. (Hebonsuine koMnaHng)
Bco 0CTaNWHBE BONPOCHL B ANHKY ...
vy 2
— [ 0% - kopown } 4
Eugs ecTh geausy cTaduncHsie - nog
MaiHinr
BpyT
Cran

Castujing oTpequnTigunan Fanmp - 2.00.2017, 13:35

Selling access to corporate networks
Fxmsp 10/012017 17:35

megabyte I'm selling access to various corporate networks...

Access to servers and their admini: ion panels..Logins for all administration panels in the network, mail servers, databases, etc.
For each corporate netwaork, | have access to their portals, databases, Active Directory, etc.

The list is continuously updated. ..

Examples: a bank in Africa, a ', major insurance companies, etc.

Group: User
Messages: 51
Registration: 06/11/2017
Activity: Other The minimum price for network access is $100 {small companies)
PM if you have any questions
Reputation: 2
- (0% - good) + | also have stable dedicated servers for
Mining
Brute-force
Scanning

The message was edited by Fxmsp on 10/02/2017,13:35

Figure 19 - October 2017. Screenshot of the ad for the sale of access to corporate networks (original version)

This message had been edited later. Fxmsp added his Jabber-account fxmsp541@exploit[.]im but,
again, didn’t include the names of compromised organizations.

F*m&p Posted ¢ r 1, 2017 (e o)

megabyte
T A0CTYNBl K pAaniuHbiM KOPNopaTMEHEIM CETAM. ..

LLOCTYNEI K CEPBEPAM W UX BAMWHKAM. .. JIOMMHEI BCEX BAMWHOK BHYTPW CETUH, K NOUTOBLIM CepBEpaM, K
Bazam uig,..

B kamaoi Kopn ceT ects JOCTYNL! K WX NOPTanam, basam AaHHBIX, K aKTHEMTH AMPEKTORUMY UTL,...
CNUCKI NONOAHAITCA NOCTOAHHO...,

MuHUManLHAR ||EHA 38 [OCTYN K CeTW 500 ye. (HeGonbIIWe KoMMaHui)

Ece ocTanbHLIE BONPOCH! B NWHKY WK [xaboep fxmsps41@exploit.im
64

4 posts
Jolned : :
1117 (1D 8014 Edited April 5, 2018 by Fxmsp
Activity

Apyos

+ Quole

Posted October 1, 2017 (edited)

I'm selling access to varicus corporate networks..
Access to servers and their administration panels.. Logins tor all administration panels in the netwaork, mail servers, databases, etc.
Far each corparale network, | have access to their portals, dalabases, Active Directary, etc.

The list is continuously updated..,

S The minimum price for network access is $500 (small companies)
B4 posts I you have any questicns, PM ar contact me via Jabber fumspSdmexploit] Jim
Joined
06117 (ID: B0141)
Edited April 5, 2018 by Fxmsp

Figure 20 - October 2017. Screenshot of the ad about the sale of access to corporate networks (edited version)
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A week after posting the first ad, Fxmsp understood that it would be difficult to find buyers within the
underground community without naming his victims. As such, he revealed the name of a bank. The
hacker’s first victim in the financial industry was a commercial bank in Nigeria.

09.10.2017
16:11 ~

Mponato
[OCTYNBI K

Fxms)
Rl NoABMACA AOCTYN K FONOBHOMY MopTany JOCTYN ecTk K AKTHUBWTH AWPEKTOPMMK

OT BAMWHMCTpaTOpa, a To ecThk AOCTYNH K GazaMm, K ajgMWHKe camoro noptana WTh...lpegnoxed

(exploit.in)

kopn

e gedcTEYeT nybaMuHO 2 CYTOH....

ceTaMm

-

10/09/2017

(exploit].in)

Selling access lo

161 corparate networks

I'm selling access to the main portal of

.l have access to the Active Directory (with administrator privileges),

datalzases, the portal's admin panel, etc. The offer is valid publicly for 2 days...

Figure 21- October 2017. Screenshot of the ad about the sale of access to a Nigerian bank

Fxmsp

heraSanT
L L1

F

BANMED
O

ParucTpausn

JamemmocTs

Mosmanc OCTYN K TON0BHOMY NOpTany

CHAT C NPOAANMK!

Frmsp
megakyte

Fisaseree]

64 posts
Joined
CEMAT {ID: 80141
Activity
Other

Fosted October 9, 2017 (edited)

I'm selling access to the main portal of
THE ACCESS 1S OFF THE MARKET!

Edited on April 5, 2018 by Fxmsp

+ Quole

Figure 22 - October 2017. Screenshot of the ad about the sale of access to a Nigerian bank (edited version)

Fxmsp shared his another Jabber account, uwerty5411@exploit[.Jim, for the first time on October 14,
2017.

Later, it was this information that helped establish his identity.

Fxmsp

BANNED
-1

Jeined

Activity

hafez asad said:

Furmsp said:

Mo4TH BD BOEX OTENAX TAKDE BLTS, HO HE BO BCEX HOMEPAX,

skin ka mne [abhu ishio raz. ya t=ba ne mogu poimat, mozhet jabba ne t

uwertyS4 11 @exploitim

+  Quae

Fustasp
megalyie

Banned
64 posts
Joined

06/MAT (ID: 80147}

Posled Oclober 14, 2017

Fxmsp wrote:

This exists in almost all hotels, but not in all rooms...

Send itto my Jabber account again. | can't reach you. Maybe the

Jabber account is wrong...

uwerbyBA N mexploit].Jim

Figure 23 - October 2017. The first mention of Fxmsp’s Jabber account on underground forums

On October 10, 2017, Fxmsp announced that he had gained access to the network belonging to a
chain of luxury hotels with locations in the Dominican Republic, Cuba, Panama, the US, European and
other countries. According to him, he was able to directly trace hotel guests and access the servers
of the security services, the Active Directory, databases, and credit card control panels. The author
offered access to 4-10 domain controllers, 600 servers, and 1,000 workstations. Administrator rights
were included in the management of the domain controller and the Active Directory. Fxmsp also
shared a map showing the hotel locations by country:
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Figure 24 - One of the most high-profile cases: the sale of access to the network belonging
to a chain of luxury hotels

On December 12, 2017, the author announced that he had gained access to an African bank with a
capitalization of $20 billion. According to him, the access offered comprehensive information about
user accounts, passwords, databases, accounts, bank cards, bank accounts, and accounting records.

It should be noted that Fxmsp also tried to sell access in Russia: on December 30, 2017, Fxmsp
published an ad for the sale of access through Radmin to an ATM and to the website of a customs
office in two different Russian cities. A screenshot of this post can be found in Group-IB’s attribution-
based Threat Intelligence system:

12/30/2017  Selling  Fxsmp
1.BaHkomaT ATM P® foctyn Buga radmi 2310 access to

n peruoH 368 usd (exploitin)  corporate ) .
{explolt.ln) K KOpn 5 iR B BOCTYN K Base . 2, Cusloms affice in the city of

networks
Access to a database. Customs
CeTam. [AHHBX . Tam e ONMaquMBanT TamoMHEHs!

. e cHopsl.0CTYN BuAa radmin  208% fees are also paid there. Access:
radmin, $200.

30.12.2017 Mponato Fxmsp =
23:10 | ~ LOCTYNL

1. ATM Russia, access: radmin
region: — UsD 200

Figure 25 - December 2017. Screenshot of an ad for the sale of access to an ATM in Russia from Group-IB’s
internal system for monitoring darknet forums

On January 2, 2018, Fxmsp wrote that the access to the databases was no longer for sale, which
usually means that the seller has found a buyer. However, shortly thereafter he edited the message
and wrote that he did not work in CIS countries.
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Fxmsp

megabyle Fuersp Posted January 2, 2018 (edited)
eee MO CHI He yero He npeanaraem... megabyte

We don't offer anything in CIS countries..

1 Edited March 28, 2018 by Fxmsp

B

64 posts
4 post Joined
Joined OEMAT (ID: 80141}
L7 (1D 8014 Activity
Other

Activity
e

Figure 26 - Screenshot of the edited message in which the author announced that he did
not work in CIS countries

Russian hackers have an unspoken rule about not working within Russia and CIS countries. This most
likely stems from a fear of ending up behind bars. When you operate in other countries, any potential
criminal investigation proceedings will take place in the victim country, which means that the chances
of being caught and extradited are minimal, particularly if you choose to target countries that have
weak diplomatic ties with Russia, or none at all.

Fxmsp was eventually banned from the forum for violating the rule of not working within Russia. The
hacker learned his lesson. He deleted all offers linked to Russia and the ban was lifted.

On January 3, 2018, Fxmsp placed another ad for the sale of access to the network belonging to a
company that builds and manages luxury hotels in the US. As before, he shared a map of where the
compromised hotels were located:

Figure 27 - Another case involving compromised hotels’ networks. Locations of compromised facilities

On January 17, 2018, the hacker shared exactly how many buyers he had at the time: 18. Fxmsp had
been forced to show his hand in response to accusations from other users that he did not actually
have the access he claimed.




megahyte
ese Lejeboca said:

¥ BOT TOME B ABOAKOM OLLYLLEHKY, BooDLLE NPyl MEHA YCTROWAK (CprHL! Bl oveHE Noxomwe Ha
Npasgay), HOC YYSTOM TOM YTO 38 CEPBIC NPEANArancs (NM3Ael kakod Gur, Jame no Tynomy

F mMoHeTeanpyemeld x10 cpasy B cocegHem Tpage) 1 napsl nAnos o TC (2000 MOHET ¥ Tel MECTEPHOSA B CETH

GuTKOIHA. Hanpumep ;) ) A oukanyn (fXsmp, COPAH BCAM NOTPETKN TBOE BPEMA 3pA), W peLkn noHatnogaTs

CO CTOPCHEL TyT HE A OOMH TAKOH, Mbi MUHUMYM BTROEM C WHTEPECOM HaBmogaem,

6
| post Kak ToNbKO KTO-TO BPOAR KPUNTOMaHLAKA OTNMIIETCA, YTO NPOBEN HOPMANbHYID CASNKY N0 PEALHOD

Joined MHTEPECHOMY CepBUCY - A CPasy B o4epeas)

17 (10 60141
Activity
pyroe
He ko He Gy1eT MMCATL 4TO OH KYTIAM W 38 CHOMBKO, KYMAMA MUHIMYM 18 Yenosek, TpO2 NPOLWY YEpEes TapaHTa
ABHHOFO Cepenca, 5 Yepes Apyroro rapanTa, OCTankHLIE NoknaoT 6es rapanTa, (Ham we yaoGHein n GesonacHei
YEPES TapaHTAa)HE KOMY HE HYXHA peKnama Tem Gonee No TaxMm Belulam.
Ham Tome He 0cobo HyWHa pernaMa.

Koy HysHbl ACOTYNB MOTY 1x GpaTh Hepes rapadta, a eciin He NOHUMABTE KaKyio Poib UMPAET rapaT To Bam
To4HO He K Ham... Ecim uero To GoMTeck To NOFOBOPUTE © rapaHTom 4Tol ¥ HEFD Y3HATL Kak NPOBOAATCA Takne
CAENKA W UTOG BAC HE KMHYNK, K BaM Toxe Ges ofing - YSHANTE KAK PABOTATE UEPES FTAPAHTA a He

Hﬁﬁ."IIU,D,EHHﬂMH 3aHUMEETECH.

Fxmsp Pasted January 17, 2018

megabyte
Lejebocs said:

I'm alse in two minds, In general, the evidence was good enough for me [the dalabase screenshols looked real), bul considering the service offered (which can be
easily monetized x10 yourself, but he sells it cheaper| and a couple of mistakes that the topic starter made {for example saying that it vou purchase access, you'll
become a master node in the Bitcoin network). | chickened out (fxsmp, sorry it | wasted your time) and decided to watch from the sidelines. I'm not the only one — at
least three of us are watching with inlerest.

As soon as someane posts that they bought a real, good deal from you, 'l be the first in the line,
Banned
Frsmp:
Mobody will admit that they bought anything and for how much. At least 18 people did. Three of them bought through an escrow service for that netwark, 5 buyers
Joined through ancther escrow senvice. The others bought without an escrow service {though for us it's safer and casier to sell through an escrow service). Nobody needs to
OBMAT (ID: 80149 advertise such things.
Activity Meither do we.

Other

64 posts

Those who need accesses can buy them through an escrow service. If you don't understand what role the escrow service plays, you shouldn't come to us. If you're
afraid, talk to the escrow service on how to make such deals without losing money. No offense. Better learn how to buy through an escrow service rather than
watching,

Figure 28 - Screenshot of the post in which Fxmsp shares the number of his current customers

On February 6, 2018, the author of the ad began selling access to the network of an Indian company
and its subsidiaries. According to the post author, the company had direct access to its clients and the
servers belonging to their partners, which included a few banks and mass media organizations. He
named 8 companies, including 2 from the financial sector as examples of such partners and clients.

During the time that he was active on exploit[.]in, from early October 2017 to July 31, 2018, Fxmsp put
access to 51 companies in 21 countries up for sale. The cybercriminal shared the price in only 30% of
cases. By that time, after 9 months of activity, the minimum average price for all visible accesses that he
advertised was $268,000 (without including the sales he made through private messages).

After publishing an ad for the sale of access to an Indonesian company in April 2018, Fxmsp ceased to
be active on forums until mid-July, when he shared his additional Jabber account: fxmsp541@exploit].]im.
In that same month, he published an ad for the sale of access to another five companies and ceased all
activity, having appointed a user with the name Lampeduza already mentioned in this report as Fxmsp’s
sales manager.
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EPISODE |: GOLLABORATION
WITH LAMPEDUZA

The user with the nickname Lampeduza registered on exploit[.Jin on April 10, 2018 (hxxps://
exploitingx4sjro[.Jonion/profile/86842-lampeduza/). Lampeduza uses different pseudonyms on
different underground platforms, which makes him difficult to track.

Nevertheless, Group-IB experts were able to identify Lampeduza’s nicknames on other forums: Antony
Moricone, BigPetya, Fivelife, Nikolay, tor.ter, andropov, and Gromyko. Before Fxmsp and Lampeduza started
working together, the latter sold bank card dumps (data stored on the card’s magnetic strip) as well as login
details and passwords to Facebook accounts. He also was interested in hacking into Snapchat accounts.
The contact details that Lampeduza provided were in the form of a Jabber account: zeuslife@exploit].]im.

Group-IB researchers were able to make the connection between Lampeduza and Fxmsp because
the two of them regularly published almost identical posts around the same time on different forums.
For example, the image below shows them selling access to a few of the same companies:

3 flocTyn 2067 N, cape
il GOCTYT, KO BO0M CEPB W K, BOE & QEMIH

+ Quicte

W HOTYE.

Tz
megabyte

MBAMY HiE BOO MHIDERICTRYRTYDY

Fretirriast]

64 posts
Joined
QBT (ID: BO14Y)
Activity
Other

Posted April 3, 2018

3k Access to 2,067 PCs, servers, and laptops...
Full access to all servers and PCs with admin privileges for the entire

infrastructure
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Fxmsp .
Fumsp Posted October 10, 2017 {edited)
megabyte
T Ecte goctyn k rpynne Nioke otenei (Espona, AoMHHAKEHR, Masimg, kyba, naHama, v megabyte
MHOME APYroe B OCHOBHOM RYPOPTHBE ropoaa, EXMBAHWE 100 ned | hawve access to a group of luxury hotels
HOMEROB, A0CTYI K Cepaepan Ciymbkl o ICTH BUAROKAMED b [CKPLITHIE B (Europe, the Dominican Republic, Miami, Cuba,
F KaMEpL! B HOMEPEX) WL, BECE TPAWK YEPES QHC CEPBEPE KWIMEHTOR BHYTOH HOMEDE Panama and much more, mainly resart lowns),
A1), AOCTYN K SKTUETH AWPEKTOPWRA, K G838 A3HHLIX, K NAHENK YTIDAENEHAK KDEAWTHbINK irect tracki - rcessto s e
. ! ¥ Banned direct tracking of guests. access to security
HETHl HTA AT 64 posts teams’ servers, video cameras (hidden cameras
EANN_ED aTened no cTpasan - faHslil oCcTyn COCTONT 4-10 AOMEHOR KOHTPONEPOE - shed in rooms), all traffic passing thraugh DNS
G8 fanee GO0 cepeepos - ¥ 1000 cTaHuMi OT ByxranTepul, 1o pecnelueHa ) ERSTTp ) o o
06/1A7 (ID: 80141) servers of clients in rooms, etc, access to Active
¥NPABNEHUE AOMEHAMH K BKTHBTH NONHOE N0 AAMUHOM... o : .
Joined o Directory, databases, bank card control panels,
Activity
Other reports, ete. .. Map of hatel groups by country.

This access consists of 410 domain cantrollers,
mare than 600 servers, and 1,000 workstations

belonging to varicus users ranging from

accountants lo receptionists . Full control over

domains and Active Directory with admin rights
BigPetya
Ju i

Join Date: Jar
Posts: 6

Reputation:

BigPetya | have access lo a group of luxury hotels ([Europe, the Dominican Republic, Miami, Cuba, Panama and much more, mainly resort towns), direct tracking of guests,
Junior Member access to security teams” servers, video cameras [hidden cameras in reoms), all traftic passing through DNS servers of clients in rooms, etc., access to Active
Jdoin Date: Jan 2018 Directory, databases. bank card control panels, reports, etc. ... Map of hotel groups by country. This access consists of 410 domain controllers, more than 800
Posls: 6 servers, and 1,000 workstations belonging to various users ranging from accountants o receptionists . Full contral over domains and Active Directory with admin
Reputation: ©(+/) rights ..

The fact that Fxmsp and Lampeduza were working together was first discovered in early 2018. On
January 1, Lampeduza published a post about looking for work on the forum Omerta:

w 01-01-2018, 06:30 PM

Sgarrista

Join Date: Feb 2017
Posts: 143
Reputation:

Deposit: 0S

After that, in January 2018, Lampeduza began sharing posts on this forum and others about the sale
of access to the very same companies that Fxmsp had mentioned earlier. Access to five companies
that had not been mentioned on exploit[.]in was also put up for sale.

In late June 2018, Lampeduza once again posted that he was looking for work. This may have been
due to the fact that neither Fxmsp nor Lampeduza advertised any access for sale between April and
June 2018.
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Lampeduza Posted June 28, 2018

megabyte
3apascTByiTe!

Wy oHnaiid paBoTy cannopTa, afgmMuEUCTpaTopa (HesaxHo), Niobyto padoTy rae NoHabuTbCA MoK 3HAHKA.. OTNHYHbIE 3HAHNS
aHIIMACKOTO, PYCCKOrD A3bIKOB
- ECK BAM HE XO4YeTCH JeNars PYTUHHYIC patoTy - ee clenamn A
- ONbIT OBLWEeHUA © TEXNOALEPIKKON (MHOCTPaHHbIE CaiThl), KneHTamu.
- CTpeccoycToii4ne, NOpAAOYEH 1 afeKBaTeH.
- Mpu paboTe ¢ AeHbramMn NPefoCTABNAKD NOMHYI0 0THETHOCTh NOTPaYeHHbIX CPSACTE.
- OnelT paboTel B KoMaHge | 8 canopTe 6onee 4x net, B cetn - Gonee 9 T

04/10/18 (ID: & ) - OByyack 6LICTPO,

Acfiuily . - Mpwu HeobxoaumocTy online 24/7

O cebe:
3aHUMAIOCEH AEATENLHOCTLIO B MHTEPHETE yoe BobLUIed NeT, oNbiT padoTkl MMEETCH BO MHOMX cthepax, paBoTa Ha NOCTOAHHOW
OCHOB2 NPUBETCTBYETCAH..

Onnara - gorosopHan
PafioTa Ha NOCTOAHHOI OCHORE - NPURETCTRYETCA.

MepBoiid KoHTaxT B JIC

Lampeduza Posted June 28, 2018
megakbyie
Hello!

I'm looking for an online job as a support agent or administrator {doesn't matter), any job where my skills will be useful. Excellent knowledge of English and Russian
- If you dan't want to perform routine tasks, you can delegate them 1o me
- - | have experience in communicating with tech support (foreign websites) and clients
Be X Able to work under pressure, honest, decent/
When | waork with maney, | provide full reports on the funds spent.
98 posts - Experience in working in a leam/flech support for more than 4 years. Working online over 9 years,
- Quick learnear

Online 24/7 if needed

Joined
10/04/18
(ID: 868432)
Activity
Cither

Abaut mysell:

| have been working on the internet for over B years. | have experience in many areas, | would prefer a permanent job.

Pay ~ negotiable

Work an a parmanenl basis is welcome

First contactin PM

Figure 29 - Screenshot of Lampeduza’s post about looking for work

In July 2018, Lampeduza and Fxmsp resumed cooperation. On July 16, 2018, a message appeared
on an underground forum (en.wtl[.]la) about the sale of access to a corporate network belonging to
a multinational retail franchise operator. By analyzing the brands involved, Group-IB specialists were
able to determine the company in question. Fxmsp had advertised selling access to this company on
exploit[.]in in February 2018. The message was published by a user with the nickname Fivelife, whose
contact details showed the Jabber account zeuslife@exploit[.Jim, which Lampeduza had shared on
exploit].]in.
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Access to company network, in the network is a lot of shops cafes, restaurants etc, (check the list below)

WT1

WE ARE THE #1

© omine

Fivelife

Newbee

TH'I‘IIII

Moreover, Lampeduza relaunched sales on the forum Omerta under the nickname Antony Moricone.
As of now, all his posts published on the forum contain the same text: “del” meaning they were
deleted. Nevertheless, Group-IB’s attribution-based Threat Intelligence system was able to retrieve
the original posts.

17.07.2018 Selling accesse to Antony Moricone : :

18 ?: = _I 2 = y 1.Partial access to corporation network and server
26 | - 1etwork, - == i

~4:20 networt, as administrator

(omerta)

2..Partial access to corporation network and server
as administrator

3.Full access as administrator to domen controller
and servers

4. .Partial access to corporation network and server
as administrator

SOLD
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Fxmsp published the same post on exploit[.]in the same day:

Fxmsp

megabyle
see

Fostad Juby 1

B PE3EFBE
L HACTHYHIMA JDETYI K KOPN CETH W CEPRENam © &/INAH DRaREM
ChpiTaill TERET

Ky P e (00 THHISHG D BeaHess
pernon United States, Canada, United Kingdom, Latin America, Europe

B PEJEFBE
2 GACTUMHIWR JoCTYN K KORN CETH 1 COpDopam © 4aMaN RUABEMI
CHpolTul TEkeT

FocTimmus perkos CLUA

B PE3EPBE

3.MNonked GOCTYN © AAMAH NDABAMA KA OOMEH KORTRONER W CERaspan
CHpITaIR TRHCT

TOCTHHWLL! PEUDH KA BBRONE

B PE3EFBE
4 ACTWHHIR JECTYN K KOAN COTH W COPDUREM C BAMAR NDAREMY
CHpGITLIR TERCT

MpanaaoacTan SOrkan NRoMELIREHOC T DOTHON LATAR 00HH M3 HPYTIHLIL

Extited July 17, 2018 by Fxmap

From late August 2018, Lampeduza ceased all earlier activity on forums and focused on selling access

sz
megakyte

Posted July 17, 2018 [adited)

IN RESERVE.
1. Parlial access lo a corporale nelwork and servers with administrative rights,
Hidden text.

Large retail company in the hospitality industry
regions: United States, Canada, United Kingdom, Latin America, Europe

B4 posts
Joined
06MA7 (ID: BO141)
Activity
Other

IN RESERVE
2. Partial access to a corperate network and servers with administrative rights.
Hidden text.

Hotels in the USA

IMN RESERVE

3. Full socess with administrative rights to the domain controller and servers
Hidden text

IN RESERVE
4. Partial access Lo a corporate network and servers with administrative rights
Hidden text

Praduction, light industry, China, one of the leading companies

Edited on July 17, 2018 by Fxmsp

Figure 32- July 2018. Fxmsp’s post about the sale of access on exploit].Jin

to corporate networks.

Hoctyn Kk
AzTop Lampeduza. -

Fipajysm gocTyn &
BATNDHA, A MDD PP SHa andiel AN YRy B Cepe dunancon

CTapT - 43 000%
Wi - 5005
Em - 50 000

BOCTYI K BOMALOR Ba3 diicil 10 BasKM CTDS I, WIROT(HS I3AKT BATHH, B30 A MAVIROWERON i KI8pan

Accessto
Author: Lampeduza August 28, 2018 in Auclions

Lampeduza
Megabyte

Posted on August 28, 2018
I'm selling access to Access to a large databkase of the country’s banks, some of which use bitcoins. A database of millionaires and bitcoin

users, A lal of useful informatian for financial gurus..,

Starting bid - $43.000
Minimum bid increment
Buy now — 350,000

$500

Figure 33 - August 2018. Lampeduza’s offer of the sale of access to a government body in an African
country
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From September 20, 2018, Lampeduza started differentiating target audience and concealing the
names of compromised companies from users who had made less than 50 posts:

megabyle

BAMKED i Tao view this content, you need to create at least 50

98 posts

Posted September 20, 2018 (edited)
T Lzter CURCANT b AECAROANERIIG DORO 19 CIH BEEONRL HALLEIHAThHER ARIEROMTANGE, | HUX SHIATH PODOARL, GRI0RUDGRN S BT
We are selling access to a Eurcpean naticnal airline,

with online sales, bockings — 80K
Tesvinw this cantent you need to nreabs s isast 50 posts..

posls..
Jolnict

Joined Edited September 20, 2018 by Lampeduza

Ackity

Figure 34 - September 2018. Restrictions on viewing content

Nevertheless, Group-IB Threat Intelligence specialists were able to retrieve the information about
compromised organizations:

Seembe 2018 {edied Jepot post =

Lampeoduza
megabyte

We are selling sccess to & Eurcpean
natianal airline, with online sales, bookings
BOK

Banned

Posted September 20, 2018 (edited)

Imegabye
[Mpodaes SocmyTt X ABUaKOMITAHUL OOHOD UZ CIpaN SapoTk, HAULHRTLHE SBUAKOMITENUR. Y

+ux aralin npodasy, GpoHupoeanue --80k

hittps: vy,
Lo 98 posts hitt s iwww. lcom/
Joined

18 by Lampe

Figure 35 - Hidden information

On September 26, 2018, Lampeduza shared a post about the type of services he was providing and
described in detail the advantages of having access to compromised networks. Promoting these
services, Lampeduza wrote “[You will have access to the company’s] entire network ... You will become
THE INVISIBLE GOD OF NETWORKS...”

megatye T o - Larmpeduss

Hemudiaii Bz oo
e ol v G Megabyte

Posted Seplember 26, 2018

The invisible god of networks..
Mt ApSORsH OCTIVTE K AGRRODSTRIBHEN SO, O SA0ME 28pYam GO U S We SHDIGE. TORLINGCE 43 TaREIEN z

PAZERCHLITG SN0 S U NOKJIWE AMEame.
We sell access to corporate networks and often get

BANMED
Jained

Actvity

Tl 4TI AL BICTIN CFHOUN BCSE0 HUNEED, HIT KOBEE SOCAIYN-3NI0 KOKAIBOTE Had Aoed ounanued, Mmoduu sce
STl REMASANLA, T ROANTIEITIB L WKL) KENTORILIE ST CEILL, B PTEMA B ASEEAE X TN, ROMINGTTER &
SOMBH KOHMPAATERY- MO 3MD BALLION mppd,

Tar 80 MPu NORYINE 8/ NRAYNEEME DCHOBHEE YYWRMKL WMotk 8oUmMU B0 BHYITHIEHHIND CEME, NOTYYaeme
NI PTG © TSP U IESCTABIM GOMON Nepes KOMapn il ST SOCCTaARIITG ddcmyn el

BE0 YMPAMLIAL, MENME MESHLMECKYH NOMDLYL 3-4 AHR [OCHE RORYTIRLL

Bt EMGHETE SOOI /0 CEMAR LX CEARRPOR, A8 SRTAE MK Gydem MaMumapsl Medsl, soax pRGRMHINGE Ao

Compy NI AT SOOI T,

uraREns At e
Een Gydeme Secniu cean muxo & CEmL. Mo ace BASam & NORdRe, 4O SEAU SAMemme SodHy 8 CEML, MO ROHeNE | e
Ry Aot

noCTApAlnEch he HazaduinG 5 domymi

|, W0 M DFER wmo AoCmyn (63 KAKUE MARD JOMIMHUMBALABIN YCADELIE, HD 508 %6

¥ Bac Guidem Do AN S0eMY KO BCen cepeepan, [T, i sac SyBent Ml SOCTIVT KO GCRD CRMU kOMASHUL, -Bhi CAMHETE
HEBMAMMBIN BOMOM CETH,

Fiserpre

98 posts
Jained
Q41018
(I0: 86 842)
Activity
Other

asked the same questions. I'll try to explain what you
by in simple terms.

Gaining access alone means nothing. But when you
obiain access that gives contral of the entire campany,
including all networks, PCs and laptops within that
netwaork, and all the credentials for networks, PCs and
domain controllers — that’s a huge challenge.

When you buy from us, you're buying access to the
main accounts that will allow you to enter the inlernal
network. You will also receive additional accounts with
passwords and bots that can be used to recover
access if you lose it We offer technical support for 3-4

days atter you buy.

You'll be able to move across servers, view manitors
belenging to employees who draft reports, contrel
finances, perform financial transacticns...

If you keep quiet in the network, everything will e
fine. But if wou start a war in the network, there will ke
problems. We can guarantee that we will recover your
access without additional conditions, but do try to not
make a mess.

You will have access to all of the company’s servers,
FCs, entire network... You will become THE INVISIBLE
GOD OF NETWORKS .

Figure 36 - September 2018. Screenshot of the post with a detailed description
of how the co-conspirators sell access

32
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In his message, Lampeduza noted that any access lost can be restored thanks to backdoors left in the
network — a method also used by Fxmsp.

Lampeduza was mainly active from late August until November 2018, i.e. after being appointed as
sales manager by Fxmsp, until he was banned from exploit[.]in. During this time, posts were shared
on the forum advertising the sale of access to 62 new companies. The total price for all the access
sold was $1,100,800.

In late October 2018, Fxmsp and Lampeduza’s activity became threatened. It turned out that they
were trying to sell access to the same network to several different buyers. This is prohibited on
the forum without the buyer’'s consent. As a result, a user with the name gOrx created a topic on
the forum in which he described the situation. Such topics are used as a way to resolve disputes
between underground community users when a buyer and seller enter into a conflict that requires
the intervention of a third party, usually the forum administrator.

Lampeduza+Fxmsp
e

. LampeduzarFxmsp
Author: gOrx, October 22, 2018 in Arbitration

0= Posted October 22, 2018 (edited)
reustiedexploil].Jim

petabyte
fumspEdtmeaxploit] Jim

These 2 guys work with local networks. As you can see, when the latler disappeared, the former showed up with accesses for sale. The latler disappeared because we
realized that he was trying to sell network access that he had already scld to another buyer.

U Teday | talked to Lampeduza. | was interested in a lot. When | tried to buy it, he told me to contact Fxmsp
ser
503 posts (20:02:20) Me: Draft a text for an escrow service mentioning the sccesses that you offer, in what form, ete.
Jained (20:02:22) Me: |s it necessany?
e, (20:02:56) Lampeduza: I
05/3172014 {20:02:59) Lampeduza: YES
(ID: 55 614) (20:03:02) Me: OK
Activity (20:03:38) Lampeduza: I'll give you a link to the technical suppaort. The ascrow service is also there,
(20:03:56) Me: What? | don’t understand.
(20:04:28) Lampeduza: Qur technical supporl agent. You can ask him questions for a week.
(20:04:38) Me: OK
(20:04:42) Lampeduza: [link]
(22:04:53) Lampeduza: Contact him about any technical issues
(20:05:00) Lampeduza: How to enter, etc.
(20:06:33) Me: | messaged him
(20:06:36) Me: He didn't respend
(20:07:57) Lampeduza: lxmspadlmexplail] Jim

Cther

| contacted Fxmsp and, among other things, he offered me access that a guy | know bought from him earlier.

(20:10:31) femspS@exploit.im: Are you interested in Italy only?
(20:40:40) I'm interested in bank cards

[20:12:15) temspSM@exploit. im: Have you seen this ane?
[20:42:18) TxmspSMaexploit] Jim: link]

Figure 37 — Screenshot of the post about this cybercriminal group on an underground forum




GROUP|IB

The user gOrx wrote that someone he knew by the nickname of mimikatz had bought access to a corporate
network from Fxmsp, but cryptominers were later discovered in it. As already mentioned in the “First steps in
the underground” chapter, Fxmsp had indeed installed miners in compromised infrastructures at the start of
his career. Moreover, Fxmsp also offered gOrx the opportunity to buy access to the same company.

In his defense, Lampeduza announced that he would cease working with Fxmsp and temporarily stop
selling access to compromised networks. As a result on October 24, both users were banned from the main
underground forum. The group suspended its activity on all other forums and allegedly focused on “private
sales”, i.e. they started working only with a limited circle of trusted clients.

In mid-March 2019, the co-conspirators resumed their activity on forums. New messages about the sale of
access appeared on several underground message boards. One of these ads is shown on the figure below.

14.03.2019 Full accesses to Antony Moricone

Update
16:11 - companies - i

- 10k usd
(omerta) network and - 7k usd

PCs|~ - 2k usd
2k usd
3k usd

Figure 38 — Screenshot of the new ad for the sale of access to corporate networks

It is also worth noting that on March 21, 2019, the user Antony Moricone posted an ad stating that he was
selling access to corporate networks for the purpose of installing cryptocurrency miners within the company:

Antony Moricone
L) YBOsaeMEE KPHNTEPE, BCTh XO0Pooed HONHYEeCTED AOCTYNOB 408 KPHNTA, MOXEM CHUGHBATE No on

TOBOR WeHe 1ME, MuHuManchui onT 2, A0CTYNE SCAM XE 8 POSHMUY TO no 2K,
1786 Usd {388 nx

12668 Usd (1388 nK

BARS W PRETOPAHE NRHHUMAKT GUTKOAMN ADSTYN K cepmepy ¢ NpWeMoy BuTkos 1868 usd {158 p
o

1286 Usd 308-408 po

1268 usd 5868 o

Q3212018 Full accesses to Antony Moricone
09:25 companies’ network
and PCs

Dear cryplo miners, | have many accesses to cryplamining, The wholesale price is $1,000. The minimum wholesale

purchase is 3 accesses. The retail price is $2,000.

USD 1,200 (300 PCs)
USD 1,200 {1,300 PCs)
Access o the servers belonging to bars and restaurants that accept BTC — USD 1,000 [150 PCs)

Figure 39 — Screenshot of the new ad selling access

Let us circle back to the beginning of this report: Fxmsp’s public activity culminated in April 2019. A
company called Advintel reported to have received information from Fxmsp that he had compromised
networks belonging to three major antivirus software vendors. According to the attacker, he had
also exfiltrated the source codes of the antivirus agents, analytics modules, and security plug-ins for
browsers from the compromised network. The price for the source code and network access was
$300,000. Advintel representatives stated that the attacker’s victims were McAfee, Symantec, and
Trend Micro. Trend Micro then admitted that unauthorized access had been made to a single testing
lab network by a third party, while the former two did not confirm the leak.
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In May 2019, Lampeduza stated that he no longer worked with Fxmsp and had nothing to do with
the leak of source codes belonging to the antivirus software companies. He also said that he had
allegedly suspended their cooperation on underground forums due to the media paying more
and more attention to Fxmsp. By that time, Lampeduza provided information about compromised
companies to regular customers only. Thereafter, Lampeduza once again disappeared from forums
for a while, but most likely continued selling accesses provided by Fxmsp through private messages.

Another public lot appeared several months later. On September 19, 2019, Lampeduza announced
that he was ready to sell access to a new corporate network.

19-09-2019, 14:38

Nikolay
Member

Join Date:

Balance: 0.00%

ot to zeusl1fe@exploit.im

Screenshot 40 — September 2019. Screenshot of the new ad about selling access

It is difficult to assess how much money Fxmsp made in that time given that, in 2019, he publicly
offered access to corporate networks belonging to only 22 companies. The total price for the services
offered was $124,100.

We can conclude that, despite being banned from exploit[.]in, the cybercriminal group continued its
activity between May and September 2019. Moreover, despite his public claims Lampeduza most
likely continued to sell access to corporate networks compromised by Fxmsp.
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Lampeduza and Fxmsp officially stopped working together in December 2019. On December 3, 2019,
Lampeduza, using one of his alternative nicknames, Antony Moricone, published a post on Omerta
stating that he was looking for a job as an underground sales manager. It was the same post as the
one he had published before he started working with Fxmsp:

Bept

Deposit. 0§

N1 mattes). an & will be usstull my knc ncellent knowledge of English & Hussian

121772019 06:55 PM

Antony Maricone Quaote:

Sgarrista

Qriginally posted by spartacus gladiator
Sa thea

5 it, fxmsp has stopped working?

Join Date: Feb 2017
Past: 143

YES..

Reputatian: 1

Ceposit: 30




Fxmsp: The invisible god of networks

Fxmsp's PRESUMED IDENTITY
DEANONYMIZATION STAGES

Initially, Fxmsp used the Jabber account uwerty5411@exploit[.]im for communicating with other
users. Group-IB specialists noticed that this account did not resemble his standard nickname and
made a note of this pseudonym for the future. Most of the time, the threat actor used the unique
nickname Fxmsp, which ultimately was the basis for establishing his true identity.

As the nickname is rare, Group-IB specialists were able to uncover his email account on the m***.ru
platform: Fxmsp@m***[.Jru. The attacker has never mentioned this email on any forums, so it could
have been a coincidence, but Group-IB decided to check whether this email address had been
used to register any accounts on underground forums. As a result, Group-IB specialists uncovered
overlaps with the attacker’s accounts. The email had been used to register accounts on the following
forums: proxy-base[.Jcom, lolzteam[.]net, exploit[.]in, and fuckav[.]ru.

proxy-base[.Jcom

exploit].]in

fuckav[.]ru

lolzteam[.]Jnet
Figure 43 - Correlation of m***.ru account with Fxmsp’s registration on forums

The address Fxmsp@m***[.Jru was given as the backup email for the email account fxmsp@b***[.Jru.
The former was also linked to the latter; when linking, it was indicated that the nickname for the m™*.ru account
begins with a capital letter. This detail is in fact crucial given that the attacker spelled his nickname
with a capital letter on all forums.

As such, one more fact served as indirect confirmation that the original email was associated with the
nickname that was used on underground forums.

Two Skype accounts are also linked to the email account Fxmsp@m™***[.Jru:
. wcypr*** (An*** Ayt***)

Moreover, the account Fxmsp@m™***[.]Jru was used to register the domain gov360].]info:
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Figure 44 - Screenshot from Group-IB’s system showing links between various accounts and a domain
name registered using the account Fxmsp@m™**.Jru

In WHOIS data, the name “andej a turchin” appeared in the “Org” field:

Org andej a turchin
hosting telesystems jsc

Address

City almata
MOoSCcow

Zipcode 050000
115093

It is worth noting that in WHOIS data the email is also written with a capital letter:

Registrant Fax EXt:
Registrant Email: Fxmsp@m .ru

The phone number +7778316*** was also given. According to the operator’'s DEF code, the phone
number belongs to the company Kcell/Activ in Kazakhstan.

Based on the attacker’s Jabber account, Group-IB specialists found a similar account (i.e. similar
activity was conducted using this account) registered on proxy-base[.Jcom (hxxp://proxy-base[.Jcom/
members/uwert/). This fact was mentioned earlier in the report, but the reasoning behind why we
believe that it also belongs to the attacker is explained below.

First, the account owner uses a nickname partially similar to the attacker’s Jabber account. This factor
alone is not proof in itself, however, because “uwerty” is merely a common combination like gwerty with
one letter changed. The second — much more important — factor is his activity on the forum. The user was
interested in brute-force attacks on RDP servers. He asked the user with the nickname Montano (hxxp://
proxy-base[.Jcom/members/montano/) for help. Later, it emerged that Montano had not been able to fulfill
the task and instead created fake screenshots to confirm its supposed success; he inserted the domain
name that Fxmsp had asked to attack in the screenshots. This is where the fun really begins. Messages
exchanged between February 14 and 16, 2018 were published. A fake screenshot was also attached:




Fxmsp: The invisible god of networks
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The top-level domain gov[.]Jae appears on the screenshot. It is worth reiterating that a month earlier,
Fxmsp had been selling access to compromised networks in the UAE.

During further research, based on the cybercriminal’s main Jabber account and his second detected

account on proxy-base[.Jcom, Group-IB specialists checked the email uwert@m***[.]Jru and discovered
that it was used to register four domains:

ey

turchin a andref

baveon.ru

blodium.ru
Figure 45 - Verification of connections between various accounts and identification of domains registered
using uwert@m**.Jru

As the figure shows, the domain name wcypr**[.Jru overlaps with the Skype username wcyp***
(An*** Ayt***), which was registered using the email account Fxmsp@m***[.]Jru.

The above-mentioned name “turchin a andrej” was used to register the account.

Status registered, delegated, verified
Email uwert@m  .ru

Name turchin a andrej

The month of birth provided in his Jabber account (uwerty5411@exploit[.Jim) was December. The set
of characters “gdfsgfd” was given as his name.
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Figure 46 — Screenshot of information from the Jabber account uwerty5411@exploit].im

An analysis of the email address Fxmsp@m***[.Jru revealed that it was linked to an account in the
Russian social network My World:

VDM BLD

Male YO

Status: Aweay

My World - Photo Map

[3Ta poRmOeHU: ) Drate aof birth:
nexabpa 198 o Croensy | Decembe | 198 Sagittarius

SReKTPOHHARA NoYTa

Email:
fxmsp@me

temspi Lru
,rl\\ler:él;-l:l'I;;TEIar:a"hI\i‘I: Place of residence:
America. the Bahamas

[oGasnTs B CNRCOK KOHTAKTOE Acdd Lo contact list

An account in the name of Andrey Turchin was discovered on the Russian social network VK.com
(hxxps://vk[.Jcom/id***). The photo from this account matches the photo published on My World.

AHppei TypuuH Andrey Turchin

DAl 108 Date of birth: December -, 198
AnwaaT

i City: Almaty

Place of work: RCITA

3 a8 " 1
friends followers photos video

— | . . . -
Aeyma

This account turned out to be linked to the email address uwert@m***[.Jcom.
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Moreover, in 2008, uwert@m***[.Jru was used to register the domain 2020[.Jru, on which “Andrey A
Turchin” was also shown as the registrant:

€ 2008.08.19 no 2008.12.26 domain: 2020.RU
nserver: nsl.agava.net.ru.
nserver: ns2.agava.net.ru.
state: REGISTERED, DELEGATED, UNVERIFIED
person: Andrey A Turchin
phone: Nk skokok kosok
e-mail: uwert@m  .ru
registrar: NAUNET-REG-RIPN
created: 2008.07.13
paid-till: 2009.07.13

c 2008.07.15 no 2008.08.18 domain: 2020.RU
nserver: dnsl.naunet.ru.
nserver: dns2.naunet.ru.
state: REGISTERED, DELEGATED, UNVERIFIED
person: Andrey A Turchin
phone: b o e o e
e-mail: uwe rt@m L ru
registrar: NAUNET-REG-RIPN
created: 2008.07.13
paid-till: 2009.07.13

It is worth noting that a different email address supposedly linked to Turchin, boss@Ib***[.Jru, was
also used to register this domain. Group-IB’s Graph Network Analysis system showed that this email
address was used to register multiple domain names:
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Figure 47 — Screenshot from Group-IB’s Graph Network Analysis system: links between the email account
boss@Ib**[.Jru and registered domains

Out of this array of more than 60 domains, turchin[.Jru and fxmsp[.]Jru should be singled out. Their
names speak for themselves and, once again, they confirm the above links. Most of the detected
websites are related to trading on exchanges (especially Forex) and various automated trading
systems. Presumably, they could have been used not only for their intended purposes, but also to
distribute malicious software. For example, the resource mts-server|[.Jru contained a malicious JAR
file called “mts-server[.Jru/mms.jar” (fc68d49bb0a0a9c35c19182760f5c274) that was designed to
send SMS messages to premium-rate numbers. According to user reports, this malware was spread
via SMS campaigns:
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httpeffmt-site Jru/000000000" (my phoane appeared instead of the

redirected to
‘mms, followed by to i - u/mmes.jar. The
Merton 2011 flagged this file e with the Trajan
called Trojan.Gen.

According to WHOIS, the domain mts-site.ru w gistered in late July 201,
ie ntly. H 1he Ll was registered on

why it hasn'l been tal

Based on the information above, Andrey A. Turchin, born on December ***, 198***, living in Almaty,
Kazakhstan (according to social media profiles, domain registration data, and the phone number),
is presumably the attacker who hides under the nickname “Fxmsp”. The fact that he uses the same
nicknames and the common interests related to exchange platforms both confirm this.




Andrey A. Turchin

Compromises company networks
and sells access to them

12/***/198***

Almaty, Kazakhstan

Fxmsp, uwert, vidi, bosslb

445436***
703004***

https://lolzteam[.]Jnet/members/125112/
http://proxy-base[.Jcom/members/fxmsp/
http://proxy-base[.Jcom/members/uwert/
https://forum.exploit[.]in/index.php?showuser=80141
https://fuckav[.Jru/member.php?u=36898

fxmsp@m***[.Jru
uwert@m***[.Jcom
uwertom***[.Jru
boss@Ib***[.Jru

uwerty5411@exploit[.]im
fxmsp541@exploit[.]im
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REGOMMENDATIONS

At the time of writing, Fxmsp is no longer conducting public activities. It is uncertain, however, whether
he is still breaking into company networks and selling access to them. Given the risk, we deem it
essential to offer universal recommendations on how to prevent attacks that bear similarities to those
conducted by Fxmsp.

As mentioned in the section “Key findings. Tactics, techniques, and procedures”, Fxmsp uses open
RDP ports as the initial attack vector. We therefore recommend taking the following steps to protect
against the types of incidents described in the report:

1. Change the default RDP port 3389. Considering that attacks are usually not targeted, hackers
often look for connections that use the default port. The port may be edited by changing it to any
other.

2. Set up account lockout. Given that attackers usually need a huge number of attempts to brute-
force passwords and gain access to the RDP, make sure to enable account lockout policies by limiting
the number of failed login attempts per user.

3. Checkyourlogins and passwordsin publicleaks. Itiswidely known thathackers use compromised
data from various leaks to create dictionaries for brute-force attacks. Based on the leaked data, they
create so-called combo lists (login and password pairs). As such, preventively checking leaks for your
employees’ data significantly reduces the likelihood of an attack being successful.

4. Take preventive measures to detect leaked data offered for sale on underground forums.
To minimize the impact of data breaches, we recommend using Threat Intelligence systems that
automatically monitor the darknet for compromised data related to a certain company. This type of
solutions helps organizations take necessary steps to ensure data security and identify the source
of the breach.

5. Install specialized software for detecting server anomalies. Such programs help detect new
accounts, traffic anomalies, and attempts to gain unauthorized access to any data.

6. Introduce IP address whitelisting. We recommend that access to remote servers be limited to a
specific list of IP addresses. If many employees work remotely, it is worth setting up a corporate VPN.

7. Ensure that the name of the last user who logged on is not displayed. Ensure that the name
of the last user who logged on is not displayed. To do this, change the group policy in the Active
Directory (GPO_name*\ComputerConfiguration\Windows Settings\ Security Settings\Local Policies\
Security Options**) and disable the parameter “Interactive logon: Do not display last user name.”
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