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Executive Summary

The National Cybersecurity Center of Excellence (NCCoE) at the National Institute of Standards and
Technology (NIST) built a laboratory to emulate a medical imaging environment, performed a risk
assessment, and identified controls from the NIST Cybersecurity Framework to secure the medical
imaging ecosystem. This project used Picture Archiving Communications Systems (PACS) and a Vendor
Neutral Archive (VNA), and implemented controls to safeguard medical images from cybersecurity
threats. PACS and VNA, hereafter referred to as “PACS,” comprise the systems to centrally manage
medical imaging data. This effort resulted in a NIST Special Publication 1800 series Cybersecurity
Practice Guide, based on the following considerations relative to PACS:

= PACS allows for the acceptance, transfer, display, storage, and digital processing of medical
images. PACS centralizes functions surrounding medical imaging workflows and serves as an
authoritative repository of medical image information. Medical imaging is a critical component
in rendering patient care. The PACS ecosystem serves as the repository to manage these images
and accompanying clinical information within the healthcare delivery organization (HDO).

= PACS fits within a highly complex HDO environment that includes back-office systems, electronic
health record systems, and pharmacy and laboratory systems, as well as an array of electronic
medical devices. In managing these systems, HDOs work with a diverse group of individuals who
interact with the enterprise information technology (IT) infrastructure and may include IT
operations staff, internal support teams, and biomedical engineers, as well as vendors and
manufacturers.

= Securing PACS presents several challenges. Various departments operating in the HDO have
unique medical imaging needs and may operate their own PACS or other medical imaging
archiving systems. Further, HDOs may use external medical imaging specialists when reviewing
patient medical data. The PACS ecosystem, therefore, may include multiple systems for
managing medical imaging data, along with a diverse clinical user community, accessing PACS
from different locations. This complexity leads to cybersecurity challenges.

= PACS may have vulnerabilities that, given its central nature, may impact an HDO'’s ability to
render patient care or to preserve patient privacy. These vulnerabilities could impede the timely
diagnosis and treatment of patients, if medical images are altered or misdirected. These
vulnerabilities could also expose an HDO to risks of significant data loss, malware and
ransomware attacks, and unauthorized access to other parts of an HDO enterprise network.

=  This NIST Cybersecurity Practice Guide features a reference architecture using commercially
available, standards-based tools and technologies demonstrating how HDOs can securely
configure and deploy PACS.

PACS, by its nature, is a system that cannot operate in isolation. The overall PACS ecosystem consists of
diverse technologies that include medical imaging devices, patient registry systems, worklist
management systems, and systems used to manage and maintain medical image archives. The primary
role of PACS is interaction with disparate medical imaging devices, interconnectivity with other clinical
systems, and allowing a geographically and organizationally diverse team of healthcare professionals to
review medical images to provide quality and timely patient care. Therefore, the threat landscape is

NIST SP 1800-24A: Securing Picture Archiving and Communication System (PACS) 1
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broad. If not properly secured, vulnerabilities may be introduced into the PACS ecosystem, either
affecting clinical information stored in the PACS environment or allowing malicious actors to leverage
components within the ecosystem as pivot points into the integrated healthcare information system.

This practice guide demonstrates how an organization may implement a solution to mitigate identified
risks. The reference architecture includes technical and process controls to implement:

= adefense-in-depth solution, including network zoning that allows for more granular control of
network traffic flows and limits communications capabilities to the minimum necessary to
support business function

= access control mechanisms that include multifactor authentication for care providers,
certificate-based authentication for imaging devices and clinical systems, and mechanisms that
limit vendor remote support to medical imaging components

= a holistic risk management approach that includes medical device asset management,
augmenting enterprise security controls and leveraging behavioral analytic tools for near real-
time threat and vulnerability management in conjunction with managed security solution
providers

In building the reference architecture, the NCCoE sought existing technologies that provided the
following capabilities:

= role-based access control

= authentication

= network access control

= endpoint protection

= network and communication protection

® micro segmentation

= behavioral analytics

= tools that use cyber threat intelligence

= anti-malware

= data security

= segregation of duties

= restoration and recoverability

= cloud storage

While the NCCoE used a suite of commercial products to address security challenges, this guide does not
endorse these particular products, nor does it guarantee compliance with any regulatory initiatives.
Information security experts should identify the products that will best integrate with existing tools and
IT system infrastructure. Organizations can adopt this solution or one that adheres to these guidelines in
whole, or this guide can be used as a starting point for tailoring and implementing parts of a solution.

NIST SP 1800-24A: Securing Picture Archiving and Communication System (PACS) 2
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78

79  The NCCokE’s practice guide to Securing PACS can help an organization:

80 = improve resilience in the network infrastructure, including limiting a threat actor’s ability to

81 leverage components as pivot points to attack other parts of the HDO’s environment

82 = limit unauthorized movement within the HDO environment by authorized system users to

83 address the “insider threat” as well as unauthorized actors once they gain network access

84 = analyze behavior and detect malware throughout the ecosystem to enable HDOs to determine
85 when components evidence compromise and to enable those organizations to limit the effects
86 of a potential advanced persistent threat such as ransomware

87 = secure sensitive data (e.g., personally identifiable information or protected health information)
88 at rest and in transit, limiting adversarial ability to exfiltrate or expose that data

89 = consider and address risks that may be identified as HDOs examine cloud solutions as part of
90 managing their medical imaging infrastructure

91

92  You can view or download the guide at https://www.nccoe.nist.gov/projects/use-cases/health-it/pacs.
93 Help the NCCoE make this guide better by sharing your thoughts with us as you read the guide. If you
94 adopt this solution for your own organization, please share your experience and advice with us. We
95 recognize that technical solutions alone will not fully enable the benefits of our solution, so we

96 encourage organizations to share lessons learned and best practices for transforming the processes
97 associated with implementing this guide.

98 To provide comments or to learn more by arranging a demonstration of this example implementation,
99  contact the NCCoE at hit _nccoe@nist.gov.

100

101  Organizations participating in this project submitted their capabilities in response to an open call in the
102 Federal Register for all sources of relevant security capabilities from academia and industry (vendors
103 and integrators). The following respondents with relevant capabilities or product components (identified
104  as “Technology Partners/Collaborators” herein) signed a Cooperative Research and Development

105 Agreement (CRADA) to collaborate with NIST in a consortium to build this example solution.
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Certain commercial entities, equipment, products, or materials may be identified by name or company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special
status or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it
intended to imply that the entities, equipment, products, or materials are necessarily the best available

for the purpose.

The National Cybersecurity Center of Excellence (NCCoE), a part of the
National Institute of Standards and Technology (NIST), is a collaborative
hub where industry organizations, government agencies, and academic
institutions work together to address businesses’ most pressing
cybersecurity challenges. Through this collaboration, the NCCoE develops
modular, easily adaptable example cybersecurity solutions
demonstrating how to apply standards and best practices using
commercially available technology.
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Certain commercial entities, equipment, products, or materials may be identified by name of company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special
status or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it
intended to imply that the entities, equipment, products, or materials are necessarily the best available
for the purpose.

National Institute of Standards and Technology Special Publication 1800-24B, Natl. Inst. Stand. Technol.
Spec. Publ. 1800-24B, 96 pages, (September 2019), CODEN: NSPUE2

You can improve this guide by contributing feedback. As you review and adopt this solution for your
own organization, we ask you and your colleagues to share your experience and advice with us.

Comments on this publication may be submitted to: hit _nccoe@nist.gov.

Public comment period: September 16, 2019 through November 18, 2019

As a private-public partnership, we are always seeking feedback on our practice guides. We are
particularly interested in seeing how businesses apply NCCoE reference designs in the real world. If you
have implemented the reference design, or have questions about applying it in your environment,
please email us at hit nccoe@nist.gov .

All comments are subject to release under the Freedom of Information Act.

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
100 Bureau Drive
Mailstop 2002
Gaithersburg, MD 20899

Email: nccoe@nist.gov
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, easily adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework
and details the steps needed for another entity to re-create the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,
Maryland.

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align more easily with relevant
standards and best practices, and provide users with the materials lists, configuration files, and other
information they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Medical imaging plays an important role in diagnosing and treating patients. The system that manages
medical images is known as the picture archiving communication system (PACS) and is nearly ubiquitous
in healthcare environments. PACS is defined by the Food and Drug Administration (FDA) as a Class Il
device that “provides one or more capabilities relating to the acceptance, transfer, display, storage, and
digital processing of medical images.” PACS centralizes functions surrounding medical imaging
workflows and serves as an authoritative repository of medical image information.

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) ii
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PACS fits within a highly complex healthcare delivery organization (HDO) environment that involves
interfacing with a range of interconnected systems. PACS may connect with clinical information systems
and medical devices and may involve engaging with health professionals who may be both internal and
external to the HDO. This complexity may introduce or expose opportunities that allow malicious actors
to compromise the confidentiality, integrity, and availability of the PACS ecosystem.

The NCCoE at NIST analyzed risk factors regarding the PACS ecosystem by using a risk assessment based
on the NIST Risk Management Framework, and the NCCoE leveraged the NIST Cybersecurity Framework
and other relevant standards to identify measures to safeguard the ecosystem. The NCCoE developed an
example implementation that demonstrates how HDOs can use standards-based, commercially available
cybersecurity technologies to better protect the PACS ecosystem. This practice guide will help HDOs
implement current cybersecurity standards and best practices, to reduce their cybersecurity risk while
maintaining the performance and usability of PACS.

Access control; auditing; authentication; authorization; behavioral analytics; DICOM, encryption
microsegmentation; multifactor authentication; PACS; picture archiving and communication system;
PAM; privileged account management; vendor neutral archive; VNA.

We are grateful to the following individuals for their generous contributions of expertise and time.

Name Organization

Matthew Hyatt Cisco

Kevin McFadden Cisco

Cletis McLean Cisco

Peter Romness Cisco

Deidre Cruit Clearwater Compliance
Mike Nelson DigiCert

Taylor Williams DigiCert
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DRAFT

Name Organization

Andy Gray Forescout

Katherine Gronberg Forescout

William Canter Hyland

Kevin Dietz Hyland

David Alfonso Philips Healthcare
Jonathan Bagnall Philips Healthcare
Julian Castro Philips Healthcare
Sukanta Das Philips Healthcare
Jason Dupuis Philips Healthcare
Michael McNeil Philips Healthcare
Dwayne Thaele Philips Healthcare
Steve Kruse Symantec

Derek Peters Symantec

Axel Wirth Symantec

Bill Johnson TDi Technologies
Pam Johnson TDi Technologies
Robert Armstrong Tempered Networks
Nicholas Ringborg Tempered Networks

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) iv



52
53
54
55

DRAFT

Name Organization

Mehwish Akram The MITRE Corporation
Steve Edson The MITRE Corporation
Sallie Edwards The MITRE Corporation
Donald Faatz The MITRE Corporation
Harry Perper The MITRE Corporation
Randy Esser Tripwire

Onyeka Jones Tripwire

Jim Wachhaus Tripwire

Sandra Osafo University of Maryland University College
Henrik Holm Virta Labs

Michael Holt Virta Labs

Ben Ransford Virta Labs

Jun Du Zingbox

Damon Mosk-Aoyama Zingbox

David Xiao Zingbox

The Technology Partners/Collaborators who participated in this build submitted their capabilities in
response to a notice in the Federal Register. Respondents with relevant capabilities or product
components were invited to sign a Cooperative Research and Development Agreement (CRADA) with
NIST, allowing them to participate in a consortium to build this example solution. We worked with:
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Technology Partner/Collaborator Build Involvement

Cisco Cisco Firepower Version 6.3.0
Cisco Stealthwatch Version 7.0.0

Clearwater Compliance Clearwater Information Risk Management Analysis
DigiCert DigiCert PKI Platform

Forescout Forescout CounterACT 8

Hyland Hyland Acuo Vendor Neutral Archive Version 6.0.4

Hyland NilRead Enterprise Version 4.3.31.98805
Hyland PACSgear Version 4.1.0.64

Philips Healthcare Philips Enterprise Imaging Domain Controller

Philips Enterprise Imaging IntelliSpace PACS
Philips Enterprise Imaging Universal Data Manager

Symantec Symantec Endpoint Detection and Response (EDR)
Version 4.1.0
Symantec Data Center Security: Server Advanced (DCS:SA)
Version 6.7

Symantec Endpoint Protection (SEP 14) Version 14.2
Symantec Validation and ID Protection Version 9.8.4

Windows
TDi Technologies TDI Technologies ConsoleWorks Version 5.1-0ul
Tempered Networks Tempered Networks Identity Defined Networking (IDN)

Conductor and HIPSwitch Version 2.1

Tripwire Tripwire Enterprise Version 8.7
Virta Labs BlueFlow Version 2.6.4
Zingbox Zingbox loT Guardian
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Medical imaging is a critical component in rendering patient care. The system that provides for the
acceptance, transfer, display, storage, and digital processing of medical images is known as the Picture
Archiving Communications System (PACS) [1] and is nearly ubiquitous in healthcare environments. The
PACS environment serves as the repository to manage these images and accompanying clinical
information within the healthcare delivery organization (HDO). Vendor Neutral Archive systems (VNAs)
perform similar archive management functions as PACS, and this practice guide hereafter includes VNAs
when it refers to PACS. PACS fits within a highly complex HDO environment and may interface with a
range of enterprise information technology (IT) systems and healthcare professionals both internal and
external to the HDO. This complexity leads to cybersecurity challenges.

To develop practical cybersecurity guidance securing PACS, we must consider the ecosystem
surrounding PACS, which includes interconnected medical imaging equipment generally described as
modalities. The ecosystem includes modalities; connected clinical systems such as radiology information
systems (RIS), health information systems (HIS), or the electronic health record (EHR); viewer and
administration workstations; VNAs; and the PACS itself.

The National Cybersecurity Center of Excellence (NCCoE) at the National Institute of Standards and
Technology (NIST) built a laboratory to emulate a medical imaging environment, performed a risk
assessment, and developed an example implementation that demonstrates how HDOs can use
standards-based, commercially available cybersecurity technologies to better protect the PACS
ecosystem. The example implementation, which represents one of many possible solutions and
architectures, can be used by any organization that is deploying PACS and medical imaging systems and
that is willing to perform its own risk assessment and implement controls based on its risk posture.

For ease of use, the following paragraphs provide a short description of each section of this volume.

Section 1, Summary, presents the challenge addressed by the NCCoE project, with an in-depth look at
our approach, the architecture, and the security characteristics we used; the solution demonstrated to
address the challenge; benefits of the solution; and the technology partners that participated in
building, demonstrating, and documenting the solution. The Summary also explains how to provide
feedback on this guide.

Section 2, How to Use This Guide, explains how business decision makers, program managers, IT
professionals (e.g., systems administrators), and biomedical engineers might use each volume of the
guide.

Section 3, Approach, offers a detailed treatment of the scope of the project and describes the
assumptions on which the security platform development was based, the risk assessment that informed
platform development, and the technologies and components that industry collaborators gave us to
enable platform development.

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 1
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Section 4, Architecture, specifies the components within the PACS ecosystem from business, security,
and infrastructure perspectives and details how data and processes flow throughout the ecosystem. This
section also describes the security capabilities and controls referenced in the NIST Cybersecurity
Framework through tools provided by the project collaborators.

Section 5, Security Characteristic Analysis, provides details about the tools and techniques used to
perform risk assessments pertaining to PACS.

Section 6, Functional Evaluation, summarizes the test sequences employed to demonstrate security
platform services, the NIST Cybersecurity Framework Functions to which each test sequence is relevant,
and the NIST Special Publication (SP) 800-53 Revision 4 controls applicable to the functions being
demonstrated.

Section 7, Future Build Considerations, is a brief treatment of other applications that NIST might explore
in the future to further protect the PACS ecosystem.

The appendixes provide acronym translations, references, a mapping of the PACS project to the NIST
Cybersecurity Framework, and a list of additional informative security references cited in the
framework.

1.1 Challenge

The challenge with PACS is securing disparate, interconnected systems. A medical imaging infrastructure
offers a broad attack surface with equipment that may have varying vulnerabilities, configurations, and
control implementations. Devices deployed in the ecosystem likely come from different vendors and
suppliers, and how one may implement defensive measures may vary based on the nature of the
devices and how they function vis-a-vis patients and other clinical systems. The ecosystem may also
include legacy devices potentially more vulnerable to cyber risks. The care provider team (clinicians and
other healthcare professionals) may reside in different departments and may have components hosted
and used across a wide geography. Some actors may be external to the HDO, interacting with sensitive
information across the internet.

As threats to the operational environment increase, PACS and other healthcare systems may become
increasingly vulnerable to:

= disruption of the system, leading to

e inability to render timely diagnosis and treatment

e inability to access the system for standard use, including inability to schedule procedures
= compromise of image data, leading to incorrect diagnosis and treatment

= compromise of components, allowing malicious actors to use the components as pivot points to
attack other parts of the HDO infrastructure

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 2
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privacy concerns that may lead to
e fraudulent or improper use of data

e patient identity theft

1.2 Solution

This NIST Cybersecurity Practice Guide, Securing Picture Archiving and Communication System (PACS),
shows how biomedical engineers, networking engineers, security engineers, and IT professionals can

help securely configure and deploy PACS within HDOs by using commercially available, open-source
tools and technologies that are consistent with cybersecurity standards.

The reference architecture includes technical and process controls to implement the following solutions:

a defense-in-depth solution, including network zoning that allows more granular control of
network traffic flows and limits communications capabilities to the minimum necessary to
support business function

access control mechanisms that include multifactor authentication for care providers,
certificate-based authentication for imaging devices and clinical systems, and mechanisms that
limit vendor remote support to medical imaging components

a holistic risk management approach that includes medical device asset management
augmenting enterprise security controls and leveraging behavioral analytic tools for near real-
time threat and vulnerability management in conjunction with managed security solution
providers

1.3 Benefits

The NCCoE’s practice guide to securing PACS in HDOs can help your organization:

improve resilience in the network infrastructure, including limiting a threat actor’s ability to
leverage components as pivot points to attack other parts of the HDO’s environment

limit unauthorized movement within the HDO enterprise network, to address the potential risk
of an “insider threat” or malicious actors who gain network access

analyze behavior and detect malware throughout the ecosystem to enable HDOs to determine
when components evidence compromise and to enable those organizations to limit the effects
of a potential threat such as ransomware

secure sensitive data (e.g., personally identifiable information or protected health information)
at rest and in transit, limiting adversarial ability to exfiltrate or expose that data

consider and address risks that may be identified as HDOs examine cloud solutions as part of
managing their medical imaging infrastructure

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS)
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This NIST Cybersecurity Practice Guide demonstrates a standards-based reference design and provides
users with the information they need to help secure a medical imaging ecosystem. This practice guide
builds upon the network zoning concept described in NIST SP 1800-8, Securing Wireless Infusion Pumps
in Healthcare Delivery Organizations. As part of the implementation, the project used
microsegmentation, role-based access controls, and behavioral analytics in the lab’s security controls.
This reference design is modular and can be deployed in whole or in part.

This guide contains three volumes:

= NIST SP 1800-24A: Executive Summary

= NIST SP 1800-24B: Approach, Architecture, and Security Characteristics — what we built and why
(you are here)

= NIST SP 1800-24C: How-To Guides — instructions for building the example solution
Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology officers, will be interested in the
Executive Summary, NIST SP 1800-24A, which describes the following topics:

= challenges that enterprises face in securing PACS
= example solution built at the NCCoE
= benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in this part of the guide, NIST SP 1800-24B, which describes what we
did and why. The following sections will be of particular interest:

= Section 3.4, Risk Assessment, provides a description of the risk analysis we performed.

=  Section 3.5, Security Control Map, maps the security characteristics of this example solution to
cybersecurity standards and best practices.

You might share the Executive Summary, NIST SP 1800-24A, with your leadership team members to help
them understand the importance of adopting standards-based, commercially available technologies that
can help secure the PACS ecosystem.

IT professionals who want to implement an approach like this will find the whole practice guide useful.
You can use the how-to portion of the guide, NIST SP 1800-24C, to replicate all or parts of the build
created in our lab. The how-to portion of the guide provides specific product installation, configuration,
and integration instructions for implementing the example solution. We do not recreate the product
manufacturers’ documentation, which is generally widely available. Rather, we show how we
incorporated the products together in our environment to create an example solution.

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 4
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This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we have used a suite of commercial products to address this challenge, this guide does
not endorse these particular products. Your organization can adopt this solution or one that adheres to
these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing
parts of the NCCoFE’s risk assessment and deployment of a defense-in-depth strategy. Your
organization’s security experts should identify the products that will best integrate with your existing
tools and IT system infrastructure. We hope that you will seek products that are congruent with
applicable standards and best practices. Section 3.6, Technologies, lists the products we used and maps
them to the cybersecurity controls provided by this reference solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to

hit _nccoe@nist.gov.

2.1 Typographic Conventions

The following table presents typographic conventions used in this volume.

Typeface/Symbol Meaning Example

Italics file names and path names; For language use and style guidance,
references to documents that | see the NCCoE Style Guide.

are not hyperlinks; new
terms; and placeholders

Bold names of menus, options, Choose File > Edit.
command buttons, and fields
Monospace command-line input, mkdir

onscreen computer output,
sample code examples, and
status codes

Monospace Bold command-line user input service sshd start
contrasted with computer
output
blue text link to other parts of the All publications from NIST’s NCCoE
document, a web URL, or an are available at
email address https://www.nccoe.nist.gov.

An HDO enterprise network environment is complex, with IT infrastructure to handle a range of
functions, including back office billing, supply chain and inventory management, EHRs, and a vast array

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 5
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of connected medical devices. PACS serves an important function within this already complex
environment, through its role in aggregating and centralizing the medical imaging ecosystem while
interfacing with other clinical systems. Specialists involved in the workflow may reside in different
departments, be in different parts of an HDO campus, and be external to the HDO, accessing systems
and images from the internet. This practice guide seeks to help the healthcare community evaluate the
security environment surrounding PACS and medical imaging in a clinical setting.

Throughout the PACS project, we collaborated with our NCCoE healthcare Community of Interest and
technology and cybersecurity vendors to identify standard medical imaging workflows, identify actors,
define interactions between actors and systems, and review risk factors. Based on this analysis, the
NCCoE developed an architecture and reference design, identified applicable mitigating security
technologies, and designed an example implementation to help better secure the PACS ecosystem. This
volume provides the approach used to develop the NCCoE reference solution. Elements include risk
assessment and analysis, logical design, build development, test and evaluation, and security control

mapping.

To develop the reference solution, we reviewed known vulnerabilities in PACS, the Digital Imaging and
Communications in Medicine (DICOM) protocol [2], [3], and medical imaging process flow, leveraging

use cases described by Integrating Health Enterprise (IHE) [4]. We examined how the architecture and
component integration could be designed to increase the security of the device.

The systems security engineering (SSE) framework discussed in NIST SP 800-160 Volume 1 [5] was
utilized to introduce a disciplined, structured, and standards-based set of SSE activities and tasks to the
project. This SSE framework provides the starting point and the forcing function to introduce
engineering-driven actions that lead to more defensible and resilient systems. The SSE framework starts
with and builds upon standards for systems and software engineering then infuses SSE techniques,
methods, and practices into these standard system engineering processes.

Additionally, this project reviewed NIST SP 800-171 Rev. 1, Protecting Controlled Unclassified
Information in Nonfederal Systems and Organizations [6], as well as NIST SP 800-181, National Initiative
for Cybersecurity Education (NICE) Cybersecurity Workforce Framework [7], for further guidance.
Organizations may refer to these documents in expanding their safeguarding environment as
appropriate. These documents serve as background for this project, with primary emphasis placed on
the NIST Cybersecurity Framework [8] and the NIST Risk Management Framework [9].

3.1 Audience

This guide is primarily intended for professionals implementing security solutions within an HDO. It may
also be of interest to anyone responsible for securing nontraditional computing devices (i.e., the
Internet of Things [IoT]). More specifically, Volume B of this practice guide (NIST SP 1800-24B) is
designed to appeal to a wide range of job functions, including IT operations, storage support engineers,
network engineers, PACS support biomedical engineers, cybersecurity engineers, healthcare technology

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 6
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management (HTM) professionals, and support staff who have responsibility for medical imaging
devices, viewing or administrative workstations, PACS, or VNAs. For cybersecurity or technology decision
makers within HDOs, this volume provides a view into how they can make the medical device
environment more secure, to help improve their enterprise’s security posture and reduce enterprise
risk. Additionally, this volume offers guidance to technical staff on building a more secure medical device
network and instituting compensating controls.

3.2 Scope

The NCCoE project focused on securing the environment of the PACS ecosystem but not on
reengineering medical devices or altering medical imaging processes themselves. This project has led to
a standards-based practice guide that is applicable to the wider healthcare ecosystem. This practice
guide has been derived from implementation of a secure PACS in a laboratory environment at the
NCCoE that seeks to replicate parts of a typical HDO environment. The project considers PACS users
internal to the HDO as well as external users and partners needing access to certain components of the
HDO environment.

3.3 Assumptions

In building this healthcare practice guide, the NCCoE began the project with the following fundamental
assumptions:

= Medical devices will include flaws or weaknesses that may be leveraged as vulnerabilities.
= Patches or fixes for these vulnerabilities may not be available or deployable in a timely fashion.
= Other components within an HDO’s network may include flaws and vulnerabilities.

=  Security controls that one may deploy may themselves include flaws or weaknesses that could
be used to compromise the HDO network.

This practice guide identifies controls that may be appropriate for mitigating risks associated with the
medical imaging ecosystem made up of PACS and VNA systems. The actual build and example
implementation of this architecture occurred in a lab environment at the NCCoE. Although the lab is
based on a clinical environment, it does not mirror the complexity of an actual hospital network. It is
assumed that any actual clinical environment would represent additional complexity. As such, in
addition to the assumptions noted above, we also assume the implementation of pervasive controls,
discussed in more detail in Appendix C.

3.4 Risk Assessment

NIST SP 800-30 Revision 1, Guide for Conducting Risk Assessments [10], states that risk is “a measure of
the extent to which an entity is threatened by a potential circumstance or event, and typically a function
of: (i) the adverse impacts that would arise if the circumstance or event occurs; and (ii) the likelihood of

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 7
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occurrence.” The guide further defines risk assessment as “the process of identifying, estimating, and
prioritizing risks to organizational operations (including mission, functions, image, reputation),
organizational assets, individuals, other organizations, and the Nation, resulting from the operation of
an information system. Part of risk management incorporates threat and vulnerability analyses, and
considers mitigations provided by security controls planned or in place.”

The NCCoE recommends that any discussion of risk management, particularly at the enterprise level,
begin with a comprehensive review of NIST SP 800-37 Revision 2, Risk Management Framework for
Information Systems and Organizations [11] —publicly available material. The Risk Management
Framework (RMF) [9] guidance, as a whole, proved to be invaluable in providing us a baseline to assess
risks, from which we developed the project, the security characteristics of the build, and this guide.

In conducting the risk assessment, this document considers threats and risks grouped under
Confidentiality, Integrity, and Availability, commonly referred to as the CIA triad [12].

3.4.1 Establishing the Risk Context

As we examine risk, we begin by considering the risk context. The ecosystem itself is complex and
presumes different teams of people, varying processes, and different technologies involved in the
acquisition, interpretation, and maintenance of medical imaging information. This section presents the
risk context of the Securing PACS Project, which is established around five scenarios that represent
typical processes found in a medical imaging ecosystem [13]. The risk context, which in this practice
guide is bounded within the medical imaging ecosystem logical boundary, defines where risk assessment
is performed. Risk context of the PACS environment encompasses the physical and logical components
of the medical imaging ecosystem that interconnect with PACS as well as the various stakeholders within
the ecosystem. For the NCCoE PACS lab environment, risk context includes the components listed below
and the system actors of the PACS, which include both human and system actors, as described in Section
3.4.2.

Figure 3-1 depicts the notional high-level architecture that bounds the PACS and medical imaging
ecosystem [13]. This depiction provides a starting point in understanding the components addressed in
this project. Notwithstanding, this project takes a holistic approach in framing the risk context, beyond
some of the technology components. This project leverages concepts described in NIST SP 800-160 [5] in
defining context for the PACS ecosystem, understanding risk based on context, and selecting
appropriate controls when designing the control environment needed to mitigate that contextual risk.
NIST SP 800-160, Systems Security Engineering [5], identifies concepts of examining system life cycle and
components, performing holistic analysis on both technical and nontechnical processes, to deliver
“trustworthy” systems. Trustworthiness describes a solution whose objective is to provide “adequate
security” related to concerns that may be held by a given stakeholder. “Adequate security” is achieved
through considering a system life-cycle process, and it frames the risk context based on processes and
interactions with the system and its components [5].

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 8
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Figure 3-1 Notional High-Level Architecture
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The system for this project is broadly identified as the PACS, though practically, it incorporates a set of
processes and other systems that make up a medical imaging ecosystem [13]. For purposes of this
project, and in accordance with NIST SP 800-160 [5], we consider the individual components as “systems
of interest,” noted below:

= workstations used to interact with the medical imaging ecosystem
e viewer workstations residing within the HDO perimeter

e viewer workstations residing external to the HDO perimeter, used by remote care
specialists

e workstations used by clinical staff to access peripheral systems, such as Order Entry
systems, RIS, HIS, or EHR

= modalities, or medical imaging devices that acquire medical images and forward those to PACS,
based on orders typically received from the EHR or HIS and following workflows typically defined
by the RIS

= clinical systems that interface with modalities and the PACS environment, supporting medical
imaging processes such as scheduling, annotations, or reporting

= interfaces for the PACS that may operate as servers, such as HL7, DICOM, or web

= PACS and VNA application servers

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 9
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In addition to the technology components described above and in the PACS Project Description, we
consider other elements, such as stakeholders (system actors) as well as specific business process flows
in which those stakeholders may participate. The processes align with profiles established by IHE [4],
which this project leveraged to determine process and data flows. The four selected profiles translate to
scenarios described below. Based on the PACS Project Description document, the scenarios of note are
as follows: Sample Radiology Practice Workflows; Access to Aggregations and Collections of Different
Types of Images; Accessing, Auditing, and Monitoring; Image Object Change Management; and Remote
Access [13].

This practice guide does not examine pervasive risks an HDO may face but rather focuses on those risks
specific to the medical imaging ecosystem. While this guide considers specific elements that may be
required for safe and secure hosting of PACS, the intent of the guide is not to serve as an omnibus guide
for all facets potentially required to operate a secure HDO infrastructure. This guide addresses measures
that would enhance the security posture for the overall PACS and medical imaging ecosystem, but there
may be elements that HDOs should address beyond the recommendations offered in safeguarding PACS
and the overall medical imaging ecosystem.

3.4.2 System Actors

This project considers several roles that interact with the PACS and medical imaging system ecosystem.
This project looks at both authorized human and system actors. Human actor roles consist of:

= medical imaging technologists

= clinicians

= clinical systems IT administration

=  HTM professionals

= |T staff

System actors that interact with the PACS and VNA consist of:

= modalities
= radiology and hospital information systems (RIS and HIS)
= EHRs

Patients are excluded from the system actor list. The actions considered are limited to those focused on
medical images, which include creation of the image, annotation, storage of the image and annotations,
interpretation, and changes to those images. When we consider radiology information systems and EHR
systems, actions are limited to order entry/scheduling of procedures and to pointing to images for
reading/viewing. Process flows are noted in the scenarios below, which describe use case profiles
defined by IHE, a body that this project has identified as authoritative in defining standard imaging
workflow processes [4].

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 10
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3.4.3 Use Case Scenarios

This project assesses risk for the five scenarios [13] described below. Consideration of threats,
vulnerabilities, likelihoods, and impacts on medical imaging operations under these scenarios has
contributed to the risks documented in Section 3.4.6.

These scenarios frame the processes within which we consider introduction of threats. In addition to the
scenario, this document investigates those vulnerabilities, threats, and risks that may be evident based
on a holistic view of the architecture, as described in Section 3.4.4, Section 3.4.5, and Section 3.4.6.
Notwithstanding, several threats are excluded though are relevant for consideration. While this
document investigates addressing modality interfaces, it does not examine specific modalities or the
risks potentially associated with them. Modality devices themselves are medical devices that may
include vulnerabilities or opportunity for systems or data compromise, loss of data integrity, or
disruption of service, and HDOs should perform independent risk assessments in addressing those risks.

3.4.3.1 Sample Radiology Practice Workflows

Scenario One, shown in Figure 3-2, starts with registration of a patient who requires that an imaging
procedure be performed [13]. For the purposes of this project, the assumption is that the patient is
registered into the EHR, has appropriate identifiers to be admitted as a patient, and is viable to receive
procedures. The scenario follows the process flow that begins at scheduling the procedure, having the
image acquired, and allowing the care team to analyze and diagnose. The assumption is that all modality
devices and clinical staff are on premises, within the boundaries of the HDO. Patient information is
conveyed using the Health Level 7 (HL7) [14] protocol (e.g., patient registration and order entry
messages). Medical imaging devices would interact with the PACS/VNA by using DICOM [2], [3].

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 11
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Figure 3-2 Scenario One: Sample Radiology Practice Workflows
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The scenario’s processes are as follows:

= Patient Registration: A new patient provides information that is entered into an HIS. An HIS may
also be referred to as a clinical information system (CIS). The function of this process flow is to
establish a patient identity within a hospital where one may not previously exist and then allow
patient administration to be performed.

= Order Entry: Once a patient identity has been established, a clinician can order a medical
imaging procedure for the patient by using some form of computerized physician order entry
(CPOE) system.

= Order Scheduling: Following a submitted order, a medical imaging procedure involving an
appropriate medical imaging modality may be scheduled through a RIS.

= Image Acquisition: After an order has been created and scheduling has been performed, the
imaging procedure is performed through the appropriate modality. Acquisition results in
creation of a medical image.

= Image Post-Processing: When the medical image has been created, imaging technologists will
examine the image and may record initial annotations. The image and annotations are then
pushed to the PACS.

= Image Analysis and Reporting: An imaging clinician may use a viewer workstation to examine
the image, analyze, interpret, and diagnose, with subsequent notes pushed to the PACS for
reporting.

Stakeholders: medical imaging technologists, clinicians (medical imaging specialists), and medical
imaging devices (modalities)
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Systems of Interest: order entry, RIS, medical imaging devices, viewer workstations, PACS

Protocols used: DICOM, web (e.g., https), HL7, HIP

3.4.3.2 Image Data Access Across the Enterprise

Scenario Two, as shown in Figure 3-3, examines multiple departments that use disparate imaging
devices for acquisition and may involve multiple PACS [13]. The assumption is that different
departments have separate clinical staff and different medical imaging goals and may use different
means to centralize their medical images. This scenario simulates a hospital, in that radiology is not the
only department that uses medical imaging, nor does the radiology department mandate use of its PACS
to centralize medical images across a hospital. Aggregation and centralized management remain the
goal, but other components are introduced into the ecosystem to enable this functionality. While
images are to be stored centrally, access to images is not permitted for all clinical staff.

Figure 3-3 Scenario Two: Image Data Access Across the Enterprise

Radiology ‘ Cardiology

7 : e Picture Archiving and i o )
| | Image Viewer 3 i mage Viewer
= Communications Systems (PACS) :@]

DICOM ‘Web

Data Storage

Patholo g\r. VNA ("Vendor Neutral Archive”)
= m Image Viewer
o

]::] Image Viewer

In demonstrating that different groups and technologies are involved, this project uses a convention on
showing variables as “_a” or “_b.” This allows us to show the separation between two components that
may be similar in function but are separate, i.e. “component_a” versus “component_b.”

Stakeholders: medical imaging staff_a, medical imaging staff_b, healthcare technology management
professionals, PACS a, PACS_b, VNA

Systems of Interest: image viewer_a, image viewer_b, PACS_a, PACS_b, VNA

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 13
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3.4.3.3 Accessing, Monitoring, and Auditing

Scenario Three, as shown in Figure 3-4, examines the infrastructure required for access control, which
includes identity management and authentication for actors who interact with the PACS and VNA
environments, as well as logging, auditing, and monitoring actions with the stored information [13]. The
scenario considers those actions where individuals or devices retrieve and view information (Read
actions) and introduce new information (Write actions), as well as when individuals or devices modify
stored information (Change actions).

Figure 3-4 Scenario Three: Accessing, Monitoring, and Auditing
=]

External workstation fe.g.
Teleradiology, referrala)

1 5%an Picture Archiving and
‘Communications Systems (PACS)

Event Tracker
Console

Event Log
Services

i Audit Log
Repository

Other clisical systams (o5 IiBing. dictation or trasscrignion senices)
Hosgital IT systiens (0.8, devctory sivices, emaid)

Identities would be established for users (humans who interact with the system), as well as for devices
and systems. Assumptions in this scenario are that individuals have been appropriately identity-proofed
and are provisioned accounts with which they may access and use viewer applications. Given that
identities and accounts would be provisioned for both human and machine actors, interaction with the
system will perform authentication wherein, as actors present credentials to perform actions, challenges
must be satisfied. Authentication may involve exchange of passwords, passcodes, biometrics, or use of
cryptographic keys to validate the actor. Actions, including presentation of credentials, will be recorded
in a log file.

This scenario examines clinical use system interaction and does not address privileged user access.
Controls to manage privileged access are discussed in Section 4.1.5.1.1, Privileged Access Management.

Stakeholders: medical imaging staff, medical devices, PACS, VNA

Systems of Interest: directory servers, user account systems, digital certificate servers

Protocols: PKI (associated protocols such as Certificate Management Protocol, http, https), domain
name system (DNS), Active Directory

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 14



538

539
540
541
542
543
544

545

546
547

548

549

550

551
552
553
554
555
556

DRAFT

3.4.3.4 Imaging Object Change Management

Scenario 4, depicted in Figure 3-5, supports the changes that include (1) object rejection due to quality
or patient safety reasons, (2) correction of incorrect modality worklist entry selection, and (3) expiration
of objects due to data retention requirements [13]. It defines how changes are captured and how to
communicate these changes. The scenario considers those actions when an authorized healthcare
professional, upon review of the image, determines that errors or qualitative defects found in an image
may lead to an inappropriate conclusion.

Figure 3-5 Scenario Four: Imaging Object Change Management

. Store Reject Notes & Corrected Objects
| 3 ) and Perform synchronization if needed

Picture Archiving and

@cmnge Request Communications Systems (PACS)
. /5% Send Reject Nates “Receiveonlythe -~
HL7 DICOM Web F:
= & oo 2 correcte obects corrected Objects | PACS
Modalities
Data Storage

Local PACS/Archival,
Image Modalities,
Image Manager

= / v B i
Al W"‘_m:;'::' ATchiec) PACS PACS DICOM
_ Admin workstation viewer

Stakeholders: medical imaging clinicians

Systems of Interest: PACS, VNA

Protocols: HL7, http, https

3.4.3.5 Remote Access

Scenario 5, depicted in Figure 3-6, supports external parties who may need access to the PACS
ecosystem. The scenario provides a pathway for IT vendors to provide remote systems support as well
for third-party clinical participants to interact with the PACS. IT vendors may consist of clinical systems
support staff who may need to help maintain the PACS or VNA systems. Third-party clinical participants
may consist of medical imaging specialists or teleradiology specialists who may need to review medical
images acquired at the HDO.

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 15



557

558
559

560

561

562
563
564
565

566
567
568
569
570

571

DRAFT

Figure 3-6 Scenario Five: Remote Access

Medical Imaging
Specialists

Picture Archiving and
Communications Systems (PACS)

IT/HTM
Professionals

Teleradiology
Specialists

Stakeholders: medical imaging specialists, IT/HTM professionals, teleradiology specialists

Systems of Interest: PACS, VNA

3.4.4 Threats

From NIST SP 800-30 Revision 1, “[a] threat is any circumstance or event with the potential to adversely
impact organizational operations and assets, individuals, other organizations, or the Nation through an
information system via unauthorized access, destruction, disclosure, or modification of information,
and/or denial of service.” [10]

In laymen’s terms, threats are adverse events that may occur. Threat actors may take actions to
leverage vulnerabilities (described in the subsection below). Actions may include compromising
credentials and accessing, removing, or changing data or making systems not available for legitimate
use. The result of threats is risks [10]. Threats considered within this practice guide are enumerated in
Table 3-1 below.

Table 3-1 Threats

. Unmitigated
Threat Event Description Likelihood
C Abuse of credentials | Aberrant behavior from an individual who may High
or insider threat have legitimate access to the system, however,
may leverage granted privileges for unintended
purposes.

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 16
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Threat Event

Unmitigated
Likelihood

Description

C Credential Adversary obtains the means to use credentials High
compromise provisioned for others. Credentials may involve
other users or those used by systems for process
or data handling.
C Data exfiltration The removal of data to an unintended High

destination. Exfiltration may represent the
unauthorized movement of data from one
system to uncontrolled physical storage media or
may represent movement to uncontrolled virtual
destinations such as volatile memory, or to
unknown storage such as cloud-hosted or virtual
destinations.

| Data in-transit
disruption

Distortion or alteration of data in transit that Moderate
results in information that may not be
interpreted as valid information. The attack type
seeks to distort or alter data in mid
communication stream. Received data may be
unintelligible or otherwise unreadable when it
arrives at the destination.

| Data alteration

Unauthorized changes to the content of the data. | Moderate
Data alteration may not be superficially detected
in that the image may appear legitimate. The
attack type seeks to make changes when data
are in an at-rest state.

I Time
synchronization

System components may rely on synchronizing Moderate
internal clocks to ensure network session and
data integrity. Attacks may seek to alter time

stamping or ability for systems to synchronize
with an authoritative time source.

I Introduction of
malicious software

Introduction of foreign, unauthorized code into a | High
system. Malicious software deployments may
affect servers or workstations or both.

Server components: Unauthorized code may be
deployed and run on server components.
Workstations: Unauthorized code may be
deployed and run on workstations connected to
PACS ecosystem.

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS)
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Threat Event

I Unintended use of
service

Description

Operating systems may consist of services or
processes used to support a system’s
functionality; however, they may be used to
perform unintended functions.

Unmitigated
Likelihood

High

A Data storage
disruption

Physical media or file space disruption evidenced
by prolonged read/write access times, or
corrupted data thereby causing unavailability of
service.

High

A Network disruption

Network disruption attacks may take the form of
several different approaches. Below are some
disruption approaches that this practice guide
will examine:

Denial of service (DoS) or packet flooding: the
introduction of above normal network traffic
that saturates network infrastructure
components’ ability to deliver network
communication appropriately

Routing: inefficient network traffic flow

DNS or name resolution: Networked hosts are
associated with “friendly names” to facilitate
interaction; however, name resolution to
internet protocol (IP) addressing may be
disrupted to make host discovery difficult.
Similar or soundalike host and domain names
may be introduced to compound confusion.

ARP: Address Resolution Protocol (ARP) is a
localized means by which hosts resolve IP
addresses to Media Access Control (MAC)
addresses stored in host tables. Corruption of
ARP tables may result in network traffic being
misdirected or in legitimate devices being unable
to connect to the network.

High

Backup/recovery
disruption

Measures that organizations use as a failover or
recovery from a prolonged outage may be
compromised, e.g., through introduction of
malicious software to backup storage media,
inability to read and restore from backup media,
or introduction of a supply chain compromise

High

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS)
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Unmitigated

C/I/A  Threat Event Likelihood

Description

(per above) at a third-party recovery site. High
availability or replication scenarios may also be
prone to network disruption.

A Supply chain System components may be sourced from High
compromise multiple vendors and may allow introduction of
malicious software (noted above).

3.4.5 Vulnerabilities

Table 3-2 lists identified vulnerabilities that aggregate vulnerabilities identified in NIST SP 800-30
Revision 1 [10]. As noted in the document, a vulnerability is a deficiency or weakness that a threat
source may exploit, resulting in a threat event. The document further describes that vulnerabilities may
exist in a broader context, i.e., that they may be found in organizational governance structures, external
relationships, and mission/business processes. The following table enumerates those vulnerabilities,
using a holistic approach, and represents those vulnerabilities that this project identified and for which it
offers guidance. For further description, reference NIST SP 800-30 Revision 1 [10].

Table 3-2 Vulnerabilities

Pervasiveness

o Vulnerability of
Vulnerability . . . o . .
5 it Severity Predisposing Condition Predisposing
escription (Qualitative) Condition
(Qualitative)
Weak or no system | Moderate Workforce may not be aware or may not High
use training have received training on appropriate use

or configuration of the system. Users may
not have sufficient awareness of action

consequences.
Weak or no High Workforce may not be aware of Moderate
security training procedures of how to report anomalies.

Security teams may not have sufficient
training on how to investigate or may not
have procedures to address security

incidents.
Deficient supply High Organizations may not be aware of third- | High
chain security party practices or downstream suppliers
controls who may implement technology into the

healthcare organization’s environment.
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Vulnerability

Description

Vulnerability
Severity
(Qualitative)

Predisposing Condition

Pervasiveness
of
Predisposing
Condition
(Qualitative)

Deficient High Privileged users may have extended High
separation of responsibility to ensure system
duties operations. This may be embodied by

using “super user” identities that allow

escalated access to systems, data, and

logging features.
Weak or no High Organizations may have deficient identity | Moderate
identity proofing or review processes.
management
Weak or no Very High This may be evidenced through trivial Very High
authentication forms of authentication or using
controls credentials with no authentication

requirement. Also found in this category is

the use of default credentials that tend to

be generally discoverable.
Permissive Very High Credentials may be established without Very High
privilege examining the minimum necessary to

perform the required function. As such,

credentials may exist with access to

perform actions outside the work scope.

Note that permissive privilege may extend

to system services whereby services may

run as “root” or “administrator,” granting

that credential the ability to perform

inappropriate actions.
Out-of-date or High Operating systems, other third-party Very High

unmanaged
services

software, and the PACS application itself
include a variety of services, allowing
appropriate functionality. Over time,
flaws, in the form of bugs (coding errors)
or the use of libraries or binaries
determined to have security weakness,
may be discovered and subsequently
addressed, resulting in patches or
updates. Systems that do not apply those

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS)
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Vulnerability

Description

Vulnerability
Severity
(Qualitative)

Predisposing Condition

Pervasiveness
of
Predisposing
Condition
(Qualitative)

patches and updates may operate with
out-of-date services.
Deficient Very High Organizations may have deficient Very High
vulnerability application and operating system
management vulnerability scanning and monitoring
practices. Vulnerability scanning here is
considered in a narrower context where
we consider that flaws or deficiencies may
exist in software elements associated with
the overall medical imaging system.
Deficient data High Unauthorized individuals may be able to High
protection read, modify, delete, or exfiltrate sensitive
data.
Deficient logging High System interactions may not be captured | High
and monitoring or retained sufficiently for review. Logs,
when tracked, may not be reviewed for
anomalies on a timely or consistent basis.
Deficient time Moderate Systems may operate on individual High
synchronization internal clocks and may track transactions
independently.
Permissive network | High Configuration may permit unauthorized Very High
boundaries network traffic to access sensitive assets.
Lack of network Very High Components may operate on the same Very High
segmentation network or have implied trust with other
components.
Lack of network High Network sessions may not be secured. High
session security
Deficient certificate | High Organizations using certificates to High
management safeguard network sessions (e.g., secure
sockets layer [SSL]/Transport Layer
Security [TLS] certificates) may allow no
certificate, expired, or inappropriate
certificates.
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Pervasiveness
Vulnerability Vulne.rablllty . . . of . .
5 inti Severity Predisposing Condition Predisposing
escription (Qualitative) Condition
(Qualitative)
Misconfigured High Organizations may have misconfigured High
network network routing or switch settings.
Misconfigured High Medical image storage demands are Moderate
storage media great, and organizations may have

misconfigured storage arrays.

Recovery/restore Very High Organizations may not have created or High
procedures not tested recovery procedures.

tested or not

performed

The vulnerabilities in the table above represent types of known vulnerabilities, that is, based on
vulnerabilities experienced in existing systems and networks.

3.4.6 Risk

NIST SP 800-30 Revision 1, Guide for Conducting Risk Assessments, defines risk as “a measure of the
extent to which an entity is threatened by potential circumstance or event, and is typically a function of:
(i) the adverse impacts that would arise if the circumstance or event occurs; and (ii) the likelihood of
occurrence” [10]. Risk is the adverse impact; that is, risk is the result when a threat (attack) successfully
leverages one or more vulnerabilities. As organizations consider risk, they should note that risk is not
discrete; that is, a successful attack may involve multiple threats or take advantage of a combination of
vulnerabilities. Also, when an organization suffers from an attack campaign, the organization may realize
multiple adverse outcomes.

Ransomware or a DoS attack, for example, could adversely impact an HDO by compromising the
availability of systems and preventing the HDO from treating patients. This practice guide, however,
considers controls and practices that may be appropriate in mitigating or responding to threats affecting
confidentiality, integrity, and availability holistically.

Another risk noted below is that of systemic disruption. Systemic disruption may affect availability and
integrity of systems or data. An attacker may compromise the targeted system’s operations, or the
attacker may use the targeted system as a platform from which to conduct further attacks across an
HDOQO’s network. Systemic disruption prevents the HDO from treating patients, by either making systems
inoperative or altering patient data when malware is introduced. This practice guide also considers the

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 22
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specific case of when targeted systems are compromised and used to attack other components within

the enterprise.

Table 3-3 represents a listing of unmitigated risks applicable to the PACS lab environment, based on the
examples of threat types (Section 3.4.4) and vulnerabilities (Section 3.4.5) presented above. These risks

are offered in terms relating to the healthcare environment, and similar risks can be expected in a

typical healthcare environment. Note that the likelihood of threats and vulnerabilities would be affected

based on implemented effective controls, which would also affect the level of risk determined.

Table 3-3 Risk

C/I/A Risk Description Risk Level ‘

C Fraudulent use of Should unauthorized individuals retrieve protected | High
health-related health information (PHI) that includes health
information insurance information, those actors may be able to

submit fraudulent claims and receive
reimbursement from a payer for services not
rendered to the patient.

C Identity theft and Individuals may receive exfiltrated data to commit High
fraudulent use of PHI | identity theft in obtaining healthcare. Fraudulent

individuals may receive health services leveraging a
victim patient’s information and, as a result,
introduce false information into a victim patient’s
medical history. This may result in a patient safety
concern, in that treatments performed for the
fraudulent individual would be captured in the
victim patient’s history, potentially leading to
future inaccurate diagnoses when that patient
seeks legitimate care.

I Patient misdiagnosed | Patient safety may be affected based on imaging High
based on data integrity. Should images be altered, care
interpretations made | providers may render inaccurate diagnoses and
from unauthorized therefore delay appropriate treatment.
changes to medical
images

A Patient diagnoses Patients may have conditions that require timely High
disrupted based on and accurate diagnosis to achieve optimum
timeliness disruption, | mortality rates. Communications disruptions that
leading to patient corrupt or deny data may adversely affect this, so
safety concerns that care teams are not able to make a timely
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Description Risk Level

diagnosis, and patients may have to repeat imaging

processes.
A Process disruption PACS or other systems within the ecosystem may High
due to malware succumb to ransomware or other forms of

malware, rendering those systems and associated
data unavailable. Ransomware may render full
system unavailability, while other forms of
malware may delay processing capability or
introduce data integrity risk. As a result, the HDO
may not be able to treat patients appropriately or
make diagnoses. Delays may result in patient safety

concerns.

A Systemic disruption Individual components within the PACS ecosystem | High
due to component may be compromised and used as pivot points
compromise from which other parts of the HDO network may be

attacked. This may result in delay in patient care.

The project identified the risks above as requirements that needed to be addressed in the lab
environment. Organizations should note that the tables offered here are samples and notionally
representative. Characterizing threats, vulnerabilities, and risk is contextual. HDOs with different
security deficiencies or unique threat situations in their systems and network environments may find
their categorization to be different than what was identified for this project. HDOs need to consider
their unique profile when categorizing vulnerabilities, threats, and risk. Only then can an adequate set of
security controls be determined for their unique environment. This project identified these risk
elements and scored them as such, based on the assessment performed on the lab environment.

3.5 Security Control Map

As the project considered PACS ecosystem risks, the team performed a mapping to the NIST
Cybersecurity Framework [8], establishing an initial set of appropriate control Functions, Categories, and
Subcategories, demonstrating how selected Cybersecurity Framework Subcategories map to controls in
NIST SP 800-53 Revision 4 [15]. The table also lists sector-specific standards and best practices from
other standards bodies (e.g. the International Electrotechnical Commission [IEC], International
Organization for Standardization [ISO]), as well as the Health Information Portability and Accountability
Act (HIPAA) [16], [17], and [18]. The security control map, shown in Table 3-4, identifies a
comprehensive set of controls, including those specifically implemented in the lab build-out, as well as
the pervasive set of controls as described in Appendix C that HDOs should deploy.

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 24



DRAFT

627  Table 3-4 Security Characteristics and Controls Mapping—NIST Cybersecurity Framework

NIST Cybersecurity Framework v1.1

Function

IDENTIFY

(ID)

Category

Asset
Management
(ID.AM)

Sector-Specific Standards & Best Practices

NIST SP
Subcategory 800-53 IzE-; TR 80001- HIPAA Security Rule ISO/IEC 27001
Revision 4
45 C.F.R. §§
164.308(a)(1)(ii)(A)
ID.AM-1: Physical devices and CM-8 164.308(a)(4)(ii)(A) A1
systems within the organization PM-S N/A 164.308(a)(7)(ii)(E) A.8.1.2
are inventoried. 164.308(b) o
164.310(d)
164.310(d)(2)(iii)
45 C.F.R. §§
164.308(a)(1)(ii)(A)
ID.AM-2: Software platforms and CM-8 164.308(a)(4)(ii)(A) A8.1.1
applications within the PM-5 N/A 164.308(a)(7)(ii)(E) A8.1.2
organization are inventoried. 164.308(b) A125.1
164.310(d)
164.310(d)(2)(iii)
ACA 45C.F.R. §§
ID.AM-3: Organizational CA3 164.308(a)(1)(ii)(A) A13.2.1
communication and data flows SGUD 164.308(a)(3)(ii)(A) T
CA-9 A.13.2.2
are mapped. PL-8 164.308(a)(8)
164.310(d)
45 C.F.R. §§
164.308(a)(1)(ii)(A)
) . . 164.308(a)(4)(ii)(A)
'53;/:2:'7;2'afztgsjlo'g”:‘;g.“at'on 2:_';0 RDMP 164.308(a)(7)(ii)(E) A11.2.6
164.308(b)
164.310(d)

164.310(d)(2)(iii)
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NIST Cybersecurity Framework v1.1

Function

Sector-Specific Standards & Best Practices

NIST SP
Category Subcategory 800-53 IZE_E TR 80001- HIPAA Security Rule ISO/IEC 27001
Revision 4
ID.AM-5: Resources (e.g.,
hardware, devices, data, time, CP-2
personnel, and software) are RA-2 45 C.F.R. §§
prioritized based on their SA-14 SGUD 164.308(a)(7)(ii)(E) A821
classification, criticality, and SC-6
business value.
CA-2
Eﬁ:; 45 C.F.R. §§
RA-3 164.308(a)(1)(i)
ID.RA-1: Asset vulnerabilities are RA-5 MLDP 164'308(3)(1)(!!)(A) A.12.6.1
identified and documented SA-5 RDMP 164.308(a)(1)(ii)(B) A.18.2.3
’ SA-11 SGUD 164.308(a)(7)(ii)(E) T
512 164.308(a)(8)
o4 164.310(a)(1)
SI-5
Risk 45 C.F.R. §§ .
RA-2 164.308(a)(1)(i)
Assessment . . "
ID.RA-4: Potential business RA-3 164.308(a)(1)(ii)(A)
(ID.RA) ) L DTBK . A.16.1.6
impacts and likelihoods are SA-14 SGUD 164.308(a)(1)(ii)(B) Clause 6.1.2
identified. PM-9 164.308(a)(6) o
PM-11 164.308(a)(7)(ii)(E)
164.308(a)(8)
45 C.F.R. §§
164.308(a)(1)(ii)(A)
ID.RA-5: Threats, vulnerabilities, RA-2 164.308(a)(1)(ii)(B)
likelihoods, and impacts are used | RA-3 SGUD 164.308(a)(1)(ii)(D) A12.6.1
to determine risk. PM-16 164.308(a)(7)(ii)(D)
164.308(a)(7)(ii)(E)
164.316(a)
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NIST Cybersecurity Framework v1.1

Function

Sector-Specific Standards & Best Practices

PROTECT
(PR)

NIST SP
Category Subcategory 800-53 IzE_g TR 80001- HIPAA Security Rule ISO/IEC 27001
Revision 4
45 C.F.R. §§
ID.RA-6: Risk responses are DTBK 164.308(a)(1)(ii)(B) Clause 6.1.3
identified and prioritized. PM-9 SGUD 164.314(a)(2)(i)(C) o
164.314(b)(2)(iv)
AC-1
AC-2
IA-1
IA-2 45 C.F.R. §§ 22;;
PR.AC-1: Identities and IA-3 ALOF 164.308(a)(3)(ii)(B) £ 923
credentials are issued, managed, IA-4 AUTH 164.308(a)(3)(ii)(C) A.9.2.4
verified, revoked, and audited for | IA-5 EMRG 164.308(a)(4)(i) A'9‘2'6
authorized devices, users, and IA-6 NAUT 164.308(a)(4)(ii)(B) A'9‘3'1
processes. IA-7 PAUT 164.308(a)(4)(ii)(C) A.9‘4.2
IA-8 164.312(a)(2)(i) 7943
1A-9
Identity 1A-10
Management 1A-11
and Access
Control (PR.AC) Al1111
A.11.1.2
SCER S8 Ty
PE-3 164.308(a)(1)(ii)(B) A11.15
PR.AC-2: Physical access to assets | PE-4 PLOK 164'308(6‘)(7)(!? A11.1.6
. TXCF 164.308(a)(7)(ii)(A)
is managed and protected. PE-5 Al11.2.1
PE-6 TXIG 164.310(a)(1) . A11.2.3
PE-8 164.310(a)(2)(i) A11.2.5
164.310(a)(2)(ii) A11.2.6
A.11.2.7
A.11.2.8
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NIST Cybersecurity Framework v1.1 Sector-Specific Standards & Best Practices
NIST SP
Function Category Subcategory 800-53 IzE_g TR 80001- HIPAA Security Rule ISO/IEC 27001
Revision 4
45 C.F.R. §§
QIL-JC'JFFH 164.308(a)(4)(i) A6.2.1
. . AC-17 164.308(b)(1) A6.2.2
rPn':/:aC Z aRemOte access s AC-19 E;URPG 164.308(b)(3) A11.2.6
gec. AC-20 AT 164.310(b) A13.1.1
SC-15 PAUT 164.312(e)(1) A13.2.1
164.312(e)(2)(ii)
AC-1
45 C.F.R. §§
PR.AC-4: Access permissions and AC-2 ALOF 164.308(a)(3) A6.1.2
N AC-3 AUTH A9.1.2
authorizations are managed, 164.308(a)(4)
. . . AC-5 CNFS A.9.2.3
incorporating the principles of 164.310(a)(2)(iii)
. . AC-6 EMRG A9.4.1
least privilege and separation of 164.310(b)
. AC-14 NAUT A9.44
duties. AC-16 PAUT 164.312(a)(1) A945
AC-24 164.312(a)(2)(i)
45 C.F.R. §§
PR.AC-5: Network integrity is 164.308(a)(4)1ii)(B) A13.1.1
rotected (e.g., network AC-4 MLDP 164.310(a)(1) A.13.1.3
fe e ion 'ﬁ;twork AC-10 NAUT 164.310(b) A13.2.1
segmgntatién) 5C-7 164.312(a)(1) A14.1.2
8 : 164.312(b) A.14.1.3
164.312(c)
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NIST Cybersecurity Framework v1.1

Sector-Specific Standards & Best Practices

NIST SP
Function Category Subcategory 800-53 IzE_g TR 80001- HIPAA Security Rule ISO/IEC 27001
Revision 4
PR.AC-7: Users, devices, fand ALOF A1
other assets are authenticated AC-14
(e.g., single-factor, multi-factor) IA-1 AUTH A9.2.4
car%\.;nengsurate wi:ch the risk of IA-2 CSUP 45CFR. § A9.3.1
. . , EMRG 164.308(a)(4) A.9.4.2
the transaction (e.g., individuals I1A-3
. . . NAUT A943
security and privacy risks and IA-4 PAUT A18.1.4
other organizational risks). IA-5 R
1A-8
1A-9
1A-10
1A-11
45 C.F.R. §§
:\%;JP 164.308(a)(1)(ii)(D)
) . MP-8 164.308(b)(1)
Pfélt)esctlé dData at-restis sc-12 2'::; 164.310(d) A8.23
P : sC-28 orck 164.312(a)(1)
TXCF 164.312(a)(2)(iii)
164.312(a)(2)(iv)
Data Security
(PR.DS) FR.
45 CFR. 85 A.8.2.3
IGAU 164.308(b)(1) A1311
PR.DS-2: Data-in-transit is SC8 NAUT 164.308(b)(2) A13.2.1
rotected SC-11 STCF 164.312(e)(1) A13.2.3
P : SC-12 TXCF 164.312(e)(2)(i) A14.10
TXIG 164.312(e)(2)(ii) A1413

164.314(b)(2)(i)
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Function Category Subcategory

PR.DS-5: Protections against data
leaks are implemented.

NIST SP
800-53
Revision 4

PS-3
PS-6
SC-7
SC-8
SC-13
SC-31
Sl-4

Sector-Specific Standards & Best Practices

IEC TR 80001-
2-2

HIPAA Security Rule

ISO/IEC 27001

AUTH
IGAU
MLDP
PLOK
STCF
TXCF
TXIG

45 C.F.R. §§
164.308(a)(1)(ii)(D)
164.308(a)(3)
164.308(a)(4)
164.310(b)
164.310(c)
164.312(a)

A.6.1.2
A711
A7.1.2
A731
A8.2.2
A8.2.3
AS.11
AS9.1.2
A9.23
AS9.4.1
AS.4.4
AS.45
A.10.1.1
All11.4
A11.1.5
Al11.21
Al13.1.1
A13.13
Al13.2.1
A.13.2.3
A13.24
A14.1.2
A14.1.3

PR.DS-6: Integrity-checking
mechanisms are used to verify
software, firmware, and
information integrity.

SC-16
SI-7

IGAU
MLDP

45 C.F.R. §§
164.308(a)(1)(ii)(D)
164.312(b)
164.312(c)(1)
164.312(c)(2)
164.312(e)(2)(i)

Al12.2.1
A125.1
A14.1.2
A14.1.3
A14.2.4
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Function Category

Information
Protection
Processes and
Procedures
(PR.IP)

Sector-Specific Standards & Best Practices

NIST SP
Subcategory 800-53 IzE_g TR 80001- HIPAA Security Rule ISO/IEC 27001
Revision 4
. ) . CM-2
oAb onfewaion | Gy
industrial control s sterr%:is cM-4 CNFS 45CF.R. 58 A12.5.1
e o maint;'ine ) cM-5 CcsuP 164.308(a)(8) A.12.6.2
incorporating securit ’rinci les CM-6 DTBK 164.308(a)(7)(i) A14.2.2
e ionce ioﬂeasz princip cM-7 NAUT 164.308(a)(7)(ii) A.14.2.3
fufc':cionalitp) cM-9 Al4.2.4
vl SA-10
A.12.1.2
45 C.F.R. §§ A.12.5.1
PR.IP-3: Configuration change cM-3 CNFS 164.308(a)(8) A.12.6.2
. CM-4 CSUP .

control processes are in place. SA-10 DTBK 164.308(a)(7)(i) A14.2.2
164.308(a)(7)(ii) A14.2.3
A.14.2.4
164.308(a)(7)(ii)(A) A123.1

PR.IP-4: Backups of information CP-4 164.308(a)(7)(ii)(B) o
_ DTBK . A.17.1.2
are conducted, maintained, and CP-6 PLOK 164.308(a)(7)(ii)(D) A1713
tested. CP-9 164.310(a)(2)(i) A'18'1'3

164.310(d)(2)(iv) T

A.8.2.3

_ . 45 C.F.R. §§

:fc':;';'n Zizalo'iﬁ:jtroyed MP-6 DIDT 164.310(d)(2) (i) 2‘2'3‘;

164.310(d)(2)(ii) A1127
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Function

Sector-Specific Standards & Best Practices

NIST SP
Category Subcategory 800-53 IzE_g TR 80001- HIPAA Security Rule ISO/IEC 27001
Revision 4
PR.IP-9: Response plans (Incident 45 C.F.R. §§
Response and Business CP-12 164.308(a)(6) A.16.1.1
Continuity) and recovery plans CP-13 DTBK 164.308(a)(6)(i) Al17.1.1
(Incident Recovery and Disaster IR-7 SGUD 164.308(a)(7) A17.1.2
Recovery) are in place and IR-8 164.310(a)(2)(i) A17.1.3
managed. IR-9 164.312(a)(2)(ii)
PE-17
cP-4
PR.IP-10: Response and recovery IR-3 DTBK 45 C.F.R. §§ A17.13
plans are tested. PM-14 SGUD 164.308(a)(7)(ii)(D)
45 C.F.R. §§
. 164.308(a)(1)(i) A12.4.1
LT R e s | A242
implemente’d 2nd reviewed in AU Family AUDT 164.308(a)(5)(ii)(B) A12.43
accordance vs;ith policy. 164.308(a)(5)(ii)(C) A12.4.4
, 164.308(a)(2) A12.7.1
Protective 164.308(a)(3)(ii)(A)
Technology
(PR.PT) 45 C.F.R. §§
PR.PT-3: The principle of least 164.308(a)(3)
functionality is incorporated by AC-3 AUTH 164.308(a)(4)
configuring systems to provide CMm-7 CNFS 164.310(a)(2)(iii A9.1.2
only essential capabilities. SAHD 164.310(b)
164.310(c)
164.312(a)(1)
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Sector-Specific Standards & Best Practices

NIST SP
Function Category Subcategory 800-53 IZE; TR 80001- HIPAA Security Rule ISO/IEC 27001
Revision 4
45 C.F.R. §§
AUTH ..
PR.PT-4: Communications and 5C-23 MLDP 164.308(a)(1)(ii)(D) A13.1.1
control networks are protected. 5C-24 PAUT 164.312(a)(1) Al3.2.1
SC-25 SAHD 164.312(b) A.14.1.3
SC-29 164.312(e)
SC-32
SC-36
SC-37
SC-38
SC-39
SC-40
SC-41
SC-43
DE.AE-1: A baseline of network AC-4 Al121.1
DETECT Anomalies and | operations and expected data CA-3 CNFS 45 CFR. 85 . Al12.1.2
) CSUP 164.308(a)(1)(ii)(D)
(DE) Events (DE.AE) | flows for users and systems is CM-2 MLDP 164.312(b) A13.1.1
established and managed. Sl-4 ’ A.13.1.2
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Sector-Specific Standards & Best Practices

NIST SP
Function Category Subcategory 800-53 IzE_g TR 80001- HIPAA Security Rule ISO/IEC 27001
Revision 4
45 C.F.R. §§
AU-6 164.308(a)(1)(i)
DE.AE-2: Detected events are CA-7 AUDT 164.308(a)(1)(ii)(D) Al124.1
analyzed to understand attack IR-4 MLDP 164.308(a)(5)(ii)(B) A.16.1.1
targets and methods. Sla 164.308(a)(5)(ii)(C) A.16.1.4
164.308(6)(i)
164.308(a)(6)(i)
45 C.F.R. §§
’é:_‘: 164.308(a)(1)(ii)(D)
DE.AE-3: Event data are collected IR-4 AUDT 164.308(a)(5)(ii)(B) A12.41
and correlated from multiple RS MLDP 164.308(a)(5)(ii)(C) A.16.1.7
sources and sensors. IR-8 SGUD 164.308(a)(6)(ii) A
sia 164.308(a)(8)
164.310(d)(2)(iii)
45 C.F.R. §§
164.308(a)(1)(i)
o IR-4 DTBK 164.308(a)(1)(ii)(D)
aDi’Ziti b'.flﬂ‘jj"t alert thresholds | o o MLDP 164.308(a)(5)(ii)(B) A.16.1.4
IR-8 SGUD 164.308(a)(5)(ii)(C)
164.308(6)(i)
164.308(a)(6)(i)
AC-2 45 C.F.R. §§
Security AU-12 AUDT 164.308(a)(1)(i)
Continuous DE.CM-1: The network is CA-7 CNFS 164.308(a)(1)(ii)(D)
Monitoring monitored to detect potential CM-3 Csup 164.308(a)(5)(ii)(B) N/A
(DE.CM) cybersecurity events. SC-5 MLDP 164.308(a)(5)(ii)(C)
SC-7 NAUT 164.308(a)(2)
Sl-4 164.308(a)(3)(ii)(A)
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Function

Sector-Specific Standards & Best Practices

RESPOND

(RS)

NIST SP
Category Subcategory 800-53 IzE_g TR 80001- HIPAA Security Rule ISO/IEC 27001
Revision 4
45 C.F.R. §§
25'_212 164.308(a)(1)(ii)(D)
DE.CM-3: Personnel activity is AU-13 AUDT 164.308(a)(3)(ii)(A) A12.4.1
monitored to detect potential CA-7 EMRG 164.308(a)(5)(ii)(C) A‘12.4'3
cybersecurity events. PAUT 164.312(a)(2)(i) e
CM-10
M1 164.312(b)
164.312(d)
g . 45 C.F.R. §§
Est'ng:é' Malicious code is 2:: :\(A;fgp 164.308(a)(1)(ii)(D) A12.2.1
: 164.308(a)(5)(ii)(B)
22:712 45 C.F.R. §8
, L 164.308(a)(1)(ii)(D)
Eﬁéin;'im"'te?g:fnf;r gm: AUDT 164.308(a)(5)(ii)(B) A12.4.1
connections dpevices an,d PE-3 PAUT 164.308(a)(5)(ii)(C) Al4.2.7
software is ’erforme’d PE-6 PLOK 164.310(a)(1) Al5.21
P ‘ e 164.310(a)(2)(ii)
Sla 164.310(a)(2)(iii)
_ " 45 C.F.R. §§
D:;](cioh:lr;séglulnerablhty scans are RA-S ::/:_IE)DKP 164.308(a)(1)(i) A12.6.1
P ' 164.308(a)(8)
45 C.F.R. §§
164.308(a)(6)(ii)
Response RS.RP-1: Response plan is CP-2 DTBK 164'308(3)(7)(9
. . CP-10 164.308(a)(7)(ii)(A)
Planning executed during or after an MLDP . A.16.1.5
(RS.RP) avent IR-4 SGUD 164.308(a)(7)(ii)(B)
: ' IR-8 164.308(a)(7)(ii)(C)
164.310(a)(2)(i)
164.312(a)(2)(ii)
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Function Category

Recovery
Planning
(RC.RP)

RECOVER
(RC)

Subcategory

RC.RP-1: Recovery plan is
executed during or after a
cybersecurity incident.

Sector-Specific Standards & Best Practices

NIST SP

800-53 IZE_E TR 80001- HIPAA Security Rule ISO/IEC 27001
Revision 4
45 C.F.R. §§
164.308(a)(7)
DTBK 164.308(a)(7)(i)
IR-4 MLDP 164.308(a)(7)(ii) A.16.1.5
IR-8 SGUD 164.308(a)(7)(ii)(C)

164.310(a)(2)(i)
164.312(a)(2)(ii)
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3.6 Technologies

Table 3-5 lists all of the products and technologies used in this project and provides a mapping among
the generic application term, the specific product used, and the security control(s) that the product
provides or supports. Refer to for an explanation of the NIST Cybersecurity Framework Subcategory

codes.

Table 3-5 Products and Technologies

Component/ Product
Capability

Function

NIST
Cybersecurity
Framework
Subcategories

PACS and Hyland Acuo Vendor = Provides access to medical images PR.AC-1
VNA Neutral Archive and documents PR.AC-4
Version 6.0.4 =  Stores and retrieves images in a PR.DS-2
standard format to be accessed by PR.IP-4
various vendor-neutral systems PR.PT-1
Hyland NilRead =  Provides medical image viewing and PR.AC-1
Enterprise Version manipulation PR.DS-2
4.3.31.98805 PR.PT-1
Hyland PACSgear =  Provides ability to capture and share | PR.AC-1
Version 4.1.0.64 medical images PR.DS-2
=  Provides ability to scan and share PR.PT-1
medical documents
Philips Enterprise =  Provides role-based user-access PR.AC-1
Imaging Domain control
Controller
Philips Enterprise = Provides management of medical PR.DS-2
Imaging IntelliSpace images through access and PR.IP-4
PACS collaboration PR.PT-1
Philips Enterprise = Provides web-based DICOM PR.DS-2
Imaging Universal Data integration PR.IP-4
Manager = Provides image lifecycle management | PR.PT-1
DCMA4CHEE =  Open source PACS solution N/A
=  Allows the lab to demonstrate data-
in-transit workflow control
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Component/ Product Function NIST
Capability Cybersecurity
Framework
Subcategories
Open source utility used to N/A
DVTk Modality demonstrate clinical workflow and
Emulator interaction with medical imaging
devices
Allows the lab to demonstrate data-
in-transit workflow between clinical
systems and medical devices
DVTk RIS Emulator Open source utility used to N/A
demonstrate clinical workflow and
interaction with medical imaging
devices
Allows the lab to demonstrate data-
in-transit workflow between clinical
systems and medical devices
Asset Virta Labs BlueFlow Provides discovery, categorization, ID.AM-1
Management | Version 2.6.4 grouping, tagging, and identification ID.AM-2
of medical devices ID.AM-4
Provides flexible user-defined risk ID.AM-5
assessment and scoring ID.RA-1
Provides vulnerability management ID.RA-5
capabilities PR.IP-1
Provides reporting on risk and
security properties for groups of
assets
Provides threat feed for known
medical devices
Clearwater Provides asset inventory ID.AM-1
Information Risk management ID.AM-2
Management Analysis Provides risk assessment and ID.AM-4
compliance ID.AM-5
Tripwire Enterprise Provides security configuration ID.RA-1
Version 8.7 management ID.RA-5
Provides file integrity monitoring PR.DS-6
PR.IP-1

Provides patch management

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS)

38



DRAFT

Component/ Product Function NIST
Capability Cybersecurity
Framework
Subcategories
PR.IP-3
PR.PT-3
Enterprise Active Directory Provides authentication and PR.AC-1
Domain and authorization for users and PR.AC-4
Identity computers in the domain PR.AC-7
Management Provides authentication and PR.PT-3
authorization to multiple applications
within the environment
DigiCert PKI Platform Provides SSL/TLS certificates for PR.AC-1
secure communication between PR.AC-4
devices PR.AC-7
Enables devices to perform data-in- | PR.DS-2
transit encryption
Provides certificate management
Symantec Validation Integrates with TDi ConsoleWorks PR.AC-1
and ID Protection using RADIUS PR.AC-3
Version 9.8.4 Windows Provides multifactor authentication PR.AC-7
for remote access
Network Cisco Firepower Provides console management for PR.AC-5
Control and Management Center Firepower Threat Defense PR.PT-4
Security (FMC) 6.3.0 Provides centralized control over
network and communication
Provides network visibility
Cisco Firepower Threat Provides intrusion prevention PR.AC-5
Defense (FTD) 6.3.0 Provides network segmentation PR.PT-4
Provides policy-based network
protection
Tempered Networks Provides network segmentation PR.AC-5
Identity Defined Provides end-to-end encryption for PR.DS-2
Networking (IDN) device traffic PR.PT-4
Conductor and
HIPswitch Version 2.1
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Component/ Product Function NIST
Capability Cybersecurity
Framework
Subcategories
Zingbox loT Guardian Provides passive device discovery and | ID.AM-3
classification ID.RA-1
Provides behavioral modeling to ID.RA-5
identify suspicious behavior DE.AE-1
Provides vulnerability assessment DE.AE-2
DE.AE-3
DE.AE-5
DE.CM-1
DE.CM-7
Forescout CounterACT Provides passive device discovery and | PR.AC-4
8 profiling PR.AC-7
Provides network access control PR.PT-4
DE.AE-1
DE.AE-3
DE.CM-1
DE.CM-7
Symantec Endpoint Provides centralized management of | DE.CM-1
Detection and threats across endpoint, network, DE.CM-4
Response (EDR) and web traffic
Version 4.1.0
Cisco Stealthwatch Provides insight into who and what is | ID.AM-3
Version 7.0.0 on the network DE.AE-1
Provides network analysis through DE.AE-2
machine learning and global threat DE.AE-3
intelligence DE.AE-5
Provides malware detection for DE.CM-1
encrypted traffic DE.CM-3
DE.CM-7
Secure TDi Technologies Provides remote access for external PR.AC-3
Remote ConsoleWorks Version collaborators PR.AC-7
Access 5.1-0ul Provides logging and monitoring of
remote access activities
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Component/ Product Function NIST
Capability Cybersecurity

Framework
Subcategories

Endpoint Symantec Data Center | = Provides protection for physical and PR.DS-6
Protection Security: Server virtual servers PR.IP-3
and Security | Advanced (DCS:SA) =  Provides intrusion detection and

Version 6.7 prevention

= Provides file integrity monitoring

Symantec Endpoint = Provides centralized management of | DE.CM-4
Protection (SEP 14) assets through agent-based DE.CM-8
Version 14.2 protection

= Provides advanced machine learning
and behavioral analysis techniques to
identify known and unknown threats

= Provides anti-virus (AV) capabilities

4 Architecture

This practice guide looks at the reference architecture holistically. Food and Drug Administration (FDA)
guidance looks at “medical devices that provide functions related to the management of medical images
after acquisition, including communication, storage, processing and display (generally known as Picture
Archiving and Communications Systems [PACS])” [19]. In addition to the PACS, this project also uses VNA
solutions that meet the FDA’s definition of PACS but have other features that HDOs may use to enhance
their overall image management ecosystem. This guide understands that healthcare systems
interoperate with one another and that the reference architecture needs to accommodate a broad view
of the medical imaging ecosystem.

4.1 Architecture Description

Our project’s architecture looks at components from three primary layers:

= business, where we deployed our core medical imaging components
= security, where we implemented security tools
= infrastructure, which represents our network

Figure 4-1 illustrates the project’s high-level architecture.
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Figure 4-1 High-Level PACS Architecture
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Enterprise and Certificate Network Data Storage
Network Services Management M
Infrastructure Active Directory PKI Management

DNS and DHCP

Firewalls/Routers. —(/\,\ Cloud Storage
—

Remate Storage
Bridge

Domain Controller

The PACS ecosystem includes components that address data in transit, data at rest, and data processing
and provides applications allowing authorized individuals to review and interact with data stored in their
respective systems. Also included in our architecture are clinical systems, including imaging modalities
and applications such as the RIS that each play business process roles that interact with the PACS and
VNA. Medical imaging generally uses standard protocols, including DICOM.

DICOM is an international standard specific to storing, retrieving, printing, processing, and displaying
medical information. The DICOM standard assures medical image information operability and provides a
common standard, allowing different medical imaging product vendors to integrate their solutions into
the medical imaging ecosystem [2], [3].

In addition to the DICOM standard, PACS uses the HL7 protocol for clinical documentation and image
reporting. HL7 defines a markup standard for exchange of health information in a structured format by
using a Clinical Document Architecture (CDA) [20].

This document examines standard technology components in addition to the protocols noted above.
Central to PACS are storage media, the network infrastructure, supporting operating systems, as well as
application servers to support information exchange (e.g., HL7, DICOM, and web servers).
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The architecture described for this project implements several zones consisting of:

Clinical Application Services consist of systems such as the EHR, order entry, health information
systems, and others used by patient care teams in recording information during treatment of patients.

Clinical Workstations are segregated from the standard production network. Clinical workstations are
special-purpose devices used to interact with clinical systems. Those devices may use vendor-specified
operating systems, applications, and configurations that vary from the HDO standard build.
Configuration and patch management may be asynchronous with how the HDO manages its productivity
or standard build systems.

Enterprise Network Services are systems used to ensure enterprise operations are segregated into the
enterprise network services zone. Services consist of email communications, Active Directory, DNS, and
security services such as certificate management.

Modalities: Departments using imaging equipment, generally termed as modalities, would connect
those imaging devices to the modalities zone. These devices are medical devices using operating
systems that are not consistent with an HDO’s baseline. Configuration and patch management are likely
asynchronous with how the HDO manages its productivity or standard build systems. For purposes of
this project, this zone includes emulated modalities. Images themselves are generated using simulation
software.

PACS and VNA Systems: PACS and VNA applications are segregated from clinical applications, general
workstations, and storage media. This zone provides the higher-level application functionality to interact
with aggregated medical images.

Storage: Large scale storage, such as storage area networks (SANs) or network-attached storage (NAS)
devices, would reside in a segregated zone. Data found in this zone may be unstructured, large files and
consist of sensitive, personal, or protected health information. Depicted below is the storage zone,
which also includes cloud storage, delineated as a separate zone.

Vendor Net supports remote connectivity, e.g., remote vendor support. This zone segregates external
network traffic used when vendors may need to perform maintenance on systems or other equipment
while the support engineer is off premises.

4.1.1 PACS Ecosystem Components

The PACS ecosystem includes those components that support the clinical processes associated with
supporting medical imaging acquisition, review, annotation, and storage. Image acquisition worklists are
generated by clinical applications, such as RIS, and applied to associated modalities. Modalities retrieve
worklists from the RIS. This practice guide also includes a mobile device used to scan documents and
images, and this guide treats this device as a modality. Images are stored and managed by PACS and
VNA systems, and images are reviewed and annotated through image viewer applications installed on
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clinical workstations. In building the lab environment, this practice guide emulated some of the
components rather than obtaining full scale solutions. This guide implemented emulated modalities and
an emulated RIS. A smartphone device is used for document scanning. The lab environment includes
two distinct PACS and a VNA. Also, workstations are deployed that include image viewing software that
was provided by the PACS and VNA solutions respectively. Figure 4-2 depicts a high-level view of these
components and how we approached implementing them in the lab environment.

Figure 4-2 PACS Ecosystem Components

Clinical Applications Modalities PACS Clinical Viewers

Open Source

Emulated RIS PACS Viewer

Emulated Philips
Modality PACS Viewer

Image Scan for VNA
_____ PACSgear Core =
E Server Frfnc VRA NilRead
n

Cloud Storage Solution

— L EN

Emulated RIS

In the lab, this project deployed emulated medical imaging modalities as well as an emulated RIS using
an open source tool from DVTk (https://www.dvtk.org). The project deployed two instances of the RIS
Emulator into the clinical application services zone. The DVTk RIS Emulators associate the modalities
with separate PACS and provide worklists for those modalities associated with two respective PACS,
reflective of an HDO that may operate multiple PACS. The project used Philips IntelliSpace PACS and
DCMA4CHEE (https://www.dcm4che.org/), an open source PACS, to support this premise. Hyland Acuo
VNA was deployed to model HDOs using this technology.

The modalities were deployed to a modalities network zone. Using emulated modalities allowed the
project team to simulate DICOM image acquisition, interaction with the RIS, and transferring images
from the modality device to the PACS and VNA for storage and management. An iPhone was used to
operate the PACS Scan Mobile app provided by Hyland, connecting to a PACSgear Core Server. The
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iPhone device was treated as a modality, with the app facilitating document scanning and, through the

PACSgear server, transferring mobile acquired images to the VNA.

41.2

Data and Process Flow

For this project, we examined data and process flows as described in Section 3.4.1, Establishing the Risk
Context, that include the following scenarios:

sample radiology practice flows

access to aggregations and collections of different types of images
accessing monitoring and auditing

image object change management

remote access

The scenarios identify those processes involved when a medical image is acquired, starting with
scheduling the patient for a procedure, and follows the life cycle through when the patient interacts
with an imaging device to when a medical imaging specialist processes and forwards the annotated
image to a clinician for interpretation and diagnosis. Scenarios also examine processes after direct
patient interaction, such as when images may be accessed for later review or if images need to be
updated.

Figure 4-3 shows a simplified data communication flow in the PACS ecosystem.
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Figure 4-3 PACS Ecosystem Data Communication Flow
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A typical radiology department workflow may begin with patient registration and admissions, followed
by a physician ordering an imaging procedure. The order is entered into a RIS to create a worklist. A
medical imaging technologist attends to a patient and performs the image capture procedure. The
medical imaging technologist may make annotations for a physician’s review. That information is then
forwarded to a PACS or VNA. A physician retrieves the images from the PACS or VNA and uses an image
viewing station to review the images and document findings and diagnoses. On completion, the
physician transfers the information back to the PACS. Results may cross reference with the EHR system.

4.1.3 Security Capabilities

For this project, we build upon the zoned network architecture described in NIST SP 1800-8, Securing
Wireless Infusion Pumps in Healthcare Delivery Organizations [21]. We used the zoning approach as a
baseline upon which we could deploy the medical imaging ecosystem infrastructure. On top of the
baseline, we selected the following security capabilities that were determined to be relevant to securing
our project environment:

= asset and risk management
= enterprise domain and identity management
e access control

0 privileged access controls
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0 user authentication
0 device and system authentication
0 data access control

= network control and security

e network segmentation and virtual local area networks (VLANS)

firewall and control policies

microsegmentation
e anomalies and events detection (behavioral analytics)
e intrusion detection and prevention systems
= end-point protection and security
e device hardening and configuration
e malware detection
= data security
e data encryption (at-rest)
e data encryption (in-transit)
= secure remote access

While the project takes a holistic approach when evaluating the medical imaging environment, the
controls scope noted in this practice guide are bound to those elements that are inherent or highly
supportive of acquiring, interpreting, or storing medical images. An HDO’s infrastructure is larger in
scope than that used to support the medical imaging environment. An HDO may and should implement
additional pervasive controls to secure the overall environment. This document references pervasive
controls that were not implemented during the project and assumes an organization would implement
appropriate controls to address its broader risk profiles. Refer to Appendix C for details. Figure 4-4
below depicts contextual controls deployed in the project’s test build.
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Figure 4-4 Base Controls on Test Build Components
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4.1.4 Asset and Risk Management

Asset management is a critical control that aligns with the Function known as Identify in the NIST

Cybersecurity Framework [8]. For this project, IT general assets are assumed to be controlled through a

pervasive control such as a governance, risk, and compliance (GRC) solution, e.g., the Clearwater

Information Risk Management Analysis tool, addressing the core infrastructure. Medical imaging devices

may fall outside the scope of IT general assets for many HDOs. As such, this project implements Virta
Labs BlueFlow for asset and inventory management for medical imaging devices. BlueFlow captures
inventory, configuration, and patch management information [16], [22], [23].

4.1.5 Enterprise Domain and Identity Management

This project looks at identity management controls as including several concepts that encompass
identity proofing, credentialing, and providing a means to authenticate devices and systems. Human
actors (clinical, IT administrative, and general HDO staff), medical devices, and systems may have
identities established within the HDO. An identity is a broader concept than credentials or user
accounts. This project assumes that HDOs perform adequate identity proofing and provisioning. This
involves processes that allow HDOs to verify that an individual is who they claim to be, also ensuring
that the individual has appropriate credentials to interact with clinical systems and medical imaging
information. Regarding provisioning, this project assumes that following identity proofing, the
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organization can create and securely deliver credentials (e.g., user accounts in which the individual can
select and update passwords or challenge responses known only to that individual).

Identities may include multiple user accounts or access mechanisms that may be applied. For example,
an individual may have a job function as an IT administrator. As a member of the HDO workforce, they
may be credentialed to access certain systems such as email or productivity software. They may also
have access to separate privileged accounts to be used when they perform IT administrative duties.
Having separate credentials established based on functionality or role is a common practice in
healthcare and provides a form of separation of duties.

Medical devices and systems may also have identities, where authentication is performed using digital
certificates or other unique identifiers such as host identifiers or MAC addresses.

4.1.5.1 Access Control

Access control is applied contextually, based on the identity type. This project implements access
control for privileged users, clinical users, devices, and systems. Subsections below provide more detail
on the project’s approach.

4,1.5.1.1 Privileged Access Management

Privileged access includes those credentials that have permissions to systems that are greater than
standard users. Privileged access accounts often allow greater visibility of resources stored on systems
and may allow modifying configuration settings or permitting installation of software components. One
measure that this guide implemented was segregating privileged access accounts. These accounts were
unique and distinct from those accounts we created that were able to access information via DICOM
viewer applications. When privileged access was required, access to the environment was routed
through our TDi ConsoleWorks environment, which enforced the project’s multifactor authentication
solution.

For further guidance on privileged account management, HDOs should reference NIST SP 1800-18,
Privileged Account Management for the Financial Services Sector [24]. While the document identifies
solutions for financial services, the underlying technology solution is applicable to healthcare and other
sectors.

4.1.5.1.2 User Authentication

User authentication involves the use of different factors. Factors are characteristics by which a user may
be able to assert their identity. In many cases, users are authenticated using a single factor (e.g., a
username and password combination). One means to strengthen single factor authentication is to use
pass phrases rather than passwords. This approach reduces the possibility that a malicious actor may be
able to brute force attack the credential [25].

Another consideration that HDOs may consider is to implement multifactor authentication where
appropriate or feasible. Multifactor authentication includes a need to pass two or more factors that
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represent something a user knows, has, or is. Memorized passwords or pass phrases represent factors a
user knows. Including other factors, such as something a user has, which may represent a physical
token; or something a user is, such as biometrics that include fingerprints, retinal, or facial scans, would
provide greater assurance that the user is who they claim to be. Multifactor authentication may not be
implementable in all cases, and HDOs may need to determine their risk tolerance and implementation
practicality when considering enhancing their authentication models [26].

4,1.5.1.3 Device and System Authentication

For this project, we emulated medical imaging devices and implemented the HIP. Emulated modality
devices authenticated to a HIPswitch, routing modality traffic across a HIP-secured software defined
network. For further information, refer to the discussion on Section 4.1.6.3, Microsegmentation.

For systems authentication, this project used digital certificates. Digital certificates were deployed to the
PACS and VNA servers as well as to a mobile device where we installed software used to scan
documents and images that would be added to our medical imaging store.

4,1.5.1.4 Data Access Control

PACS and VNA solutions often support a “multi-tenant” concept to allow for different departments,
clinics, or hospitals within a larger healthcare system. These applications may implement or integrate
with directory services that allow solutions administrators to provide access based on role or business
function. This project used role-based access control capabilities found in the Philips IntelliSpace and
Hyland Acuo systems.

4.1.6 Network Control and Security

This project continues with concepts established in NIST SP 1800-8, implements network zoning and
segmentation with VLANSs, and builds on the concept by implementing several tools to advance
protective and detective capabilities. As examples of these enhancements, this project deploys a next-
generation firewall, introduces microsegmentation, and implements behavioral analytics in its network
control and security in its approach. Subsections below provide additional information on these topics.

4.1.6.1 Network Segmentation and VLANs

The PACS ecosystem is made up of a variety of different devices with independent requirements to
ensure proper functionality. While some devices may require network access to remote services, others
may operate effectively with limited connectivity outside their subnet. To meet these needs, we
implemented VLAN to segment the PACS network based on devices of similar needs and functionalities.
This complies with the concept of “network zoning” introduced in NIST SP 1800-8 [21]. With this
approach, we eliminate inherent trust between VLANSs. Devices are allowed to communicate with only
trusted devices based on carefully crafted network policies.
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In total, the PACS project implemented the architecture described in Section 4.1 by constructing a
network that was segmented into VLANSs. The project implementation was limited to the main
components necessary for the PACS ecosystem. The project segmented the network into the following
VLANSs:

= vendor net

= enterprise services
= clinical viewers

= PACSA

= PACSB

= modalities

= clinical applications
= guest services

= databases

" remote storage

= security services

For this project, segmentation is established through virtualization, with separate subnets implemented

for each VLAN listed above. Each VLAN is placed behind a router/firewall that implements policies
defined by VLAN's purpose. Figure 4-5 below depicts the network architecture.

Figure 4-5 NCCoE Lab Environment Network Architecture
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4.1.6.2 Firewall and Control Policies

This project uses Cisco’s Firepower Next Generation Firewall (NGFW). The NGFW provides several
features that combine features previously found in separate perimeter security products such as
intrusion prevention systems, application firewalls, proxy servers, and traditional packet inspection. The
NGFW allows integration of other tools to defend the network against malicious activity.

As network and application attacks become more advanced, network controls should be enhanced
beyond stateful traffic filtering. NGFW goes beyond ports, protocols, and IP addresses, providing
standard policy-based protection, while including more advanced tools such as intrusion prevention
systems, application filtering, URL filtering, and geo-location blocking. The PACS ecosystem faces a
variety of threats from different sources, and a comprehensive approach to network security is vital. The
lab implemented network zoning using policy and configuration settings through Firepower. This
allowed the project to implement network zoning and proactive network traffic filtering.

4.1.6.3 Microsegmentation

Microsegmentation uses software defined networking (SDN) to create a virtual overlay network over the
pre-existing network infrastructure. Devices may be grouped based on usage, with developed policies
that establish granular degrees of trust. For our project, the SDN overlay is implemented using HIP over
the existing network infrastructure and offers in-transit network encryption. This project uses
microsegmentation to establish network control for modalities. Modalities represent medical imaging
devices. These end-point devices may contain exploitable vulnerabilities and may not have practical
means to mitigate compromise beyond network protection. While VLAN-defined network zoning may
afford network protection, this guide implements microsegmentation for these medical devices to
reduce VLAN management complexity and provide more robust network segregation for medical
devices. A microsegmentation approach may offer a solution that requires less impact to network
configuration, while limiting adverse interaction with the modalities.

Our project implemented microsegmentation through Tempered Networks’ HIP solution that includes
HIPswitches, implementing HIP, as described in Internet Engineering Task Force Request for Comments
(RFC) 4423 [27]. HIP provides a cryptographically defined host identifier bound to endpoints rather than
IP addresses. Network traffic between HIP-enabled endpoints traverses a series of HIPswitches deployed
in the lab network infrastructure, creating a cloaked network that operates on top of the physical
network. The cloaked network uses advanced encryption standard (AES)-256 encryption to secure data
in transit and uses secure hash algorithm (SHA)-256 to authenticate data packets from HIP-enabled
endpoints [28], [29], [30]. Figure 4-6 below depicts the microsegmentation architecture deployed in the
project’s test build.
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Figure 4-6 Microsegmentation Architecture
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While VLAN segmentation can help reduce unwanted lateral movement within a network, it does not
restrict lateral movement within that zone. For some devices and workloads, it may be necessary to
isolate their operations and allow only a select few interactions with other devices. The project team
determined that microsegmentation would be an appropriate control to protect medical imaging
devices that may operate embedded operating systems or firmware where patch release cycles may be
different from current commercial off the shelf operating systems. Microsegmentation provides this
fine-grained approach to isolation and can be implemented within a pre-existing network.

Within the PACS ecosystem, we identified an area where microsegmentation would improve operational
security. This guide implements microsegmentation through a solution based on HIP. HIP uses
cryptographic host identifiers rather than IP addresses to address and authenticate endpoints and to
create secure tunnels. This guide uses this concept to abstract IP addressing away from the modalities,
using identity-defined perimeters where endpoint devices are authenticated to HIPswitches and allow
secure tunnel communications to other HIPswitches [27].

For this project’s architecture, it was important to secure this line of communication and ensure these
devices were properly protected from potential threats. To accomplish this, the project established two
identity-defined perimeters on two separate VLANs. The project then placed a modality behind one
perimeter and a PACS behind the other. These perimeters were configured to allow only authorized
traffic between them, meaning the modality was allowed to communicate only with the PACS and vice

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS) 53



939
940

941

942
943
944
945
946
947

948
949
950
951
952

953

954
955
956
957
958
959
960

961

962
963
964
965

966

967
968
969

970
971

DRAFT

versa. Additionally, all traffic between the two perimeters was encrypted, ensuring the data were secure
in-transit.

4.1.6.4 Anomalies and Events Detection (Behavioral Analytics)

Medical devices often operate within strict requirements and limited resources. This makes certain tasks
like vulnerability assessment difficult to manage, as they often require obtrusive operations such as a
host-installed agent. Network-based behavioral analytics can perform the same assessments, identifying
suspicious operations without affecting medical device function or performance. Behavioral analytics is
an automated feature that collects and analyzes network traffic flow and compares the results to a pre-
established baseline to determine whether devices are operating abnormally.

For the PACS architecture, the project identified network flows, primarily among PACS, VNA, and
modalities, where it is important to monitor for abnormal behavior. With a baseline established, the
project can identify when endpoints attempt to conduct network operations outside their normal
profile. With this information, we can verify and remediate the threat. The project implemented the
Zingbox loT Guardian solution.

4.1.6.5 Intrusion Detection and Prevention Systems

Components managed through an HDO’s IT operations team would implement traditional mechanisms
to perform malware detection, vulnerability scanning, and remediation. This project involved several
workstations (e.g., image viewing devices), as well as servers that may operate traditional operating
systems. Host-based agents are deployed, as appropriate, to permit the IT team to perform regular
vulnerability scanning for those non-modality systems. This project implemented Symantec Endpoint
Protection on image viewing workstations. Also, the project implemented the Cisco Firepower NGFW
that included a network-based intrusion prevention mechanism [31].

4.1.7 Endpoint Protection and Security

This project addressed endpoint protection and security through device hardening and configuration
controls and by monitoring for malware. Solutions were deployed to server and workstation endpoints.
The project also used a tool to monitor server configurations to assure that only authorized changes
were made, therefore maintaining server configuration integrity.

4.1.7.1 Device Hardening and Configuration

Tripwire Enterprise was deployed on server components (e.g., the Hyland Acuo server and the Philips
IntelliSpace server) to address device hardening and configuration management, as well as
implementing whitelisting.

To protect servers performing critical functions in the HDO, a host intrusion prevention system (HIPS)
was deployed. The HIPS tool was designed to prevent the internals of an operating system from
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performing unintended or malicious activity. This mechanism can provide further protection from
attackers attempting to compromise the system, by preventing installation or execution of malicious
software. This tool provides support for policy-based rules for monitoring file system changes of critical
operating system application and system file directories. This allows the tool to monitor critical settings
of the operating system, such as Windows registry keys. In our environment we used these tools to
ensure new executables were not installed, thus reducing the attack surface of critical systems.

In conjunction with HIPS, critical servers in the reference architecture are protected with a file integrity
monitoring (FIM) system. This system monitors file system changes, looking for suspicious changes. The
FIM system is also used to do policy compliance evaluation to ensure compliance of the critical servers

with the HDO policies.

4.1.7.2 Malware Detection

An endpoint-based malware detection system commonly referred to as antivirus software is used to
prevent, detect, and remove malicious software from systems. This function is critical to protecting the
systems that healthcare professionals use to interact with the PACS, such as the imaging workstations.
The antivirus software implemented in our reference architecture builds upon the traditional role that
antivirus software performs by analyzing software for suspicious behavior, performing firewall functions,
and allowing custom policy-based enforcement. These added functions enhance the ability for HDOs to
respond to the threat of malicious software on healthcare systems. Our project deployed the Symantec
Endpoint Protection solution on workstations hosting our DICOM image viewers.

A network-based malware detection system, commonly referred to as an intrusion detection system
(IDS), is designed to detect malicious activity over the network. In our reference architecture, the IDS is
designed to interface directly with the manager of the endpoint-based malware detection system. This
gives the IDS the ability to use data collected from the endpoint to better detect malicious activity on
the network [31].

4.1.8 Data Security

This project considered challenges associated with data loss and data alteration. A noted challenge in
looking at the medical imaging ecosystem is the diversity of data types that may be prone to varying
threat types, with compromise resulting in different adverse outcomes. This project examined data
flows between the implemented components and identified a need to secure data in-transit and data at-
rest.

4.1.8.1 Data Encryption (at-rest and in-transit)

No specific storage solution was implemented for this project, however, the need for data-at-rest
protection was identified. This practice guide recommends referring to NIST SP 1800-11, Data Integrity:
Recovering from Ransomware and Other Destructive Events [32], for measures that address backup and
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recovery. The PACS and VNA solutions used in this project were implemented on Windows servers, and
this practice guide recommends implementing secure server message block (SMB) best practices, e.g., as
provided by Department of Homeland Security Cyber Infrastructure Security Agency (CISA) [33].

Examining the communications traffic flow, the project team determined that relevant data are sensitive
in nature. Medical images and accompanying clinical notes and diagnoses are PHI and have
requirements that align with confidentiality, integrity, and availability.

Modalities communicating to the PACS and VNA are authenticated using HIP, which also provides for
network encryption. HIP employs AES-256 encryption [28], [29], [30] to secure network sessions. By
deploying HIP, this project sought to defend against network-borne attacks, including man in the middle
attacks where data may be altered in transit.

When multiple PACS data are aggregated into the VNA, the project enabled TLS tunneling. TLS uses
DigiCert TLS certificates to implement AES-256 network encryption [29], [30], [34]

Image viewers, as well as mobile devices using Hyland’s PACSgear scanning tool, use https/TLS when
connecting and communicating to the VNA or PACS respectively [34].

4.1.9 Remote Access

Both healthcare and IT systems require access by vendor support technicians for remote configuration,
maintenance, patching, and updates to software and firmware. In our environment, a remote access
network segment was designed to provide these external privileged users with privileged access to
these components that reside within our reference architecture. A virtual private network (VPN)
solution provides a secure way in which an organization can extend its private network across the
internet, ensuring that only properly authenticated users can access their organization’s private
network. The NCCoE VPN in our environment was configured and managed using vendor-recommended
practices [35]. This project implemented TDi ConsoleWorks as a remote access mechanism into the
infrastructure.

To further secure access to remote resources, the team implemented a privileged access management
(PAM) solution [24]. The PAM solution provides two-factor authentication (2FA), fine grained access
control, and monitoring of user access to remote resources. 2FA is provided via domain-based username
and password and an app-based security token available on the user’s mobile device. 2FA was
implemented in the test build using Symantec Validation and ID Protection (VIP) solution. Symantec VIP
was integrated into the ConsoleWorks authentication mechanism, allowing the project to enforce
username password plus onetime passcode to make up the two factors.

4.2 Final Architecture

The target architecture, depicted in Figure 4-7, demonstrates control measures such as
microsegmentation and network segmentation as described by this practice guide. The architecture
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depicts network zones using VLANSs, with the modalities zone implemented using microsegmentation.
The target architecture also includes using cloud storage for long term archiving and serves to enhance
resiliency and recoverability should the HDO be subject to an adverse event.

Figure 4-7 PACS Final Architecture
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The purpose of the security characteristic analysis is to understand the extent to which the project
meets its objective of demonstrating the security capabilities described in the reference architecture in
Section 4. This evaluation focuses on the security of the reference design itself. In addition, it seeks to
understand the security benefits and drawbacks of the example solution.

5.1 Assumptions and Limitations

The security characteristic analysis has the following limitations:

= |tis neither a comprehensive test of all security components nor a red-team exercise.

= [t cannot identify all weaknesses.
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= [t does not include the lab infrastructure. It is assumed that devices are hardened. Testing these
devices would reveal only weaknesses in implementation that would not be relevant to those
adopting this reference architecture.

5.2 Scenarios and Findings

One aspect of our security evaluation involved assessing how well the reference design addresses the
security characteristics it was intended to support. The Cybersecurity Framework Subcategories were
used to provide structure to the security assessment by consulting the specific sections of each standard
cited in reference to a Subcategory. The cited sections provide validation points that the example
solution would be expected to exhibit. Using the Cybersecurity Framework Subcategories as a basis for
organizing our analysis allowed us to systematically consider how well the reference design supports the
intended security characteristics.

5.3 Analysis of the Reference Design’s Support for Cybersecurity
Framework Subcategories

Using the NIST Cybersecurity Framework Subcategories to organize our analysis also provided additional
confidence that the reference design addresses our use case security objectives. The remainder of this
subsection discusses how the reference design supports each of the identified Cybersecurity Framework
Subcategories [8].

Table 3-5 lists the reference design functions and the security characteristics, along with products that
we used to instantiate each capability. The focus of the security evaluation is not on these specific
products but on the Cybersecurity Framework Subcategories. There may be other commercially
available products that meet the objectives found in the NIST Cybersecurity Framework. These other
products could be substituted to provided comparable security control within the reference design.

5.3.1 Asset Management (ID.AM)
For our project, we considered ID.AM-1, ID.AM-2, ID.AM-4, and ID.AM-5 to address asset management.

The project implemented ID.AM-1 using Virta Labs BlueFlow to address modality asset management.
Establishing an asset inventory is a fundamental component in determining appropriate controls for the
environment. The ID.AM-1 Subcategory specifies, “[p]hysical devices and systems within the
organization are inventoried,” and ID.AM-2 specifies, “[s]oftware platforms and applications within the
organization are inventoried.” For purposes of this document, the ID.AM-1 and ID.AM-2 Subcategories
are grouped together, and these Subcategories identify tools to achieve these objectives. Physical
devices include workstation, server, and storage components, whereas software assets include those
applications that run on the physical components.
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The project emulates HDOs in that HDOs often have separate biomedical engineering teams, distinct
from central IT operations. The implication is that IT general assets and medical devices may have
distinct asset tracking mechanisms. BlueFlow captures inventory, configuration, and patch management
information.

ID.AM-4 specifies, “[e]xternal information systems are catalogued.” Cloud services would be tracked by
the Clearwater Information Risk Management Analysis tool as part of the IT asset inventory.

Medical device asset tracking may be distinct from what is maintained in a general IT asset database. For
this project, the team maintained simulated medical imaging devices and implemented the Virta Labs
BlueFlow tool for asset tracking and configuration management.

ID.AM-5 specifies, “[rlesources (e.g., hardware, devices, data, time, personnel, and software) are
prioritized based on their classification, criticality, and business value.” To address ID.AM-5, this project
implemented solutions to identify communication and data flows between IT and biomedical
engineering assets. The project implemented the Zingbox loT Guardian and Cisco Stealthwatch solution
to analyze NetFlow traffic across the laboratory infrastructure. In capturing NetFlow patterns, the
project provided two primary benefits: 1) a baseline of communication flows between medical imaging
devices, workstations, and PACS/VNA systems, and 2) an ability to determine when communication
patterns were anomalous. This latter point is described later in this document.

5.3.2 Risk Assessment (ID.RA)

This project selected ID.RA-1 and ID.RA-5 to address the Function known as Risk Assessment. ID.RA-1
specifies, “[alsset vulnerabilities are identified and documented,” and ID.RA-5 specifies “[t]hreats,
vulnerabilities, likelihoods, and impacts are used to determine risk.” The project identified and deployed
tools to address these control requirements.

This project used Symantec’s Endpoint Protection solution to address threats to image viewer
workstations. The project used Tripwire Enterprise for server assets. Virta Labs BlueFlow was applied for
medical imaging devices. The project also used Zingbox loT Guardian to perform NetFlow analysis.
Information from these tools can be used when needed to determine risk profile of the HDO
environment.

5.3.3 Identity Management and Access Control (PR.AC)

To implement identity management and access control, the project team focused on PR.AC-1, PR.AC-4,
and PR.AC-7 Subcategories. PR.AC-1 specifies, “[i]ldentities and credentials are issued, managed, verified,
revoked, and audited for authorized devices, users and processes.” PR.AC-4 specifies, “[a]ccess
permissions and authorizations are managed, incorporating the principles of least privilege and
separation of duties.” PR-AC7 specifies, “[u]sers, devices, and other assets are authenticated
commensurate with the risk of the transaction.”
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5.3.3.1 Identity Management

Human user access to workstations and systems was provisioned by creating accounts in Microsoft
Active Directory. This project implemented the Symantec VIP. The Symantec VIP tool gave the project
multifactor authentication capability. Table 5-1 describes how different user types are managed and
describes some general characteristics of that user type.

Table 5-1 Identity Management Characteristics

User Type Identity Characteristics

Human Users Active Directory | Active Directory Human user authentication
method dependent on interaction
type

Medical Imaging Host Identifier Tempered Imaging devices abstracted from

Devices Networks IDN the production network over a
cloaked network implementing
HIP.

System to System | Certificate DigiCert Managed | Automated interactions between

PKI systems authenticated

Medical imaging devices are emulated in this project. They authenticate using HIP, implemented in
Tempered Networks’ microsegmentation capability. The Tempered Networks solution, IDN, uses the
HIP, which incorporates a key exchange capability between endpoint devices and gateways, or
HIPswitches.

The project included a document scan utility installed on a mobile device. To enable device
authentication in this case, the project used DigiCert Managed PKI, providing certificate-based
authentication.

The project augmented device authorization management by limiting PACS accessibility based on
workstation zone provisioning. Multifactor authentication was implemented for certain devices through
Symantec VIP. Network sessions were secured by TLS using DigiCert issued certificates [34].

5.3.3.2 Access Control

To implement PR.AC-4, this project used role-based access control (RBAC) features built into the PACS
and VNA systemes. Philips IntelliSpace and Hyland Acuo VNA implement RBAC, allowing least privilege
access enforcement.

This project also took advantage of the network zoning concept and limited access based on firewall
policies that restrict traffic between different zones. Image viewer workstation network traffic to the
PACS and VNA for image retrieval and interaction are limited to specified network zones.
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Administrative functions are restricted and are performed through TDi ConsoleWorks sessions that
enforce multifactor authentication.

The project implemented PR.AC-3 using TDi Technologies ConsoleWorks to provide remote access to the
lab network. The ConsoleWorks environment provided a solution for vendor remote access as well as
general user remote VPN, including access by third-party medical imaging services that may need access
to patient images [35].

To implement PR.AC-5, the project made significant use of network segmentation through VLANs
implemented with Cisco Firepower NGFW and through microsegmentation implemented using
Tempered Networks IDN. IDN implements an SDN that this project uses to secure communications
between the simulated medical imaging devices and the PACS/VNA environment.

5.3.4 Data Security (PR.DS)

For this project, the team identified PR.DS-1, “[d]ata-at-rest is protected;” PR.DS-2, “[d]ata-in-transit is
protected;” PR.DS-6,“[i]ntegrity checking mechanisms are used to verify software, firmware, and
information integrity” Subcategories to address data security.

No specific solution was used for storage. This practice guide recommends HDOs to evaluate NIST SP
1800-11, Data Integrity: Recovering from Ransomware and Other Destructive Events [32], for general
guidance for at-rest protection. Further, the PACS and VNA solutions were implemented on a Windows
server environment, and therefore it is recommended to review and implement SMB Security Best
Practices [33], as noted by CISA.

Workstations in this project are protected using Symantec Encryption Platform.

Data in-transit protection is implemented using TLS and HIP. Image viewing workstations connecting to
the PACS/VNA environments use TLS encryption to ensure data-in-transit protection [28], [29], [34]. This
project also implements microsegmentation with Tempered Networks and ensures data-in-transit
protection by HIP-managed encryption between emulated medical imaging devices and the PACS/VNA
environment.

The project uses Tripwire Enterprise and Symantec DCS:SA to provide integrity monitoring of system
software files. Integrity of system and application software is monitored.

PR.DS-6 includes a control objective to additionally manage firmware; however, the lab used emulated
medical imaging devices for its modalities, operating as virtual machines. These emulated devices did
not include a firmware component.

5.3.5 Information Protection and Procedures (PR.IP)

This project selected PR.IP-1, PR.IP-3, and PR.IP-4 to implement the Information Protection and
Procedures Category. PR.IP-1 specifies, “[a] baseline configuration of information technology/industrial
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control systems is created and maintained incorporating security principles (e.g. concept of least
functionality).” PR.IP-3 specifies, “[c]onfiguration change control processes are in place;” and PR.IP-4
specifies, “[b]ackups of information are conducted, maintained, and tested.”

Servers supporting the PACS and VNA systems were built using guidance received from Philips and
Hyland respectively. These configurations were regarded as baseline configurations and determined to
be based on application functionality requirements. Tripwire Enterprise monitors modifications.

Virta Labs BlueFlow is used to manage medical imaging device configurations. The medical imaging
devices deployed in the lab were emulated and do not involve firmware.

5.3.6 Protective Technology (PR.PT)

To implement Protective Technology, this project selected PR.PT-1, PR.PT-3, and PR.PT-4. PR.PT-1
specifies, “[a]udit/log records are determined, documented, implemented, and reviewed in accordance
with policy.” PR.PT-3 specifies, “[t]he principle of least functionality is incorporated by configuring
systems to provide only essential capabilities;” and PR.PT-4 specifies, “[clommunications and control
networks are protected.”

To address PR.PT-1, the Hyland Acuo VNA, Hyland NilRead Enterprise, Hyland PACSgear, Phillips
Enterprise Imaging IntelliSpace PACS, and Phillips Enterprise Imaging Universal Data Manager
components provided the capability to create audit log records.

Another method this project implemented to ensure traffic was regularly reviewed was implementing
the Zingbox loT Guardian solution. The tool aggregated NetFlow traffic across the lab environment and
performed behavioral analytics. HDOs should also consider using a security incident event management
(SIEM) system that would aggregate logs from different operating systems, applications, and component
types. SIEM tools often can support scripts that may trigger alerting to incident response teams.

To address PR.PT-3, this project implemented operating systems that were configured with the
minimum functionality necessary to support PACS and VNA operations, based on guidance from Hyland
and Philips respectively. Configuration recommendations from our vendor partners were treated as
baseline settings. The project then used Tripwire Enterprise to monitor this baseline.

This project implements PR.PT-4 through constructing network zones with VLANs and use of the
Tempered Networks microsegmentation solution. VLANs were used to establish a base set of network
zones, and the Tempered Networks IDN created a means to control network traffic between the
simulated medical imaging devices and the PACS/VNA leveraging the HIP, which protects data on
networks via data encryption.

The project used the Cisco Firepower NGFW to protect the infrastructure from malicious activity.
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External connections were protected using TLS and internet protocol security (IPsec) tunneling where
appropriate [34], [35].

5.3.7 Anomalies and Events (DE.AE ) and Security Continuous Monitoring (DE.CM)

This project grouped together the Functions DE.AE Anomalies and Events and DE.CM Security
Continuous Monitoring. The project then selected DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-5, DE.CM-1, DE.CM-
3, and DE.CM-7 to address these control areas.

Selected controls for DE.AE Anomalies and Events include DE.AE-1: “[a] baseline of network operations
and expected data flows for users and systems is established and managed”; DE.AE-2: “[d]etected
events are analyzed to understand attack targets and methods”; DE.AE-3: “[e]vent data are collected
and correlated from multiple sources and sensors”; and DE.AE-5: “[i]ncident alert thresholds are
established.” This project implemented Zingbox loT Guardian and Cisco Stealthwatch to achieve these
objectives through implementing behavioral analytics. Zingbox was configured for continuous
monitoring by directing NetFlow traffic to its cloud-hosted backend where it performed analysis.
Stealthwatch was configured for monitoring and analysis on premises.

DE.CM-1 specifies, “[t]he network is monitored to detect potential cybersecurity events”; DE.CM-3:
“[p]ersonnel activity is monitored to detect potential cybersecurity events”; and DE.CM-7: “[m]onitoring
for unauthorized personnel, connections, devices, and software is performed.” The project addresses
DE.CM-1 through the Zingbox and Stealthwatch implementations. The solutions perform network
monitoring and cybersecurity event detection by analyzing NetFlow traffic. Additional network
monitoring is performed through the Cisco Firepower Next Generation Firewall deployment.

DE.CM-4 specifies, “[m]alicious code is detected”; and DE.CM-7 specifies, “[m]onitoring for
unauthorized personnel, connection, devices, and software is performed.” This project implemented
Symantec Endpoint Protection to address DE.CM-4 and DE.CM-7. The Cisco Firepower Next Generation
Firewall was used to implement intrusion prevention. Symantec Endpoint Protection was deployed on
workstations, including image viewer workstations.

5.4 Security Analysis Summary

Our reference design’s implementation of security surrounding the PACS/VNA ecosystem helps reduce
risk from the PACS/VNA system, even if a vulnerability is identified in a PACS or VNA system, by creating
a more secure environment for the medical devices. The key feature is the multi-layered security
capabilities defined in Section 4.1.3. Supporting those security capabilities, our project build follows
vendor recommended practices to harden devices and systems; monitor traffic; limit access to only
authorized users, devices, and systems; and ensure the data security across the ecosystem. Any
organization following this guide must conduct its own analysis of how to employ the elements
discussed here, in their own environment. It is essential that organizations follow security best practices
to address potential vulnerabilities and to minimize any risk to the operational network.
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We conducted a functional evaluation of our example implementation to verify that several common
provisioning functions used in our laboratory test worked as expected. We also needed to ensure the
example solution would not alter normal PACS and VNA functions.

In developing a test plan, this project identified implemented cybersecurity controls and identified a
method to demonstrate control functionality. Also, this project identified five IHE use case scenarios
where multiple cybersecurity controls were implemented to augment business process functionality.
The identified scenarios found in Section 3.4.3 served as the basis of a functional test plan to
demonstrate overall security control efficacy.

Section 6.1 describes the format and components of the functional test cases. Each functional test case

is designed to assess the security capabilities of the example implementation, to perform the functions
listed in Section 4.1.3.

6.1 PACS Functional Test Plan

Each test case consists of multiple fields that collectively identify the goal of the test, the specifics

required to implement the test, and how to assess the results of the test. Table 6-1 describes each field

in the test case.

Table 6-1 Test Case Fields

Test Case Field Description

Parent Requirement Identifies the top-level requirement or the series of top-level
requirements leading to the testable requirement
Testable Requirement Drives the definition of the remainder of the test case fields and

specifies the capability to be evaluated

Associated Cybersecurity | Lists the NIST Cybersecurity Framework Subcategories addressed by
Framework the test case

Subcategories
Description Describes the objective of the test case

Associated Test Cases In some instances, a test case may be based on the outcome of
another test case(s). For example, analysis-based test cases
produce a result that is verifiable through various means (e.g., log
entries, reports, and alerts).

Preconditions The starting state of the test case. Preconditions indicate various
starting state items, such as a specific capability configuration
required or specific protocol and content.

Procedure The step-by-step actions required to implement the test case. A
procedure may consist of a single sequence of steps or multiple
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Test Case Field Description

test procedure.

sequences of steps (with delineation) to indicate variations in the

Expected Results

The expected results for each variation in the test procedure

Actual Results

The observed results

6.1.1 PACS Functional Evaluation Requirements

Table 6-2 identifies the PACS functional evaluation requirements addressed in the test plan and
associated test cases. The evaluations are aligned with the basic architecture design and capability
requirements from Section 4, Architecture.

Table 6-2 Functional Evaluation Requirements

Capability Parent Requirement Subrequirement Test Case
Requirement
(CR) ID
CR-1 Business workflows that Simple Radiology Practice PACS-1
support image acquisition and Workflows
transfer to archival (e.g., PACS
and VNA) are performed.
CR-2 Asset and Inventory PACS-2
Management
CR-3 Enterprise Domain and Identity
Management—Access Control
CR-3.a Privileged Access PACS-3
Management PACS-10
CR-3.b User Authentication PACS-3
PACS-4
PACS-5
PACS-10
CR-3.c Device and System PACS-3
Authentication PACS-4
PACS-5
CR-3.d Data Access Control PACS-3
PACS-5
CR-4 Network Control and Security
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Capability Parent Requirement Subrequirement Test Case

Requirement

(CR) ID

CR-4.a Network Segmentation and | PACS-7
VLANs

CR-4.b Firewall and Control PACS-7
Policies

CR-4.c Microsegmentation PACS-4

CR-4.d Anomalies and Events PACS-8
Detection (Behavioral
Analytics)

CR-4.e Intrusion Detection and PACS-9
Prevention

CR-5 Endpoint Protection and

Security

CR-5.a Device Hardening and PACS-9
Configuration

CR-5.b Malware Detection and PACS-9
Prevention

CR-6 Data Security
In-Transit Encryption PACS-4

CR-6.a PACS-5

CR-7 Remote Access Remote Access PACS-10

6.1.2 Test Case: PACS-1

(CR-1) Business workflows that support image acquisition and
transfer to archival (e.g., PACS and VNA) are performed.

Parent Requirement

Testable Requirement (CR-1) Simple Radiology Practice Workflows

Demonstrate that the installed PACS system can be used to acquire
Description images from a simulated modality, store those images based on
department, and view those images by using a DICOM viewer.

Associated Test Case N/A

Associated Cybersecurity [\
Framework Subcategories
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= Implement PACS architecture and test that network connections
are operational.

= Configure DICOM communication between DVTk RIS Emulator
and DVTk Modality Emulator.

= Load patient studies into the RIS.

Preconditions

= Configure DICOM communication between DVTk Modality
Emulator and PACS.

= Configure the DICOM viewer to connect to the PACS archiving
system.

= Provision and give proper permissions to user accounts.

Start the DVTk RIS simulator.
Start the Modality Emulator.
Click the Request Worklist button on the Modality to display
the RIS’ preinstalled patient studies.
Select one of the Patient Names from the given list.
5. Click the enabled Store Image button to send the images for
the selected patient to the connected PACS server.
Procedure 6. To verify the archived images stored in the Philips PACS server,
run Explorer as a Manager.

7. Loginto the client web by using the URL
https://192.168.140.131/clientweb. (Alternatively, use a thin
client “Philips IntelliSpace PACS Enterprise” to verify the
archived images.)

8. From the Folder List > Exam Lookup press Search button to list

the patient studies. The image for the patient selected in this
test should be listed in the exam lookup view table.

The user should be able to display the image by using the Philips
Client Web or the Philips PACS Enterprise client.

Note: If you need to repeat the same procedure using the same
Expected Results samples, clear the stored image from the Philips PACS. The cleared
image stored in the Default folder will be moved to the Exceptions
Lookup folder. Clear the image from the Exceptions Lookup folder
as well.

The implemented PACS environment successfully scheduled images
Actual Results by using the RIS, sent and stored the images in the PACS using the
Modality, and viewed the stored images using a web client.

NIST SP 1800-24B: Securing Picture Archiving and Communication System (PACS)



DRAFT

1266 6.1.3 Test Case: PACS-2

Parent Requirement

Testable Requirement
Description

Associated Test Case

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

Expected Results

(CR-2) Asset and Inventory Management

(CR-2) Asset and Inventory Management

Demonstrate how to identify and manage medical assets

N/A

ID.AM-1, ID.AM-2, ID.AM-4, ID.AM-5, ID.RA-1, ID.RA-5, PR.IP-1

PACS network infrastructure is operational.

Virta Labs BlueFlow is deployed in the Security Services VLAN.

Network groups are created in the BlueFlow interface to allow
automatic organization of discovered devices.

Open a web browser and navigate to the Virta Labs BlueFlow
web portal URL and authenticate to the portal.

Navigate to Connectors > Discovery.

Enter a subnet range (192.168.0.0/16) from which BlueFlow
will discover devices.

Click Run and allow the discovery process to populate a
network group.

Navigate to Inventory. Under Networks, click on a network
object and display a list of discovered devices.

Click on a device name and navigate to the Tools tab and click
on Fingerprint.

Verify the populated information and click Run to perform a
scan.

Once the scan is complete, navigate back to the device’s
information page and verify that the fingerprint tool has
accurately identified information about the device such as
Operating System and Open TCP Ports.

Manually fill in other information about the device if needed.

2
3

Devices are discovered within the specified subnets and appear
as devices in the network group.

The fingerprint tool identifies device Operating System and open

TCP ports.
Device information can be modified manually.
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Actual Results

1267 6.1.4 Test Case: PACS-3

Parent Requirement
Testable Requirement

Description

Associated Test Case

Associated Cybersecurity
Framework Subcategories

Preconditions
Procedure

Expected Results

Actual Results

20+ new devices were discovered within the PACS VLANs. These
new devices were automatically placed into predefined network
segments, and devices that did not fit into a predefined network
segment were placed into an Other Assets category. The fingerprint
tool populated descriptive information for several discovered
devices while all other necessary information was filled in manually.

(CR-3) Enterprise Domain and Identity Management—Access
Control

(CR-3.a) Privileged Access Management, (CR-3.b) User
Authentication, (CR-3.c) Device and System Authentication, (CR-3.d)
Data Access Control

Demonstrate the capability authentication to PACS application by
using enterprise Active Directory

N/A

PR.AC-1, PR.AC-4, PR.AC-7

= Domain controller has been deployed and configured in the
Enterprise Services VLAN.

=  Philips PACS has been configured to incorporate the enterprise
AD with a display name of AD PACS.

= Domain groups have been created and assigned proper policies
and roles.

=  Atest user with username pacs-user has been set up in the test
AD PACS.

1. Launch the IntelliSpace PACS application on the IntelliSpace
PACS Enterprise server.

2. To set the authentication source, select AD PACS from the Log
on to dropdown list.

3. Enter the username and password, and then click on the login
button to login.

=  Authentication via AD PACS is successful.
= Access to patient data is based on group policy settings.

A user, pacs-user, who is in the Active Directory, was used to test
the access setup. After entering the username and the correct
password to the Philips IntelliSpace PACS Enterprise login page by
using the AD PACS as the authentication source, the login was
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1268 6.1.5 Test Case: PACS-4

Parent Requirement
Testable Requirement
Description

Associated Test Case

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

successful. The pacs-user account was validated to assure that
appropriate access control settings were applied.

Pacs-user authentication was further tested, first by entering an
incorrect password and next by incorrectly spelling the username.
These attempts failed.

(CR-4) Network Control and Security
(CR-6) Data Security

(CR-4.c) Microsegmentation, (CR-6.a) In-Transit Encryption

Demonstrate secure transfer of medical images from modalities to
archive systems by using microsegmentation.

PACS-3

PR.DS-2, PR.PT-1, PR.PT-3, PR.PT-4

Deploy and configure microsegmentation into the network
infrastructure.

Install, configure, and deploy modalities.

Configure network connections between RIS and modalities to
establish a DICOM connection.

Configure network connections between modalities and PACS to
establish a DICOM connection.

Populate RIS with simulated patient studies.

Install and configure a network traffic analyzer.

To schedule Radiology patient studies with the DVTk Modality

Emulator

1.

Launch the RIS Emulator desktop application and click the Start
button to open a DICOM connection with the Modality
Emulator

Using the Modality Emulator, click the Request Worklist button
to display a list of requested patient studies being sent from the
RIS.

Select a requested patient study from the list to send to Philips
PACS server.
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To store patient studies on the Philips PACS server by using DVTk
Modality Emulator

1. Click the Store Images button to send the selected patient
study to Philips PACS.

To verify that data are encrypted between the modality and PACS

1. Start a packet capture with Cisco Firepower between the
HIPswitches associated with the modality and PACS
respectively. A new window will appear with attribute text
boxes. For the Source Host, provide the IP address of the
modality’s HIPswitch. For the Destination Host, provide the IP
address of the PACS HIPswitch.

2. Export the produced packet captures to a packet capture
(PCAP) file.

3. Import the PCAP file into Wireshark, and try to read the data
captured.

= RIS establishes a DICOM connection with the modality to
schedule patient studies.

= DICOM communications channel established between modalities
Expected Results and PACS

= Modality Emulator can send patient studies to PACS.
= |n-transit data are encrypted.

The RIS, Modality, and PACS succeeded in establishing DICOM
connections after microsegmentation was implemented. Data being
transferred from Modality to PACS was encrypted through the
secured connection.

Actual Results

1269 6.1.6 Test Case: PACS-5

(CR-3) Enterprise Domain and Identity Management—Access
Parent Requirement Control
(CR-6) Data Security

(CR-3.b) User Authentication, (CR-3.c) Device and System
Testable Requirement Authentication, (CR-3.d) Data Access Control, (CR-6.a) In-Transit
Encryption

Show how clinical departments have access to only their
department’s medical images, and show that an encrypted
connection is used when clinical departments are accessing medical
images.

Description
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Associated Test Case

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

Expected Results

Actual Results

PACS-3

PR.AC-1, PR.AC-4, PR.AC-7, PR.DS-2, PR.PT-1, PR.PT-3, PR.PT-4

= Define different clinical departments (e.g., Radiology,
Cardiology, and Dermatology).

= Create role-based access control by assigning user accounts to
clinical departments.

= Configure and enable TLS connections on PACS and VNA.

= Patient records for multiple departments are stored on the
VNA.

To transfer patient studies from Philips PACS server to the
Radiology user group on the Hyland VNA server

1. Login to the Philips PACS to view stored patient records.

2. Select a patient study to send to Hyland VNA to be stored in the
Radiology department.

3. Export the selected patient study to the Radiology department
on the Hyland VNA.

To confirm that Hyland VNA user accounts can access only
approved departments

1. Loginto the Hyland VNA by using credentials with access to the
Radiology department’s patient records.

2. Verify that the patient study sent in the steps above is shown.
To evaluate TLS connection from Philips PACS to Hyland VNA

1. Start a packet capture on Cisco Firepower on the PACS-A
interface. A new window will appear with attribute text boxes.
For the Source Host, provide the IP address of the PACS. For the
Destination Host, provide the IP address of the VNA.

Export the produced packet captures to a PCAP file.

Import the PCAP file into Wireshark, and try to read the data
captured.

2
3

= The PACS transfers patient studies to a specific department
group on an archiving system

= User accounts on the archiving system are restricted to view
records to assigned department

= Data transfers from the PACS to the VNA are encrypted through
TLS communication

PACS was able to securely transfer patient studies by using TLS
encryption to the Radiology group on the archiving system. User
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1270 6.1.7 Test Case: PACS-6

Parent Requirement

Testable Requirement

Description
Associated Test Case

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

accounts with access to view Radiology patient studies were able to
access only studies linked to the Radiology department.

(CR-3) Enterprise Domain and Identity Management—Access
Control

(CR-6) Data Security

(CR-3.b) User Authentication, (CR-3.c) Device and System
Authentication, (CR-6.a) In-Transit Encryption

Show how to securely review archived medical images.

PACS-3

PR.AC-1, PR.AC-4, PR.AC-7, PR.DS-2, PR.PT-1, PR.PT-3, PR.PT-4

= Enable https connections on a web server and outside web
browser

=  Configure DICOM image web viewer to connect to outside web
browser

= Define different clinical departments (e.g., Radiology,
Cardiology, and Dermatology), and create user accounts to
correspond to clinicians who may work in those departments

= Create role-based access-control by assigning user accounts to
clinical departments

To authenticate as a Radiology user and securely view patient
studies for Radiology department on the VNA

1. Access Hyland NilRead on a web browser by using https
(https://<ip address of NilRead Viewer>).

Log in to the viewer as a Radiology user.

Click on the patient study record stored from Test Case 4, and
verify that the viewer is using https when displaying patient
images.
To evaluate encrypted data transfers from Hyland VNA to Hyland
NilRead Viewer

1. Start a packet capture on Cisco Firepower on the Clinical
Viewers interface. A new window will appear with attribute text
boxes. For the Source Host, provide the IP address of the web
viewer. For the Destination Host, provide the IP address of the
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Expected Results

Actual Results

1271 6.1.8 Test Case: PACS-7

Parent Requirement

Testable Requirement

Description

Associated Test Case

Associated Cybersecurity
Framework Subcategories

Preconditions

client computer accessing the PACS viewer through a web
browser.

Export the produced packet captures to a PCAP file.

Import the PCAP file into Wireshark, and try to read the data
captured.

DICOM image web viewer should be accessible and display
patient images using https.

Data sent from an archiving server to the DICOM image web
viewer should be encrypted.

Web viewer securely connected to the archiving server and
transmitted patient images to a client computer over https.

(CR-4) Network Control and Security

(CR-4.a) Network Segmentation and VLANSs, (CR-4.b) Firewall, and
Control Policies

Demonstrate network segmentation and routing between VLANs
within the PACS architecture by restricting guest network access

PR.AC-5, PR.PT-1, PR.PT-3, PR.PT-4

Domain controller is deployed and configured in the Enterprise
Services VLAN.
Windows computer is deployed to the guest network.
Cisco Firepower Threat Defense interfaces are configured.
Cisco Firepower access control policy, with a default action of
Block All Traffic, is created and applied to the Cisco Firepower
Threat Defense Appliance.
Cisco Firepower access control policy is configured with the
following access control rules:
e Allow DHCP traffic from Guest network to Domain
Controller.
e Allow DNS traffic from Guest network to Domain
Controller.
e Allow http and https traffic from Guest network to
wide area network (WAN) interface.
DHCP relay is configured on the Guest network interface
through Firepower Management Center.
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Procedure

To test that DHCP services are available for Guest network

S A

Power on Windows computer on the Guest network and log in.

Right-click on Windows Start button and select Network
Connections.

Right-click on the network interface connected to the Guest
network and select Properties.

Click on Internet Protocol Version 4 (TCP/IPv4) and click
Properties and select Obtain an IP address automatically, then
click OK.

Run the Command Prompt from the Windows Start button.
At the command line type ipconfig 7all
Ensure DHCP Enabled is set to Yes.

Ensure IPv4 Address, Subnet Mask, Default Gateway, and
DHCP Server are populated according to your DHCP settings.

To test that DNS services are available for Guest network

1.

Right-click on Windows Start button and select Network
Connections.

Right-click on the network interface connected to the Guest
network and select Properties.

Click on Internet Protocol Version 4 (TCP/IPv4) and click
Properties. Select Obtain DNS server address automatically
and click OK.

Run the Command Prompt from the Windows Start button.
At the command line type ipconfig /all

Ensure DNS Servers is populated according to your DHCP
settings.

At the command line type nslookup

Verify that the Default Address and Address are populated
with the correct DNS server.

At the prompt, type a URL (nist.gov) and ensure an IP address
(129.6.13.49) is returned by the DNS server.

To test that traffic from Guest network to internal VLANSs is blocked

1.

Open a web browser from the Windows computer connected
to the Guest network.

Type an IP address (192.168.140.131) that corresponds to a
PACS web server from one of the internal PACS VLANs into the
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address bar. The web browser should not be able to retrieve
the web page.

3. Right-click on Windows Start button and select Command
Prompt. At the command line, attempt to ping the VNA server
from one of the internal PACS VLANSs by typing ping
192.168.130.120

4. Ensure command prompt returns Request timed out and no
packets are received.

To test that only web traffic from Guest network to the WAN is
allowed

1. Open a web browser from the Windows computer connected
to the Guest network.

Type a URL (https://www.nist.gov/) into the address bar.

Wait for website to load properly.

Right-click on Windows Start button and select Command
Prompt.

5. At the command line, attempt to ping an external web server
by typing ping nist.gov

6. Ensure command prompt returns Request timed out and no
packets are received.

= Computers with interfaces connected to Guest network will
automatically be provisioned an IPv4 address.

=  Computers with interfaces connected to the Guest network will
automatically be provisioned a DNS server address.

Expected Results = All traffic, excluding the exceptions for DNS and DHCP,
originating from the Guest network and destined for any
internal PACS VLAN will be blocked.

= http and https traffic originating from the Guest network and
destined for the WAN interface will be allowed.

Upon booting up for the first time, the Windows computer on the
Guest network was allocated an IPv4 address within the DHCP
scope address pool and provisioned a DNS server address and was
successfully able to resolve the IP address of a provided URL. The
Actual Results computer was not able to communicate with other devices in the
internal PACS VLANs (192.168.140.131 and 192.168.130.120) using
different network protocols (https and internet control message
protocol [ICMP]) but was able to communicate with external web
servers through a web browser using http and https.
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1272 6.1.9 Test Case: PACS-8

Parent Requirement (CR-4) Network Control and Security

Testable Requirement (CR-4.d) Anomalies and Events Detection (Behavioral Analytics)

Demonstrate capability to detect abnormal network traffic across

Description the PACS architecture.

Associated Test Case PACS-7

ST BN eV I8 DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-5, DE.CM-1, DE.CM-3, and
Framework Subcategories [l H&\V/Ev}

= PACS architecture is implemented and network connections have
been tested and are operational.

Zingbox Inspector is deployed and configured in the Security
Services VLAN.

Virta Labs BlueFlow is deployed and configured in the Security
Services VLAN.

Preconditions

1. Open a web browser and navigate to the web portal of Virta
Labs BlueFlow.

Enter credentials and log in.
Navigate to Connectors > Discovery.

Enter a subnet range (192.168.0.0/16) on which BlueFlow will
run an IP scan.

5. Click Run and wait for discovery process to finish.

Open a web browser and navigate to the web portal of Zingbox
Cloud.

Enter credentials and log in.
Navigate to Alerts > Security Alerts.

Under Alerts, look for an alert named Suspicious internal IP
scans and an alert type of scanner.

10. Expand the alert, hover over a subsection, and click on View
Details.

11. On the Alert Details page, verify that the client IP that the IP
scans originated from corresponds to the BlueFlow device.

Procedure

= Zingbox correctly identifies BlueFlow’s IP scan and creates a

Expected Results . .. .
P security alert for suspicious activity.

Zingbox identified BlueFlow’s IP scan as suspicious activity and
Actual Results created a security alert. Zingbox also created a security alert the
second time a BlueFlow IP scan was run but stopped creating alerts
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for subsequent IP scans from the BlueFlow device. While the
BlueFlow scan was approved and not malicious, this type of
scanning can be performed by malicious devices attempting to
discover devices on the network.

1273  6.1.10 Test Case: PACS-9

(CR-4) Network Control and Security

Parent Requirement R . .
(CR-5) Endpoint Protection and Security

(CR-4.e) Intrusion Detection and Prevention, (CR-5.a) Device
Testable Requirement Hardening and Configuration, (CR-5.b) Malware Detection and
Prevention

Demonstrate capability to detect threats affecting PACS servers and
Description related endpoints. This test also demonstrates an intrusion
detection capability.

Associated Test Case N/A

ST BN RV ST a DE.CM-1, DE.CM-4, PR.PT-1, PR.PT-3, PR.PT-4
Framework Subcategories

= PACS architecture is implemented and network connections
have been tested and are operational.

= Symantec Endpoint Protection appliance is deployed and
configured in the Security Services VLAN.

= Symantec Endpoint Protection agent is installed on an
endpoint.

= The endpoint agent is connected to the Symantec Endpoint
Protection Manager.

Preconditions

To verify that the endpoint agent is connected to the SEP
management server

1. Login to the SEP management console
(https://192.168.190.172:8443/console/apps/sepm), click
Clients, and select the target group (e.g., PACS).

Procedure 2. Click the Client tab in the PACS group to list the client
information in a table.

3. The endpointis listed under the Name column with a Health
State of online

To verify that the endpoint receives the current policy updates

5. Navigate to the Client tab in the SEP management console.
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6. The policy serial number should match the serial number of the
endpoint found at Help > Troubleshooting in the endpoint
agent.

To verify that the proper protections are enforced on the endpoint

1. Navigate to the Client tab in the SEP management console.

2. Inthe PACS group, change the drop-down list selection to
Protection Technology and review the protection categories
status (enabled or disabled).

To add a System Lockdown policy to prevent unwanted applications
from running

1. Enable the System Lockdown policy from the parent group of
PACS.

2. Select the Blacklist Mode, add a test application (e.g.,
7zFM.exe) to the list, and save the policy.

3. From the endpoint, click on the Symantec shield icon and click
Update Policy.

To verify that the virus and spyware protection policy works

1. Use a browser on the endpoint to download an antivirus test
file from the EICAR website (https://www.eicar.org/).
Click the image labeled DOWNLOAD ANTI MALWARE TESTFILE.

Click the eicar.com link under Download area using the secure,
SSL enabled protocol https.

4. A Symantec notification will appear, informing you that a risk is
found.

= Files added to the Blacklist are not allowed to be run.
Expected Results = Linking to the test virus file will lead to a warning, and the
threat should be locked.

Prior to the lockdown policy enforcement, the 7zFM.exe file and
7zFM file manager console were able to run on the endpoint. After
the lockdown policy enforcement, the 7zFM.exe file was not able to
run, and a warning message appeared stating, “Windows cannot
access the specified device, path, or file. You may not have the
Actual Results appropriate permissions to access the item.”

When accessing the malware test file, the following message
appeared: “Symantec Endpoint Protection [SID:24461] Diagnostic:
EICAR Standard Anti-Virus Test File detected, Symantec Service
Framework.”
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1274 6.1.11 Test Case: PACS-10

Parent Requirement

Testable Requirement

Description

Associated Test Case

Associated Cybersecurity
Framework Subcategories

Preconditions

Procedure

(CR-3) Enterprise Domain and Identity Management—Access
Control

(CR-7) Remote Access

(CR-3.a) Privileged Access Management, (CR-3.b) User
Authentication

Demonstrate capability to provide controlled remote access to
PACS systems using the two-factor authentication.

PACS-3

PR.AC-3

= TDi Technology ConsoleWorks is installed and configured to use
Active Directory for username and password authentication.

= Proper access control rules, tags, and profiles are defined to
allow access to necessary resources.

= User accounts for remote access are set up and linked to
profiles set for each remote user who needs to access the PACS
servers.

= Symantec VIP Enterprise Gateway is installed and integrated
with ConsoleWorks by using the RADIUS connection.

= To supplement standard username/password logins on a
variety of servers and services, the VIP Access smartphone
application is installed, and a credential ID has been acquired
from Symantec for receiving time sensitive tokens.

= Test user credentials are registered in the VIP manager and
associated to the account.

To verify that username/password are not sufficient to log in

1. Use a web browser to connect to the TDi console
(https://192.168.1.4:5176) and log in with username/password.

2. Verify that the login is unsuccessful.

To verify the two-factor authentication using username/password
with a VIP token

1. Use a browser to connect to the TDi console:
(https://192.168.1.4:5176).

2. Open the VIP Access smartphone application. It should display a
security code with a valid time duration.

3. Loginto the TDi console with username/password followed by
the VIP security token found in the smartphone application.
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To verify that the user can access only the granted resources

1. Select the Graphical menu to open a Graphical View.
2. Check the list of graphical connections to ensure that only
allowed connections are visible.

3. Check each of the graphical connections by clicking on Connect
and verifying that the console properly connects.

=  Logging in to the TDi console with a valid username/password
without a 2FA token should fail with the message “Invalid User
Credentials.”

= Logging in to the TDi console with a valid username/password
with valid 2FA token should be successful.

= Authenticated user should have access to list of approved
graphical connections and should be able to connect to these
servers.

Expected Results

Using a pre-created Hyland user as an example, the first attempt to
log in to the TDi console with only a username and password failed.
The second attempt to log in, this time with a 2FA token, was
successful. From the dashboard, the Graphical View menu was
opened, and only approved graphical connections were visible to
the Hyland user (e.g., Hyland VNA, Hyland Database). The user was
able to connect to these remote servers and authenticate with a
Hyland service account.

Actual Results

7 Future Build Considerations

During this project and development of this practice guide, we did not implement several components;
however, these omitted components should be considered. We did not implement an EHR system, and
we used simulated medical imaging devices rather than physically deploying them.

Another topic that this practice guide does not implement is the storage tier. An approach to address
storage is to examine cloud solutions. Medical images require robust storage media scalability and
protection, including data encryption, key management, access control, detection when data are
accessed or transported, and recoverability. As HDOs consider using cloud storage providers,
organizations need to consider several factors to ensure appropriate information safeguards. Addressing
cloud storage for healthcare has data security implications that exceed safeguarding medical images. An
update to this practice guide will better address cyber risks associated with cloud storage solutions.
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2FA
AES
ARP
AV
CDA
CIA
CISs
CISA
CPOE
CcT
DICOM
DNS
DoS
EHR
FDA
FIM
FMC
FTD
GRC
IETF
HDO
HIP
HIPPA

HIPS

Two-Factor Authentication

Advanced Encryption Standard

Address Resolution Protocol

Anti-Virus

Clinical Document Architecture
Confidentiality, Integrity, and Availability
Clinical Information System

Cyber Infrastructure Security Agency
Computerized Physician Order Entry
Computed Tomography

Digital Imaging and Communications in Medicine
Domain Name Service

Denial of Service

Electronic Health Record

Food and Drug Administration

File Integrity Monitoring

Firepower Management Center
Firepower Threat Defense

Governance, Risk, and Compliance
Internet Engineering Task Force
Healthcare Delivery Organization

Host Identity Protocol

Health Insurance Portability and Accountability Act

Host Intrusion Prevention System
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HIS Health Information System

HL7 Health Level 7

HTM Healthcare Technology Management

http Hypertext Transfer Protocol

https Hyper Text Transfer Protocol Secure

IDN Identity Defined Networking

IEC International Electrotechnical Commission
IDS Intrusion Detection System

IHE Integrating Health Enterprise

loT Internet of Things

IPSec Internet Protocol Security

IT Information Technology

MAC Media Access Control

MRI Magnetic Resonance Imaging

NCCoE National Cybersecurity Center of Excellence
NGFW Next Generation Firewall

NIST National Institute of Standards and Technology
PACS Picture Archiving and Communication System
PAM Privileged Access Management

PCAP Packet Capture

PET Positron Emission Tomography

PHI Protected Health Information

PKI Public Key Infrastructure

RBAC Role Based Access Control

RFC Request for Comments

RIS Radiology Information System
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RMF
SAN
SDN
SHA
SMB
SP

SSE
SSL/TLS
TCP/IP
URL
ViP
VLAN
VNA
VPN

Risk Management Framework

Storage Area Network

Software Defined Networking

Secure Hash Algorithm

Server Message Block

Special Publication

Systems Security Engineering

Secure Socket Layer/Transport Layer Security
Transmission Control Protocol/Internet Protocol
Uniform Resource Locator

Validation and ID Protection

Virtual Local Area Network

Vendor Neutral Archive

Virtual Private Network
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This practice guide limits its scope to a defined boundary regarding the scheduling, acquisition, use, and
storage of medical imaging and associated information for those images. Conceptually, this is bound in a
medical imaging ecosystem and applies contextual controls to that ecosystem. Healthcare delivery
organization (HDO) environments, however, feature greater complexity than this practice guide may
address. That is, the medical imaging ecosystem resides within an enterprise infrastructure that should
implement a pervasive set of controls. The project assumes that an HDO implements pervasive controls
that may have material impact on mitigating the HDO’s overall cybersecurity risk profile but are not
implemented in the lab build. Pervasive controls may be inherited by systems that operate within the
HDO infrastructure, but coverage may not be absolute. As such, contextual controls may be
implemented to address gaps or to augment pervasive control capabilities. Pervasive controls tend to be
organizational in scope, although they may also apply to specific systems and network components
within the organization. Pervasive controls may be technical or procedural in nature. The pervasive
control concept is borrowed from auditing frameworks that discuss the use of entity controls that have
varying degrees of effects that are pervasive or have a widespread effect across an entity or
organization [36].

Understanding the pervasive control concept can be done through an analogy. An individual may live in
a house or apartment, which exists in a neighborhood. That neighborhood may then be part of a town
or a city. The town or city may include a number of services, such as police, fire, and rescue. Utilities,
such as water or electricity, may be provided to the community through the town or city or through a
third-party rendering service. Pervasive controls are those that, while available to the house or
apartment, are not implemented by the occupant. The house or apartment may have locks, alarms, or
fire suppressant devices that the occupant installed or has direct control over. Those controls are
contextual to the house or apartment. In this analogy, the medical imaging ecosystem is the house that
resides in an HDO town or city.

Pervasive control examples within HDOs include governance, risk, and compliance (GRC) systems that
address a diverse range of functions needed to operate a cybersecurity strategy, including performance
and management of enterprise risk, tracking information technology (IT) assets, incident response
processes, IT disaster recovery and business continuity, and data loss prevention (DLP), which would be
used to prevent data exfiltration by using tools that are outside the picture archiving and
communication system (PACS) and medical imaging ecosystem. This project implemented contextual
controls pertinent to the medical imaging ecosystem and assumes implementation of pervasive controls
across the enterprise. For purposes of this project, pervasive controls that we feel are material but are
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not implemented in the medical imaging ecosystem context pertinent to the immediate control

environment of the laboratory’s PACS environment are noted in Table C-1 below.

Table C-1 Pervasive Security Controls

Cybersecurity

Framework
Subcategory

ID.AM-1, ID.AM-2

Description

ID.AM-1: Physical
devices and systems
within the organization
are inventoried.
ID.AM-2: Software
platforms and
applications within the
organization are
inventoried.

Potential Implementation

GRC suite that includes an asset
management module. A potential
tool that may address may be
Clearwater Compliance IRM
Analysis tool.

The application of such tools
would address IT general assets
such as servers, workstations, and
other components that may
interact with the PACS
environment but do not fall
within the control environment
established for this project.

IT general assets may be managed
by a centralized IT organization
that is not directly involved in
supporting or maintaining the
PACS environment or medical
imaging devices.

ID.RA-4 , ID.RA-6

ID.RA-4: Potential
business impacts and
likelihoods are
identified.

ID-RA6: Risk responses
are identified and
periodized.

These two controls address
enterprise risk management.
ID.RA-4 may be addressed
through implementing business
impact assessments or enterprise
risk assessments.

ID.RA-6 considers the case where
enterprise risk has been identified
or where the HDO has
determined that existing controls
need to be enhanced or added.
Those determinations are often
documented in a Plan of Action
and Milestones that describes
tasks needing to be addressed,
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Cybersecurity

Framework
Subcategory

Description

Potential Implementation

resources required, and milestone
dates for realization of tasks.

Typical control implementation to
address ID.RA-4 and ID.RA-6
would include a GRC suite with an
enterprise risk management
module.

The Clearwater Compliance IRM

Analysis tool may be relevant as
well.

PR.AC-2 PR.AC-2: Physical Server assets may be hosted in a
access to assets is data center with appropriate
managed and physical security and
protected. environmental controls.

PR.DS-5 PR.DS-5: Protections This control addresses the
against data leaks are possibility of data exfiltration and
implemented. may consider options wherein

clinical or other sensitive data are
migrated outside the HDO
perimeter by using email or web
services.

Typical controls to be deployed at
the internet border may include
DLP tools. An example tool may
be the Symantec DLP solution.

PR.IP-6 PR.IP-6: Data is This control addresses the need

destroyed according to
policy.

to destroy data as appropriate
should that data reach end of life.
PACS and VNA control
mechanisms would address
objects within their purview, but
HDOs should look at pervasive
mechanisms to address when
data may reside on workstations,
endpoint devices, or removable
media. In addressing appropriate
data destruction measures, HDOs
should consult National Institute
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Cybersecurity

Framework
Subcategory

Description

Potential Implementation

of Standards and Technology
Special Publication 800-88 rev. 1,
Guidelines for Media Sanitation.

PR.IP-9
PR.IP-10

PR.IP-9: Response plans
(Incident Response and
Business Continuity)
and recovery plans
(Incident Recovery and
Disaster Recovery) are
in place and managed.
PR.IP-10: Response and
recovery plans are
tested.

These controls pertain to
enterprise response and recovery
planning, including disaster
recovery, and assurance that the
plans are regularly tested.

Incident response planning may
be addressed in several different
ways that include establishing an
incident response team, capturing
data regarding reported or
detected security events, and
remediation. Inclusive of
establishing incident response
procedures, organizations may
consider developing “play books”
that could consist of established
procedures based on determining
certain threat types that may
require courses of action different
from standard incident handling.

Recovery plans, which may
consist of business continuity
plans, and disaster recovery plans
should be established.
Organizations may consider
maintaining these plans, including
establishing “play books,” as
maintained out of band, e.g., in
physical format or in mechanisms
that provide assurance that the
plans themselves are inaccessible
in case of a security event.
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Cybersecurity Description Potential Implementation

Framework
Subcategory

Management of such plans may
be maintained in GRC suites that
include modules designed to
house such plans and establish
regular testing schedules.

RS.RP-1 Response plan is Response plans may be managed
executed during or through a GRC solution. Physical
after an event. copies of response plans should

be maintained to allow for
potential system outages.

RC.RP-1 Recovery plan is Recovery plans may be managed
executed during or through a GRC solution. Physical
after a cybersecurity copies of recovery plans should
incident. be maintained to allow for

potential system outages.
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Appendix D Aligning Controls Based on Threats

C/1/A Threat Event

C Abuse of credentials or
insider threat

National Institute of Standards and Technology
Cybersecurity Framework Mitigating Control

PROTECT (PR)

Access Control
User Identification and Authentication

DETECT (DE)

Anomalies and Events Detection
Security Continuous Monitoring

C Credential compromise

PROTECT (PR)

Access Control
User Identification and Authentication

DETECT (DE)

Anomalies and Events Detection
Security Continuous Monitoring

C Data exfiltration

PROTECT (PR)

Data Security and Privacy
Information Protection Processes and Procedures
Protective Technology

DETECT (DE)

Anomalies and Events Detection
Security Continuous Monitoring

I Data in-transit disruption

PROTECT (PR)

Data Security and Privacy
Communications and Network Security

DETECT (DE)

Anomalies and Events Detection
Security Continuous Monitoring

| Data alteration

PROTECT (PR)

Access Control
Data Security and Privacy
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Threat Event

National Institute of Standards and Technology

Cybersecurity Framework Mitigating Control

DETECT (DE)

Anomalies and Events Detection

Security Continuous Monitoring

I Time synchronization

PROTECT (PR)

Data Security and Privacy
Maintenance

Communications and Network Security

DETECT (DE)

Anomalies and Events Detection
Security Continuous Monitoring

| Introduction of malicious
software

PROTECT (PR)

Protective Technology

DETECT (DE)

Anomalies and Events Detection
Security Continuous Monitoring

I Unintended use of service

IDENTIFY (ID)

ID.AM-2: Software platforms and applications within
the organization are inventoried.

PROTECT (PR)

PR.PT-3: The principle of least functionality is
incorporated by configuring systems to provide only
essential capabilities.

DETECT (DE)

Security Continuous Monitoring

A Data storage disruption

IDENTIFY (ID)

ID.BE-5: Resilience requirements to support delivery
of critical services are established for all operating
states (e.g., under duress/attack, during recovery,
during normal operations).
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Threat Event

National Institute of Standards and Technology

Cybersecurity Framework Mitigating Control

PROTECT (PR)

Data Security and Privacy

Information Protection Processes and Procedures
Communications and Network Security

PR.PT-5: Mechanisms (e.g., failsafe, load balancing,
hot swap) are implemented to achieve resilience
requirements in normal and adverse situations.

A Network disruption

PROTECT (PR)

Data Security and Privacy
Communications and Network Security

DETECT (DE)

Anomalies and Events Detection
Security Continuous Monitoring

A Backup/recovery disruption

PROTECT (PR)

Information Protection Processes and Procedures

RECOVER (RC)

Recovery and Restoration

A Supply chain compromise

IDENTIFY (ID)

ID.SC-5: Response and recovery planning and testing
are conducted with suppliers and third-party
providers.
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Certain commercial entities, equipment, products, or materials may be identified by name of company
logo or other insignia in order to acknowledge their participation in this collaboration or to describe an
experimental procedure or concept adequately. Such identification is not intended to imply special
status or relationship with NIST or recommendation or endorsement by NIST or NCCoE; neither is it
intended to imply that the entities, equipment, products, or materials are necessarily the best available
for the purpose.

National Institute of Standards and Technology Special Publication 1800-24C, Natl. Inst. Stand. Technol.
Spec. Publ. 1800-24C, 236 pages, (September 2019), CODEN: NSPUE2

You can improve this guide by contributing feedback. As you review and adopt this solution for your
own organization, we ask you and your colleagues to share your experience and advice with us.

Comments on this publication may be submitted to: hit nccoe@nist.gov.

Public comment period: September 16, 2019 through November 18, 2019

As a private-public partnership, we are always seeking feedback on our practice guides. We are
particularly interested in seeing how businesses apply NCCoE reference designs in the real world. If you
have implemented the reference design, or have questions about applying it in your environment,
please email us at hit_nccoe@nist.gov .

All comments are subject to release under the Freedom of Information Act.

National Cybersecurity Center of Excellence
National Institute of Standards and Technology
100 Bureau Drive
Mailstop 2002
Gaithersburg, MD 20899

Email: nccoe@nist.gov
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The National Cybersecurity Center of Excellence (NCCoE), a part of the National Institute of Standards
and Technology (NIST), is a collaborative hub where industry organizations, government agencies, and
academic institutions work together to address businesses’ most pressing cybersecurity issues. This
public-private partnership enables the creation of practical cybersecurity solutions for specific
industries, as well as for broad, cross-sector technology challenges. Through consortia under
Cooperative Research and Development Agreements (CRADAs), including technology partners—from
Fortune 50 market leaders to smaller companies specializing in information technology security—the
NCCoE applies standards and best practices to develop modular, easily adaptable example cybersecurity
solutions using commercially available technology. The NCCoE documents these example solutions in
the NIST Special Publication 1800 series, which maps capabilities to the NIST Cybersecurity Framework
and details the steps needed for another entity to re-create the example solution. The NCCoE was
established in 2012 by NIST in partnership with the State of Maryland and Montgomery County,
Maryland.

To learn more about the NCCoE, visit https://www.nccoe.nist.gov/. To learn more about NIST, visit
https://www.nist.gov.

NIST Cybersecurity Practice Guides (Special Publication 1800 series) target specific cybersecurity
challenges in the public and private sectors. They are practical, user-friendly guides that facilitate the
adoption of standards-based approaches to cybersecurity. They show members of the information
security community how to implement example solutions that help them align more easily with relevant
standards and best practices, and provide users with the materials lists, configuration files, and other
information they need to implement a similar approach.

The documents in this series describe example implementations of cybersecurity practices that
businesses and other organizations may voluntarily adopt. These documents do not describe regulations
or mandatory practices, nor do they carry statutory authority.

Medical imaging plays an important role in diagnosing and treating patients. The system that manages
medical images is known as the picture archiving communication system (PACS) and is nearly ubiquitous
in healthcare environments. PACS is defined by the Food and Drug Administration (FDA) as a Class Il
device that “provides one or more capabilities relating to the acceptance, transfer, display, storage, and
digital processing of medical images.” PACS centralizes functions surrounding medical imaging
workflows and serves as an authoritative repository of medical image information.
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PACS fits within a highly complex healthcare delivery organization (HDO) environment that involves
interfacing with a range of interconnected systems. PACS may connect with clinical information systems
and medical devices and may involve engaging with health professionals who may be both internal and
external to the HDO. This complexity may introduce or expose opportunities that allow malicious actors
to compromise the confidentiality, integrity, and availability of the PACS ecosystem.

The NCCoE at NIST analyzed risk factors regarding the PACS ecosystem by using a risk assessment based
on the NIST Risk Management Framework, and the NCCoE leveraged the NIST Cybersecurity Framework
and other relevant standards to identify measures to safeguard the ecosystem. The NCCoE developed an
example implementation that demonstrates how HDOs can use standards-based, commercially available
cybersecurity technologies to better protect the PACS ecosystem. This practice guide will help HDOs
implement current cybersecurity standards and best practices, to reduce their cybersecurity risk while
maintaining the performance and usability of PACS.

Access control; auditing; authentication; authorization; behavioral analytics; DICOM, encryption
microsegmentation; multifactor authentication; PACS; picture archiving and communication system;
PAM; privileged account management; vendor neutral archive; VNA.

We are grateful to the following individuals for their generous contributions of expertise and time.

Name Organization

Matthew Hyatt Cisco

Kevin McFadden Cisco

Cletis McLean Cisco

Peter Romness Cisco

Deidre Cruit Clearwater Compliance
Mike Nelson DigiCert

Taylor Williams DigiCert
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Name Organization

Andy Gray Forescout

Katherine Gronberg Forescout

William Canter Hyland

Kevin Dietz Hyland

David Alfonso Philips Healthcare
Jonathan Bagnall Philips Healthcare
Julian Castro Philips Healthcare
Sukanta Das Philips Healthcare
Jason Dupuis Philips Healthcare
Michael McNeil Philips Healthcare
Dwayne Thaele Philips Healthcare
Steve Kruse Symantec

Derek Peters Symantec

Axel Wirth Symantec

Bill Johnson TDi Technologies
Pam Johnson TDi Technologies
Robert Armstrong Tempered Networks
Nicholas Ringborg Tempered Networks
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Name Organization

Mehwish Akram The MITRE Corporation
Steve Edson The MITRE Corporation
Sallie Edwards The MITRE Corporation
Donald Faatz The MITRE Corporation
Harry Perper The MITRE Corporation
Randy Esser Tripwire

Onyeka Jones Tripwire

Jim Wachhaus Tripwire

Sandra Osafo University of Maryland University College
Henrik Holm Virta Labs

Michael Holt Virta Labs

Ben Ransford Virta Labs

Jun Du Zingbox

Damon Mosk-Aoyama Zingbox

David Xiao Zingbox

The Technology Partners/Collaborators who participated in this build submitted their capabilities in
response to a notice in the Federal Register. Respondents with relevant capabilities or product
components were invited to sign a Cooperative Research and Development Agreement (CRADA) with
NIST, allowing them to participate in a consortium to build this example solution. We worked with:
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Technology Partner/Collaborator Build Involvement

Cisco Cisco Firepower Version 6.3.0
Cisco Stealthwatch Version 7.0.0

Clearwater Compliance Clearwater Information Risk Management Analysis
DigiCert DigiCert PKI Platform

Forescout Forescout CounterACT 8

Hyland Hyland Acuo Vendor Neutral Archive Version 6.0.4

Hyland NilRead Enterprise Version 4.3.31.98805
Hyland PACSgear Version 4.1.0.64

Philips Healthcare Philips Enterprise Imaging Domain Controller
Philips Enterprise Imaging IntelliSpace PACS
Philips Enterprise Imaging Universal Data Manager

Symantec Symantec Endpoint Detection and Response (EDR)
Version 4.1.0

Symantec Data Center Security: Server Advanced
(DCS:SA) Version 6.7

Symantec Endpoint Protection (SEP 14) Version 14.2
Symantec Validation and ID Protection Version 9.8.4

Windows
TDi Technologies TDI Technologies ConsoleWorks Version 5.1-0ul
Tempered Networks Tempered Networks Identity Defined Networking

(IDN) Conductor and HIPSwitch Version 2.1

Tripwire Tripwire Enterprise Version 8.7
Virta Labs BlueFlow Version 2.6.4
Zingbox Zingbox loT Guardian
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The following volumes of this guide show information technology (IT) professionals and security
engineers how we implemented this example solution. We cover all of the products employed in this
reference design. We do not recreate the product manufacturers’ documentation, which is presumed to
be widely available. Rather, these volumes show how we incorporated the products together in our
environment.

Note: These are not comprehensive tutorials. There are many possible service and security configurations
for these products that are out of scope for this reference design.

1.1 Practice Guide Structure

This National Institute of Standards and Technology (NIST) Cybersecurity Practice Guide demonstrates a
standards-based reference design and provides users with the information they need to replicate all or
parts of the example implementation that was built in the National Cybersecurity Center of Excellence
(NCCoE) lab. This reference design is modular and can be deployed in whole or in part.

This guide contains three volumes:

NIST SP 1800-24A: Executive Summary
NIST SP 1800-24B: Approach, Architecture, and Security Characteristics — what we built and why
NIST SP 1800-24C: How-To Guides — instructions for building the example solution (you are here)

Depending on your role in your organization, you might use this guide in different ways:

Business decision makers, including chief security and technology officers, will be interested in the
Executive Summary, NIST SP 1800-24A, which describes the following topics:

challenges that enterprises face in securing the picture archiving and communication system (PACS)
example solution built at the NCCoE
benefits of adopting the example solution

Technology or security program managers who are concerned with how to identify, understand, assess,
and mitigate risk will be interested in NIST SP 1800-24B, which describes what we did and why. The
following sections will be of particular interest:

Section 3.4, Risk Assessment, describes the risk analysis we performed.

Section 3.5, Security Control Map, maps the security characteristics of this example solution to
cybersecurity standards and best practices.

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS) 1
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You might share the Executive Summary, NIST SP 1800-24A, with your leadership team members to help
them understand the importance of adopting standards-based, commercially available technologies that
can help secure the PACS ecosystem.

IT professionals who want to implement an approach like this will find this whole practice guide useful.
You can use this How-To portion of the guide, NIST SP 1800-24C, to replicate all or parts of the build
created in our lab. This How-To portion of the guide provides specific product installation, configuration,
and integration instructions for implementing the example solution. We do not recreate the product
manufacturers’ documentation, which is generally widely available. Rather, we show how we
incorporated the products together in our environment to create an example solution.

This guide assumes that IT professionals have experience implementing security products within the
enterprise. While we have used a suite of commercial products to address this challenge, this guide does
not endorse these particular products. Your organization can adopt this solution or one that adheres to
these guidelines in whole, or you can use this guide as a starting point for tailoring and implementing
parts of PACS security solution. Your organization’s security experts should identify the products that
will best integrate with your existing tools and IT system infrastructure. We hope that you will seek
products that are congruent with applicable standards and best practices. Section 3.6, Technologies, lists
the products that we used and maps them to the cybersecurity controls provided by this reference
solution.

A NIST Cybersecurity Practice Guide does not describe “the” solution, but a possible solution. This is a
draft guide. We seek feedback on its contents and welcome your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to
hit_nccoe@nist.gov.

Acronyms used in figures can be found in Appendix A.

1.2 Build Overview

The NCCoE built a hybrid virtual-physical laboratory environment to explore methods to effectively
demonstrate the capabilities in securing the PACS ecosystem. While the project implemented PACS and
vendor neutral archive (VNA) solutions, as well as implemented security controls, the environment
leverages modality emulation to simulate medical image acquisition. The project also implemented an
emulated radiology information system (RIS), used to generate modality work lists and therefore
support common medical imaging workflows. The project then applied security controls to the lab
environment. Refer to NIST SP 1800-24B, Approach, Architecture, and Security Characteristics, for an
explanation of why we used each technology.
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1.3 Typographic Conventions

The following table presents typographic conventions used in this volume.

Typeface/Symbol Meaning Example
Italics file names and path names; For language use and style guidance,
references to documents that | see the NCCoE Style Guide.
are not hyperlinks; new
terms; and placeholders
Bold names of menus, options, Choose File > Edit.
command buttons, and fields
Monospace command-line input, mkdir

onscreen computer output,
sample code examples, and
status codes

Monospace Bold

command-line user input
contrasted with computer
output

service sshd start

blue text

link to other parts of the
document, a web URL, or an
email address

All publications from NIST’s NCCoE
are available at
https://www.nccoe.nist.gov.
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1.4 Logical Architecture Summary

Figure 1-1 depicts a reference network architecture, introduced in NIST SP 1800-24B, Section 4.2, Final
Architecture, which performs groupings that would translate to network segments or zones. The
rationale behind segmentation and zoning is to limit trust between areas of the network. In considering
a hospital infrastructure, the NCCoE identified devices and usage and grouped them by usage. The
grouping facilitated identification of network zones. Once zones are defined, infrastructure components
may be configured so that those zones do not inherently have network access to other zones within the
hospital network infrastructure. Segmenting the network in this fashion limits the overall attack surface
posed to the PACS environment and considers the network infrastructure configuration as part of an
overall defense-in-depth strategy.

Figure 1-1 PACS Final Architecture
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This section of the practice guide contains detailed instructions for installing and configuring the
products that the NCCoE used to build an instance of the example solution.

The project implemented security capabilities across the laboratory infrastructure, to safeguard the
emulated modalities, emulated RIS, viewer workstations, and PACS and VNA systems. Security control
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products that align with capabilities were implemented for the environment. Products that align with
the security capabilities are enumerated in NIST 1800-24B, Section 3.6, Technologies, Table 3-5.

2.1 Picture Archiving and Communication System (PACS)

This project implemented two separate PACS: Philips IntelliSpace solution and an open source PACS
(DCMACHEE). These PACS systems are used to emulate the case where healthcare delivery organizations
(HDOs) may have different PACS vendors installed in their environment.

2.1.1  Philips IntelliSpace PACS

The project implements the Philips IntelliSpace PACS solution as a central component to the lab build.
IntelliSpace includes several common features, such as the ability to integrate digital imaging and
communication in medicine (DICOM) and non-DICOM images and provides the project team the ability
to emulate common medical imaging workflow processes. The project deploys an IntelliSpace instance
to receive images from an open source modality emulator tool, which allows the project to simulate
working HDO environments. The project integrates IntelliSpace with the Hyland VNA solution also
installed in the lab.

System Requirements

Philips IntelliSpace system consists of several components installed on different VMware virtual
machines (VMs). Base configuration requirements to construct the IntelliSpace VMs are depicted in
Table 2-1.

Table 2-1 Base VM Configuration Requirements

VM Name Description Central Memory Storage Operating  Software
Processing System
Unit (CPU)
DC1 Domain 4 8 gigabytes 200 GB | Microsoft | Microsoft
Controller (GB) of Windows | Structured Query
random Server Language (SQL)
access 2012 2012, Internet
memory Information
(RAM) Services (lIS) 7
IntelliSpace | Infrastructure, | 4 8 GB RAM 200 GB Microsoft | Microsoft SQL
Server Integration, Windows 2012,1IS7
Rhapsody Server
Health Level 7 2012
(HL7), DICOM
processor,
SQL Database
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Description Central Memory Storage Operating  Software

Processing System
Unit (CPU)

(DB),
Anywhere
Viewer (web
client)

UDM Universal Data | 4 8 GB RAM 200 GB | Microsoft | Microsoft SQL
Manager Windows | 2012,11S7
(UDM), WEB Server
DICOM 2012
services

Image
Lifecycle
Management
Image pre
fetching from
VNA

205 IntelliSpace PACS Client Installation

206  The project team collaborated with a team of Philips Healthcare deployment engineers to install the
207  environment. Based on the base VM configuration requirements, the NCCoE team created the VMs by
208 using the open virtualization format (OVF) files provided by Philips Healthcare. Philips engineers

209  deployed the applications on the VMs and created instances for DC1, IntelliSpace server, and UDM, as
210 notedin Table 2-1. VM instances were deployed on respective servers.

211 IntelliSpace PACS is a web-based distributed system. Clinicians, referring physicians, nurses, or

212 bioengineers use web-based client application on workstations to view, analyze, and qualify medical
213 images. Once the server components were installed, the web-based client installation was performed
214  using the following procedures:

215 1. Open Internet Explorer from a workstation and assign the IntelliSpace server with the internet
216 protocol (IP) address 192.168.140.131. Enter the IntelliSpace server (IP) address in the address bar
217 by using the following URL: https://192.168.140.131/clientweb/installers.

218 2. Select InstelliSpacePACSEnterpriseSetup.exe under the Standalone Installers bullet list of available
219 IntelliSpace PACS Installers screen to start the installation.

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS) 6
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IntelliSpace PACS Installers

+ Standalone Installers
IntelliSpacePACSEnterpriseSetup exe
End users with appropriate privileges should use this file to install IntelliSpace Enterprise.
IntelliSpacePAC SRadiologySetup. exe
End users with appropriate privileges should use this file to install IntelliSpace Radiology.

« MSI Installation Packages
IntelliSpace PACS Enterprise msi
This file is to be used for automated rollout ONLY, and should not be used by an end user to
install IntelliSpace Enterprise.

IntelliSpace PACS Radiology msi
This file is to be used by PACS Administrators ONLY. It should not be used to install IntelliSpace

on an individ

« Package Manager Download

PhilipsPackageManager
This file is to launch PhilipsPackageManager. Once launched it will register itself.

220

221 3. An option to choose setup language appears. Select the English (United States) from the pull-down
222 and click OK.

Choose Setup Language EI

Select the language far thiz inztallation from the chaoices belaw.
&

Cancel |

223
224 4. After the setup language has been set, the InstallShield Wizard begins the installation process.
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Installshield Wizard

Preparing to Install...

InteliSpace PACS Enterprise Setup is preparing the
InstallShield Wizard, which will guide you through the
program setup process, Please wait,

Extracting: InteliSpace PACS Enterprise.msi

i——

Cancel

226 5. Use the default setting for the Custom Setup and click on the Next > button that appears at the
227 bottom of this window.

225

ﬁ IntelliSpace PACS Enterprise 4.4,553.20 - Install5hield Wizard

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description

IntelliSpace PACS Enterprise Web Control
= ~ | InteliSpace PACS Enterprise Desktop
Language-Spedific Files

PMS Integration

Integration Tools

This feature requires 166MB on
your hard drive. Ithas 1of 1
subfeatures selected. The
subfeatures require 177KB on

< > your hard drive,
Install to:
C:\Program Files (x86)\PhilipsiInteliSpace PACS Enterprisel4. 4} i Change. z
InstallShield

Help < Back . Cancel

228

229 6. On the Client Configuration Info window, enter 192.168.140.131 as the Server IP address, and click
230 Install.

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS) 8
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ﬁ IntelliSpace PACS Enterprise 4.4.353.20 - InstallShield Wizard X

Client Configuration Info

Please enter the Hostname or IP Address of the server that the IntelliSpace
PACS Enterprise 4.4.553. 20 dient will connect to.

Server: 192,153,140.131|

InstallShield
< Back l Cancel
231 '
232 7. When installation is finished, the InstallShield Wizard provides a message indicating successful
233 installation. Click Finish.
ﬁ IntelliSpace PACS Enterprise 4.4.553.20 - InstallShield Wizard >
InstallShield Wizard Completed
The InstalShield Wizard has successfully installed InteliSpace
PACS Enterprise 4.4,553.20. Click Finish to exit the wizard.
< Back Cancel
234
235 8. Once the installation is done, the installer places an IntelliSpace PACS Enterprise icon on the
236 desktop. Type Tester in the User Name field and the corresponding password in the Password
237 field, then click OK to log in.
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Weicome to IntelliSpace PACS @ NCCOE

IntelliSpace PACS

IntelliSpace PACS Enterprise
Logon

User Name | Taster

[EETLR W AD PACS =
Logon Mode [Password <]
Location |Main Location i DE &

o |

238

239 9. When the program launches, the default page launches the Patient Lookup screen.

h Philips IntelliSpace PACS Enterprise = (m] x

.
m m | search | I Exams with images only [~ Append resulls clear 3l
=3 Enterprise Tools
ﬂ! iy Exam Lookup
Patient Lookup (5 Exceptions Lookup |
AP Patient Lookup = A Patients, Name PatientlD 11172
B instaled Programs ] CR- ho Descriptions
[ icuery 4 A TST Reiten, Michael 903-25-000-5CIEIBT0 12/12
[ Local Exam Cache
@ Local Export
B Locked Exams
L3 Machine Filters
2 MergeiLink Candidat
£ My Filters
&3 My Histary
00 Quaues
ISy Rescived Exceptions
AP Statistics
A Study Lookup
EHE System Filters
£3 Personal Folders
3 Public Folders

240

241 10. To view an exam, navigate to Exam Lookup, which lists a summary of a patient’s exams. Double-

242 click an exam in the list. If the exam has an image, it will be displayed. An example is shown below.
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@ Philips IntelliSpace PACS Enterprise | = | o s

PATIENTS, NAME MRN: PatientlD, Sex: M, BirthDate: 1/1/2000
Referring: Unavailable, Last Known Patient Class: N/A, Visit Location: N/A

IntelliSpace PACS Client Configuration

Deployment and configuration were accomplished by Philips Deployment Engineers using PowerCLI and
scripts. Other basic configurations can be implemented through the administration web page provided
by the IntelliSpace PACS by using the URL https://192.168.140.131/PACSAdministration.

1. Enter the admin as the User Name, enter the proper Password, select AD PACS from the Logon to
drop-down list, select Password from the Logon Mode, then click OK.

e@! & https://localhost/PACSAdministration/ Authentication/Login.aspx o~

IntelliSpace PACS AdminTool

Logon

User Name |3d""i"

Logon b |20 pacs v|

—

12332 [Password vl

I Login using Integrated Windows authentication

o< |

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS) 11
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2. Onthe admin home page, add a new user by navigating to Security, found on the far-left column of
the Common Tasks screen. Click on Users and then click on Add a New User.

Common Tasks

Last 1 Date amd 151 11:01:05 AM  Mors Dataily

3. To add a new user, navigate to SECURITY, found on the far-left column of the Common Tasks
screen, and click on Users.

a. Enter the UserID.

b. Enter the user’s First Name.

c. Enter the user’s Middle Name (optional).
d. Enter the user’s Last Name.

e. Enter the user’s Email Address (optional).

f.  Assign an IntelliSpace PACS AdminTool Password for the user (required). Enter the password
again to confirm it.

Configure Sources for User Authentication

IntelliSpace supports either a locally hosted or an external authentication source. An authentication
source provides a directory structure that authenticates and manages user and group accounts. The
internal authentication source, called iSite, implements a local database of users and groups.
IntelliSpace also supports a lightweight directory access protocol (LDAP) server connected to a Microsoft
active directory (AD). The External User Authentication is used as the configuration source. The
following steps describe how to create an LDAP authentication source:

1. From the navigation bar, select the Security button and then click Authorities.

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS) 12
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Authentication Sources

PACS ndminisﬁn‘a‘ﬁun i“:'-‘;""'_'; — — [n.gm PE— — = — E
AD PACS
| ISITE
271
272 2. Click New to open the External Authentication Source wizard.
Create External Authentication Source
PACS Administration General Information
Authority Name | s
Display Name: |
Desctiption:[
Name Resolution: |HoslName [
& Enabled
& Show in Login Screen
273
274 3. On the External Authentication source page, set the following values and then click Next.
275 = Set Authority Name to AD.PACS.HCLAB
276 = Set the Display Name to AD PACS
277 = Select HostName for Name Resolution
278 =  Check the box next to Enabled

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS)
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279 = Check the box next to Show in Login Screen

Edit External Authentication Source

PACS Administration General Information
Authority Name [AD.PACS HCLAB

Display Name: |AD PACS

Description: |
Name Resolution: [Hosthame | +]
' Enabled
¥ Show in Login Screen

280
281 4. Inthe Advanced Directory Configuration, set DNS Host Name as ad.pacs.hclab and Port as 389.

Edit External Authentication Source

PACS Administration Host Query Configuration
DMNS Host Name: [ad.pacs.hclab
Port: [380
l Back J I Next l [Cancel]
282
283 5. Navigate to the Edit External Authentication Source screen. In this project, the Directory Type is
284 ActiveDirectory and the Supported Credentials is Password. Click Save to save the settings.

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS)
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- Edit External Authentication Source

PACS Administration Advanced Directory Configuration

Directory Type: |ActiveDiractory v]
Authentication: |Negotiate 2

Search Root: [DC=pacs, DC=hclab

Supported [0
Credentials: | Cenificates

Referral Chasing: [None ~]

|_Back ] I Save [ [Cancel]

6. The interface provides a test feature to allow engineers to determine connectivity with the external

authentication source. From the navigation bar, select the Security > Authorities. Click on the
name of the External Authentication Source, and click Test.

Test External Authentication Source

PACS Administration External Realm
Authority Name: AD.PACS.HCLAB
Name: AD PACS
Description:

Test Account

'# username and Password

User Name: |

Password: |

=

Configure Connection to Modality Emulator

The open source DVTk Modality Emulator was used as a modality for testing the communication

between IntelliSpace PACS and a modality. The installation of the DVTk Modality Emulator can be found

in Section 2.4.1. Below are the configuration steps:
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1. From the DVTk Modality application, click the Configure Emulator tab to set up a proper System
Name, e.g., Modality; an application entity title (AE Title), e.g., DVTK_MODALITY; and a
communication Listening Port, e.g., 104 for the emulator itself.

W Modality Emulator L |
File Help
AEQED &1
Cortrol | Activty Logging  Configure Emulator | Warkist Guery | MPPS-Progress | MPPS-Discontinued | MPPS-Complsted | image Stora ¢ | ¥ |
System Name: |Modaity
AE Title: [ovTK_MoDALITY
Implementation Class UIO: [12826.013680043 215456310
Implementation Version Name: [ModaityEmulator
Local IF Address |__] j
Listen Port ’V

Storage Commit Made

# |n Single Association (Sync commitment)

" In Different Association (Async commitment)

Wit time for N-EVENT-REPORT from PACS (in sec) 1

2. From the DVTk Modality application, click the Remote Systems tab to configure the remote
systems, including RIS System, MPPS Manager, and PACS/Workstation Systems. Information for
each system’s IP address as well as the port number are needed. Particularly, the AE Title for the
Philips IntelliSpace PACS is required for the AE Title field. These are the input values:

RIS System
= IP Address: 192.168.160.201
= Remote Port: 105
= AE Title: DVTK_RIS
MPPS Manager
= |P Address: 192.168.160.201
= Remote Port: 108
= AE Title: DVTK_MPPS
PACS/Workstation Systems—Storage Config
= IP Address: 192.168.140.131

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS)
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312 ®= Remote Port: 104

313 =  AE Title: STENTOR_SCP

314 PACS/Workstation Systems—Storage Commit Config

315 = |P Address: 192.168.140.131

316 ®= Remote Port: 104

317 =  AE Title: STENTOR_SCU
[ Modality Emulator (=T
File Help

AESEHD &= 1=
Control | Activity Logging Configure Flemates Systema

RIS System

IP Address 192168160201

Femote Port: 105

AE Title: DVTH_RIS

MPPS Manager

IP Address: [ezweetsozor
Remote Port: 108

AE Title: DVTK_MPPS

PACS/Workstation Systems

Pa [T ——— Prsn [
RemotePort  [102 RemotePort |14
£E Tille: ETeNoRscE AE Title: [ETeNTORSCU
318
319 3. To configure the Philips IntelliSpace PACS AE Title and communication port, log on to the iSite
320 Administration web site using the URL https://192.168.140.131/ iSiteWeb. Select Configure >
321 DICOM > General, set the following values, and then click Save to save the settings.
322 = Normal AE Title: STENTOR_SCP
323 = High-Priority AE Title: STENTOR_HI
324 = Port: 104
325 = Secure Port: 2762

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS)



326

327
328
329

330
331

332

333
334

DRAFT

£ - @ ¢ || 2 Phifips PACS Administration L..

G@ia https:/ localhost’

Confgure  Vaw Test

System
Main Locstion

FOwenl Snge CTuk @lop TiSpmChck QRefwhDBCache QReanDMWL  ResmAl

General lxport Q/R scP 1query S/CSCP | Import/Exp. | Conformance
DICOM Support

el A freconse (e

High Py A ETRE STOTOR I[ oem.

rant T

Secura Fort [zraz Dern

Reniace Non Latin- 1 During 1 mport [enasie ==

+ Enable/Dsable Exporton DICOM Processing Host{s)

+  Advanced

Eom——T—

4. To test the connectivity, go to the DVTk Emulator application, then go to the Modality Emulator
home page as shown below. Click the Ping PACS/Workstation and DICOM Echo buttons to verify

the success of the pings. You should receive Ping Successful and DICOM Echo Successful messages.

i
File Help

AEDEO « 1=

RIS System

Modality

PACSMorkstation Systems

Modality

Control | Activi Logging | Configurs Emulstor | Workist Query | MPPS-Progress | MPPS.Discontinued | MPPSComplated | Image Stora 4 | *

Ping RIS
DICOM Eche
Request Worklist

RIS System

PACS Workstation

Fing PACS/workstation Fing successful
DICOM Eche DICOM Echo successful

=Tom

Configure IntelliSpace PACS to Communicate with Hyland VNA

Refer to Section 2.2.2 for detailed installation guidance for Hyland VNA.

1. Obtain the Hyland VNA AE Title and port information for communication. Log in to the iSite

Administration page by using the URL https://192.168.140.131/iSiteWeb
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2. From the Configure drop-down list, select DICOM to open the DICOM configuration page.

3. Fillin the known Hyland AE Title (e.g., RADIOLOGY), IP Address (e.g., 192.168.130.120), Port (e.g.,
114), and other necessary information.

Cofoue Vew Temt
Tl [ Leswiees [ SDwn Masagrwis | Gusgraghiond Mewiier [ DICOM | s [ Dipeses | ey dasesd Gevariy | Dukeies [ Clem [ Tremsfeems | Bsenps bewepy [ LT]
- xpart
 Matn Locamion .
i oo ImageN ¥ o 1 ACTOSsEL Mot SR
oo Oatstmes.
ORI |, . S
B b vnen,
. frss e 30130
ra
oo i  ———
e ] I* |
B Bty By [lEnase =
Ko Covastion o
Pty Cansen o
Lausam Atimay en Leasen v
e e Cmase
e —m eaeww

4. Loginto the IntelliSpace PACS Administration page using
https://192.168.140.131/PACSAdministration.

5. Click the Configuration button on the left panel to configure the Auto Export Rule.

6. Click the New button to create a new rule named ForwardHylandVNA.

Auto Export Rules

¥ Enable Auto Export Rules Processing on the Server

ForwardHylandVia true
< >
L]
Tmport/Export AutoExport Configuration
Action: ® Import O Export
Rules File: | _ Browse... |
miport I

7. Set the Trip Type as New Data Arrival.
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8. Set the Receiving AE Title as Stentor_SCP, which is the AE Title for Philips IntelliSpace PACS.

9. Choose Hyland VNA (RADIOLOGY) from the Selected Destination box.

- Edit AutoExport Rule

PACS Administration

‘AutoExportRule Configuration
Rule Name |ForwardHylandVNA

[

Trigger Type |New Dats Amival

Enable Priors []

Prior Criteria [] Modality []BodyPart
Mo. Of Priors

—Matching Criteria

Modality type |

Manufacturer Name |

Sending AE title |

Receiving AE title [STENTOR_SCP

Study description |

Manufacturer model |

Refarring physician's first name |

Referring physician's last name |

Reading physician's first name |

Reading physician's last name |

Requested Procedure
Description |

Study Date and Time |

Body part|

Protacol Name |

Series Description |

Configured Export Destinations ' Selected Destinations
Hyland V& (RADIOLOGY)

il
iI

Save ] Cancel

2.1.2 DCMA4CHEE

DCMACHEE is a collection of open source applications that communicate with each other using DICOM

and HL7 standards for clinical-image management and archiving. In this study, DCM4CHEE has JBoss and
a web-based graphical user interface (GUI) application built in. JBoss is used to configure DCMA4CHEE to
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communicate with DVTk’s Modality Emulator to store images in a PostgreSQL database. The JBoss web
interface allows an administrator to configure DCM4CHEE to listen for connection requests from specific
application entities like DVTk’s Modality Emulator. DCM4CHEE also has web-based GUI that displays
patient records sent from the Modality Emulator and stored in the PostgreSQL database.

A 32-bit version of Java JDK6 [1], JBoss v4.2.3 [2], and PostgreSQL database v 9.4.23 [3], [4] were
installed as the prerequisites for the DCMA4CHEE. Refer to each installation guide for the installation
procedures.

System Requirements

CPU: 4

Memory: 512 megabyte (MB) RAM

Storage: 200 MB

Operating System: Microsoft Windows Server 2016 Datacenter
Network Adapter: Virtual Local Area Network (VLAN) 1402
DCMACHEE Installation

The installation guide can be found at [5].

1. Go to https://www.dcm4che.org to download the software.

2. Inthe left-hand side of the page, click the Wiki link under Community.

3. Click the here link under Download Latest Version nest to dcm4chee DICOM Archive 2 (includes
dcmdche toolkit 1.4) [6] link on the right-hand side of the screen.

4. On the new web page, click 2.17.1 to download that version of DCM4CHEE.

DCMACHEE Audit Report Repository Installation

Download the file relevant to PostgreSQL from the SourceForge site [7]. Once downloaded, go to the

dcmdchee-2.17.1-psql\bin directory by using a command prompt, and execute this command:
Install_arr._bat <path to the audit report file>.

Test the DCMACHEE Installation

1. Go to dcm4chee-2.17.1-psql\bin directory by using a command prompt and run this command:
Run_bat.

2. Successful run will produce this output:
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B8 Administrator: Command Prompt - run.bat - m] X

380
381 DCMACHEE Configuration Using the JMX Console

382 1. Access the JMX Console GUI by navigating to http://localhost:8080/jmx-console/ and providing the
383 following credentials:

384 = Username: admin
385 = Password: *****

386 2. Click the link group=ONLINE_STORAGE,service=FileSystemMgt under the dcmrchee.archive
387 heading.

dcm4chee.archive

» group=L 0SSY_STORAGE service=File SystemMgt

» group=NEARLINE_STORAGE service=File SystemMgt

» group=0ONLINE_STORAGE service=File SystemMagt
388 » name=AttributesModification Scu,service=Queue

389 3. Click the Invoke button under the addRWFileSystem() section to instantiate where archived data
390 should be stored. If no specific file path is provided as a parameter, the default location is
391 dcmdchee-2.7.1-psql\server\default\archive.

org.dcm4chex.archive.ejb.interfaces.FileSystemDTO addRWFileSystem()

Add RW file system to the file system group managed by this service. The file system is also linked to existing other file systems of the group.

m ParamType ParamDescription
dirPath |java.lang.String |:| Directory/Mount Point

Invoke

392
393 4. Change the default AE Title:
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a. The default AE Title is DCM4CHEE.

b. Change the title by clicking the service=AE link under dcm4chee.archive heading.

A |

+ name=\WadoPrefetch.service=Queue
s service=AE
= service=AttributesModification Scp

5. Under the updateAETitle section, provide the default AETitle and new AETitle as parameters, and
click the Invoke button on the bottom left-hand side of the table.

void updateAETitle()

Update specified AE Title to new value in AE Configuration and in all service attrib
AE Title of these file systems is updated to the new value as the Retrieve AE Title

ParamType ParamDescription

prevAET |java.lang.String | AE Title to update.

newAET |java.lang.String |

new AE Title.

Invoke

6. You can also change the port number that DCM4CHEE uses. Default port numbers are 104 and
11112. Port 11112 was used for communicating with DVTk Modality Emulator.

{Port numbers for
|AE auto
|configuration.
The method
|getAE(title,
|hostname) use this
PortNumbers ljava.lang.String RW 104,11112 llist to find a
|DICOM service
|hosted by
lhostname.
I'NONE' will disable
jauto AE
\configuration!

DVTk Modality to DCM4CHEE Configuration

1. Open a web browser to access http://localhost:8080/dcm4chee-web3/ and provide the following
credentials:

= Username: admin

= Password: *****

Username: |admil'| |

Password: |-----| |

Signin | Reset
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2. Click the Application Entities tab in the ribbon on the top of the screen.

mmwmmmmm

Description

CDRECORD localhost 10104 Media Creation Server (part of dcmdchee)
DCMRCW = localhost 11112

DVTK_Modality - 192.168.150.160 124 DVTk Modality Emulator

RADIOLOGY - 192.168.130.120 114 Acuo VNA

3. Click the New AET button in the left-hand side of the AEs page and provide the following

information:

Title: PACS

Type: -

Hostname: 192.168.141.206
Port: 11112

User Id: Admin

Password: *****

4. Click the Save button at the bottom center of the screen.
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420
421 View Stored Data

422 1. Click the Folder tab located on the top ribbon of the page on the left-hand side of the screen.

423 2. Click the Search button on the right-hand side of the screen above the buttons Delete, Move, and
424 Export.

425 3. No parameters are needed if you want to see all documents stored.

426
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427  DCMACHEE to DVTk Modality Configuration

428 1. Inthe Modality Emulator, click the Configure Remote Systems tab at the top of the window.
429 2. Navigate to the PACS/Workstation Systems section and input the information with the following
430 values:

431 RIS System

432 = IP Address: 192.168.160.201

433 = Remote Port: 105

434 = AETitle: RIS

435 MPPS Manager

436 = IP Address: 192.168.160.201

437 ®= Remote Port: 106

438 = AE Title: MPPS

439 PACS/Workstation Systems—Storage Config
440 = |P Address: 192.168.141.206

441 ®= Remote Port: 11112

442 = AE Title: PACS

443 PACS/Workstation Systems—Storage Commit Config
444 = |P Address: 192.168.141.206

445 = Remote Port: 11112

446 = AE Title: PACS
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¥ Modality Emulator - m] X
ile  Help

B
Cortrol Corfigure Remote Systems ]

RIS System

IP Address: 152.168.160.201
Remote Port 105

AE Title: RIS

MPPS Manager

IF Address: 152.168.160.201
Remote Port: 106

AE Title: MPPS

PACSMwlorkstation Systems

Storage Config Store Commit Config
P Address: 192.168.141.206 P Address: 192.168.141.206

Remote Port [z Remote Port 11112

AE Title: PACS AE Title: PACS

447

448 Oviyam Installation

449  Once downloaded from the SourceForge [8] and unzipped, copy the oviyam.war file to the following
450  directory: dcm4chee-2.7.1\server\default\deploy. Check if you successfully installed the software by
451  visiting http://dcm4chee_ip:8080/oviyam2 and accessing a log in screen.

452 Oviyam Configuration

453 1. Using a browser, navigate to http://dcm4chee_ip:8080/oviyam2 and provide the following
454 credentials:

455 = Username: admin

456 = Password: *****

457
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2. Navigate to the top right corner of the screen, click admin, and then click Settings.

Oviyam

3. Under the Server tab, click Add.
Oviyam

Server

4. Fillin the PACS server parameters and click the Save button located to the far right of the
parameters.

= Description: PACS

= AE Title: DCM4CHEE

= Host Name: localhost
= Port: 11112

= Retrieve Type: WADO
= WADO Context: wado
= WADO Port: 8080

= Image Type: JPEG

Server

o data avasabie in table

" CENENN [OEE COTE E oS DO DO S st

5. Return to http://dcm4chee_ip:8080/oviyam?2 to see query parameters now available.

6. Click the Search button under the parameters on the right-hand side of the screen.
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2.2 VNA

Hyland Acuo VNA features several different systems and applications, which include:

Acuo VNA: core application server with services used to store, track, and retrieve digital assets stored in
an archive

PACSgear Core Server: image processing and routing server, and back-end services
PACS Scan Mobile/Web: mobile device image acquisition and file-import application

NilRead: enterprise image-viewing application
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The diagram depicted in Figure 2-1 shows the connectivity between the Hyland Acuo VNA systems and

applications.

Figure 2-1 Hyland Systems and Applications Connectivity

PACS Scan
Mobile

PACSgear

Installation procedures for the above Hyland products are described in the sections that follow.

2.2.1  Hyland Database Server

NilRead

Hyland Database Server supports operations for other Hyland products, including Hyland Acuo VNA and

Hyland NilRead. The installation and configuration procedures can be found below:

System Requirements

CPU: 4
Memory: 12 GB RAM
Storage:
= Hard Drive (HD)1: 80 GB (Operating System Install)
= HD 2:20 GB (DB Drives)
= HD 3:10GB (Tx Logs)
Operating System: Microsoft Windows Server 2016
Network Adapter: VLAN 1801

Hyland Database Server Installation
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Install the SQL Server 2017 according to the instructions detailed in Install SQL Server from the
Installation Wizard (Setup) [9].

Hyland Database Configuration

1. The installation creates default service accounts for each service. The project maintained use of
these default service accounts. User and privileged log in accounts were created for the Hyland
application suite and linked to unique Microsoft domain users. The project created the
PACS\AcuoServiceUser and PACS\Administrator accounts.

2. The project implemented Windows Authentication Mode for the SQL Server.

3. Application database instances were created as needed automatically when product applications
were installed.

4. This project implemented the following database instances through the SQL Server Management
Studio: AcuoMed, HUBDB, NILDB, and PGCORE.

5. The project also implemented instances for OPHTHALMOLOGY, RADIOLOGY, and WOUND_CARE.

2.2.2  Hyland Acuo VNA

Hyland Acuo VNA provides access to medical images and documents through interactions with a variety
of different PACS, modalities, and image viewers. Acuo VNA also supports various standards, including
HL7 and DICOM. The installation and configuration procedures can be found below.

System Requirements

CPU: 6
Memory: 12 GB RAM
Storage:

= HD 1: 80 GB (OS Install)

= HD 2: 80 GB (Dilib Cache Drive)

= HD 3: 500 GB (Image Cache Drive)
Operating System: Microsoft Windows Server 2016
Network Adapter: VLAN 1301
Hyland Acuo VNA Installation

1. Inthe NCCoE test environment, the Hyland Acuo VNA was installed on a VM preconfigured with the
0OS and network requirements provided by Hyland. The project leveraged engineers supplied by
Hyland to perform the installation.
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2. Upon completion of the installation, three Windows services were created: AcuoMed, AcuoAudit,
and AcuoStore. AcuoMed is associated with a DICOM database containing the patient, study, and
series record information that describes the images physically present on the Acuo VNA archive
system. The AcuoStore also has its own database for storing information related to the bulk storage
of digital images and related data, including information about the shares and about the applications
that use those shares.

3. The installation created a web application for the AcuoAdmin Portal, where a Secure Sockets Layer
(SSL) certificate signed by DigiCert was created and assigned to the application for hypertext transfer
protocol secure (HTTPS) enforcement.

Hyland Acuo VNA Configuration

Hyland engineers performed configurations using the Microsoft MMC console and the AcuoAdmin
Portal (https://192.168.130.120:8099/vnaweb/#1/home). The screenshots of the console management
for these administration approaches are shown below:

ﬁ onsole - [Console Root\AcuoMed Image Manager (local)\lmage Manager Server (Mode = StandAlone)\Router Configuratio... -
ATC R Med Image Manager (local ge Manager Server (Mode = StandAl R Config a x
|\ File Action View Favorites Window Help - & %
Console Root # || Destination Name Destination Name Type Batch Store Priority Batch Store Run
v Q) AcuoMed Image Manager (local) (§ RADIOLOGY AcuoMed DICOM Database Expedited Run I

v } Image Manager Server (Mode = StandAl
3 Feature Validation
v ﬁ Router Configuration
v 0§ Destinations
v 28 AcuoMed DICOM Databases
|§ OPHTHAMOLOGY
[§ RADIOLOGY
|§ WOUND CARE
B External DICOM Devices
v (2 Routes
@ OPHTHAMOLOGY
7} RADIOLOGY
#} WOUND CARE
~ i DICOM Configuration
£ Any Ip Address
[4] Tag Rules
& External SCUs
¥ Registered Sops
[ DICOM Data Dictionary
‘ Move/Route Mapping
&) HIS/RIS Connections v

To verify successful completion of the VNA installation, the Hyland engineers launched the Acuo
Administrator Portal application from the VNA server (local host). The Acuo Administrator Portal screen
sample is shown below.
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Acuo  Home v ® v

i Acuo Admin Portal

9 = a
! ) —=]
|
Patient Explorer Workflow Route Management
e e
=) o~
Storage Management Enterprise Reporting Worklist
oo =
XDS Explorer System Management System Diagnostics
Srowie and Minags aart ww 20 Manage Vysier Saafin Aty Mritaring. Logh, an bpitem Tvens

| o 2 z | |

2.2.3 PACSgear Core Server

PACSgear Core Server is a capture and connectivity suite used to process DICOM and non-DICOM
medical data, including patient demographics, images, videos, and HL7 messages. PACSgear Core Server
can be accessed from a web browser to handle user accounts, security, and client connectivity
configuration. Installation and configuration procedures are described below.

System Requirements

CPU: 4
Memory: 8 GB RAM
Storage:
= HD 1: 80 GB (OS Install)
= HD 2: 170 GB (Application)
Operating System: Microsoft Windows Server 2016
Network Adapter: VLAN 1501

PACSgear Core Server Installation

The installation of Hyland PACSgear Core Server was performed by Hyland engineers as listed below:
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1. The installation of Hyland PACSgear Core Server was performed by Hyland engineers per their
technical guidelines.

2. The installation created a web application for the PACSgear Core Portal, where an SSL certificate
signed by DigiCert was created and assigned to the application for HTTPS enforcement.

PACSgear Core Server Configuration

Configuration of the PACSgear Core Server was performed by the Hyland engineers. The basic
configuration involves managing connection settings to external devices, lookup data sources, and event
trace; managing departments for multi tenancy architecture; managing user access; and many more
features. Each organization will configure the PACSgear based on its specific needs.

During the database configuration, the Hyland engineers created instances for representative
departments (e.g., ophthalmology, radiology, and departments that may see patients who need wound
treatment).

Add New Departments: To add the ophthalmology department, complete the following steps:

1. The Hyland engineers logged on to the PACSgear Admin portal by using https:// hyland-
pgcore.pacs.hclab/PGAPPS/Admin.

@ 192168150, % | MewTab X @ login-Pacs: X @ PACSgearCor X | @ Login-Pacs: X | +

“ c & https//hyland-pgcore.pacs.hclab/PGAFPS/ A f I 2tPGAPF fAdmir i o 1r

=] Login

User name
fadmin

Password

Log In

} Hyland LLC

N/ 2019 - anrghts reserved

2. On the Settings menu, select Departments.
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585
586 3. After selecting Departments from the Settings pull-down, the screen advances to a Departments
587 screen. The Departments screen lists sample hospital departments created during the installation.
588 The project then added a new department by clicking the + Add button.
Departments
Detault 4 Name %  Default Query Source N
589 (5 Sty

590 4. After clicking the + Add button, the Add/Edit Department screen opened and allowed the
591 engineers to enter corresponding information.
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Add/Edit Department

Default AE title
Name Modality
None X

Apply series per image

: Destinations : DS Lookup Sources Client Series

VNA RAD RADIOLOGY DEPT

WOUND DEPT Wound Care Department

Cancel

Name Description

Save

5. Inthe Name text box, the engineers entered Ophthalmology to create a department that ties with
the Ophthalmology database instance created during database configuration. Engineers also added

the AE title as Ophthalmology and selected a CT Scan for the modality.

Add/Edit Department
Default AE title
- Ophthalmology
Name Modality
Ophthalmology CT v

Apply series per image

Destinations DS Lookup Sources Client Series

Description

’ VNA RAD RADIOLOGY DEPT

WOUND DEPT Wound Care Department

Cancel

Save

6. On the Destinations and Lookup Sources tabs, the engineers set up the destination and lookup

sources for each department.

7. Onthe Client tab, the engineers set up the client access permissions to this department’s

resources.
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Add/Edit Department x
Default AE title
Name Modality
None

Apply series per image

Destinations xDS Lockup Sources Client Series

Persistent o
o Camera
= Import
GENERICIOS NO ¥ NO Y MED Y MED Y 30Sec * NO
ANDROID NO b NO i MED ] MED hd 305ec ~ NO
MNDWTNEATO,H N v LTl v MFEM v MFEM v I Cae v L) L
Cancel Save

8. On the Series tab, click Add, type a description, click Save.

9. Verify that the department has been added to the list, based on what is displayed.

Departments

Show 10 entries Search:

Dhetauit © Mame #  Detault Query Source [

Add LDAP/Active Directory Server: - to use an LDAP/Active Directory server, configure these
parameters:

1. Create an LDAP_User account in Active Directory before proceeding.

2. Using a browser, log on to the PACSgear Admin portal by using https://hyland-
pgcore.pacs.hclab/PGAPPS/Admin.

3. On the Settings menu, select Users.
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Users
Restrict access permissions to: EHR
Device Provisioning
o0 31 LDAR L
Save

Show 10 + entries

Search: admin

User Name

611 () ?“.‘,m I.,l,l‘;r—...,_,,.,=

612 4. Onthe Users screen, navigate to Restrict access permissions to: and click on the LDAP Users
613 button. Enter 192.168.120.100 to populate the Server text box, and then enter pacs.hclab for
614 Domain.

W log - @ Help -

Users

Restrict access permizsions to:

Search: admin

() Hyland LLC

615

616 5. Click the Test button located under the Domain entry box.

617 6. Enter the LDAP_User credentials to verify connectivity to the AD.
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Test LDAP Settings x

Username:

LDAP_User

Password:

7. A message box appears indicating the test is successful. Click OK.

hyland-pgcore.pacs.hclab says

PACS Scan Mobile Configuration—Install and configure the PACS Scan application to an Apple iPhone by
applying these steps:

1. OntheiPhone, navigate to the App Store. Search for PACS Scan Mobile, from Perceptive Software.
Perceptive Software is a Hyland business unit. Select the GET button to install the software, and
then select the OPEN button. Select Allow to permit the software to send notifications.

2. On aworkstation, log in to PACSgear Core Server by using the administrator credentials; a
dashboard will display and provide a Provision Device QR code.

3. Onthe mobile device PACS Scan App, tap the QR code icon that appears under the Log In button.
This will turn on the built-in camera on the iPhone.
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PACS Scan Mabile
L)
0]
631
632 4. Point the camera at the QR code on the PC screen until a message box appears indicating Setting
633 Updated Your settings have been updated. This setting configures the mobile PACS Scan app to
634 the address of its PACSgear Core Server instance.
635 5. From a workstation, acquire the trusted root certificate from DigiCert. Further information for
636 using DigiCert is described in Section 2.6.2.
637 6. Download the root certificate to the workstation local drive and attach the certificate as an email
638 attachment sent to the installer.
639 7. The installer opens the email from the iPhone and double-clicks on the attachment to install the
640 certificate to the device.
641 8. To verify the certificate installation, go to Settings > General > Profiles & Device Management to
642 list all the certificates profiles.
643 9. Find the certificate you installed and click to display the detail. Below is an example:
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< Back Profile

@ DigiCert Test Root CA SHA2

sgned by DigiCert Test Root CA SHAZ
Verified "

15 Certificate

More Details

Remove Profile

3:17 il = -

10. To verify the PACS Scan Mobile App functionality, from the iPhone, double-click the PACS Scan
App. The log in page will display. Use an account and password that has been associated with a

clinical department to log in. Successful log in displays a patient information input page, as shown

below:

PACS Scan Mobile

Patient

MRN

Last

First

Middle

DoB X

[ Male [ Female | Other ]

Study
Acc.
Desc.

Series

Select description h 4

Standard Confidential

Clear
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2.2.4  Hyland NilRead

Hyland NilRead provides image access and viewing from various devices including clinical viewing
stations, tablets, and mobile devices. NilRead also provides image manipulation, interpretation, and
collaboration across departments. The installation and configuration procedures are found below.

System Requirements

CPU: 6
Memory: 12 GB RAM
Storage:
= HD 1: 80 GB (OS Install)
= HD 2:200 GB (Web Application)
= HD 3: 100 GB (Image Cache)
Operating System: Microsoft Windows Server 2016
Network Adapter: VLAN 1301

Hyland NilRead Installation

1. The installation of Hyland NilRead was performed by Hyland engineers based on Hyland’s proprietary
installation package and installation guides. NilRead has three services: the Hub Front End service,
Nil Back End service, and Nil Front End service. The Hub Front End service is used to provide
management service for multi-tenant configuration. The operation context is defined by the Nil
database content and includes user accounts, data life-cycle rules, hanging protocols, DICOM
connectivity setup, and cached DICOM data index.

2. The installation created two web applications for the NilHub and NilRead Viewer, where SSL
certificates signed by DigiCert were created and assigned to the applications for HTTPS enforcement.

Hyland NilRead Configuration

NilHub configuration is done from the NilHub web application. Launch a web browser from the NilHub
server, and authenticate as admin, using the URL https://localhost:8080/, as follows:
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B C @ localhost scmir Re f o i

NilHub

NilRead

675

676 1. To add a new site from the NilHub home page, click on the Sites tab in the top left-hand side of the
677 screen.

N i I H u b Settings Logout

Hub /
S lte S 4« B E & o F = 4 O

Name AE Title Partition E-Mail Version

RADIOLOGY 123 RADIOLOGY * none@yaho... 4.3.31.93805

678

679 2. Click on the +icon on the right-hand side of the screen, to create a new Site for WOUND_CARE
680 department, and provide the information below, and then click Save.
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681 = Name: WOUND_CARE

682 = Details: Wound Care Department
683 = Code: 974

684 = AE Title: WOUND_CARE

685 = VNA Partition: WOUND_CARE
686 = Database Name: WOUND_CARE
687 = Email: none@hyland.com

688
689 3. Log back in to NilHub specifying the WOUND_CARE Site in the top section of the log in screen.

NilRead

by Hyland
|
. D

Login

st yo
Ws] pe:  dete
Waiting Room |58 J"

690

691 4. Click the Settings tab. Navigate to the User Management section and click on Accounts.
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« Preferences
User Preferences
= Workslation Preferences
= Modality Preferences
Radiation Therapy Templates
= Reading Enviionment Vernhcation
= Hanging Froacols
hMouse, Keyboard And Tools
= Sludy Mole Templates
= AS5els
Work Lists and Folders
= Confdentiatity Profiles
= Confdentiaity lMasks
= Advanced
« User Management
= Profile

692 ACCounts

693 5. Click Add on the bottom left-hand side of the screen and provide this information:

694 = User Name: pacs\ptester

695 = Last Name: Tester

696 =  First Name: Pacs

697 = Role: User

698 = E-Mail: ptester@hyland.pacs.com
699 = Password: *****

700 6. Identify Member Groups the user needs access to and click the Add button.
701 7. Specify the Granted Privileges the user needs to have and click the Grant button.

702 8. Click the Save button on the bottom left-hand side of the screen.
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pacs\plester

rimins — ] <}

| n
[

a | CN=Wound_Care CN=Users,DC=pacs.l .
| Remove | A

Privileges

BookmarkSaveSend
Cellazoration

| ContemDownioad
ContentUplosd
Grant

Timeline dats SOUME BECESS MESCIONS.

Local. Wound Care WNA

Hyland engineers repeated the above steps to have multiple Sites that accessed different VNA
partitions/tenants, such as Radiology with access to all VNA tenants and Ophthalmology with access to
only the Ophthalmology VNA partition/tenant.

2.3 Secure DICOM Communication Between PACS and VNA

Hyland Acuo VNA and Philips IntelliSpace PACS support DICOM Transport Layer Security (TLS). DICOM
TLS provides a means to secure data in transit. This project implements DICOM TLS between the Acuo
VNA and IntelliSpace PACS via mutual authentication as part of the TLS handshake protocol [10].

2.3.1  Public Key Infrastructure (PKI) Certificate Creation

Server/client digital certificates are created for the Hyland Acuo VNA and Philips IntelliSpace server. This
project uses DigiCert for certificate creation and management. The procedures that follow assume
familiarity with DigiCert. Refer to Section 2.6.2 for further detail.
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2.3.1.1 Create PKI Certificate for Hyland Acuo VNA

1.

5.

Use DigiCert Certificate Utility for Windows to generate a certificate signing request (CSR) for
Hyland Acuo VNA. Information needed for requesting the certificate for Hyland Acuo VAN is shown
below:

Common Name: Hyland-VNA.pacs.hclab

Subject Alternative Name: Hyland-VNA.pacs.hclab
Organization: NIST

Department: NCCoE

City: Rockville

State: Maryland

Country: USA

Key Size: 2048

Submit the created CSR to DigiCert portal for certificate signing.

Download and save the signed certificate along with its root Certificate Authority (CA) certificate in
the .pem file format.

Import the saved certificate to DigiCert Certificate Utility for Windows, and then export the
certificate with its private key in the .pfx format.

The certificate is ready for installation.

2.3.1.2 Create PK/ Certificate for Philips IntelliSpace PACS

1.

Use DigiCert Certificate Utility for Windows to generate a CSR for PACS server. Information
needed for requesting the certificate is shown below:

Common Name: nccoessl.stnccoe.isyntax.net

Subject Alternative Name: nccoessl.stnccoe.isyntax.net
Organization: NIST

Department: NCCoE

City: Rockville

State: Maryland

Country: USA

Key Size: 2048
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2. Submit the created CSR to DigiCert portal for certificate signing.
3. Download and save the signed certificate along with its root CA certificate in the .pem

4. Import the saved certificate to DigiCert Certificate Utility for Windows, and then export the
certificate with its private key in the .pfx format.

5. The certificate is ready for installation.

2.3.2 PKI Certification Installation

After creating the signed certificates for Acuo and IntelliSpace respectively, the certificates must be
installed to the servers. The steps that follow describe how to install those certificates. Certificates must
be applied per server instance and assume access to both.

2.3.2.1 Install PKl Certificate for Hyland Acuo VNA
Install the certificate on Hyland Acuo VNA server using the procedures below:
1. From the Acuo server, click on Start > Run > mmc.

2. Select File > Add/Remove Snap-in...

8 Console? - [Console Raat] =
W File Adion  View Favorites  Window
& How s

Canscle Roct -
More Adtions »

Enables you te add snag-ins 1o of remave theen from the srap-in consale.

3. Select Certificates and click Add.
=  Choose Computer Account
= Choose Local Computer

4. Click Finish, then click OK.
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| Intermediate Certifice
| Trusted Publishers

1 Untrusted Certificate:
| Third-Party Root Cert
1 Trusted People
| Client Authentication
| Preview Build Roots
| AAD Token lssuer

| eSIM Certification Au
" FSFirePassRoot

| Homegroup Machine
| Local NonRemovable 2

o I, PP R TP,

< >

P WOV W W OV W W W W W W Yy

Contains more actions that can be performed.

iCDnscllﬂ - [Console Root] - O x
@@ File Action View Favorites Window Help - & X
e [ =2 &
v [ Certificates (Local Compt # || Name Actions
i~ i (3 Certificates (Local Computer) e Sgi S
» [ Trusted Root Certificz i i
| Enterprise Trust More Actions »

5. Once the snap-in has been added, navigate to Certificates (local computer)/Personal/Certificates.

Certificates snap-in

This snap-in will always manage certificates for:
(O My user account
() Service account

(®) Computer account

X

< Back

6. Right click and select All Tasks/Import.

a. Browse to the exported .pfx certificate.

b. Select the file and click Open.
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& Console? - [Console Root\Certificates (Local Computer/\Persanal] o *

B File Acion View Favorites Window Help - &%
o« nm 0O & Bm

» [ Certificates (Local Compe. * || Object Type Actions
- Personal
Car Find Certificates_.
Trusted More Actions 3
Ml Tasks. * Fand Certificates_
Enterpr
Inkerrmd View Request New Certificate_
Trusted
New Window from Here Irmpoet.
Untrust
| Third-F New Taskpad View.. Advanced Operations
Trusted T
| Client £ Ea
Preview Export List_
Test Ao
s Help
eSIMC_____
Homegroup Machine
Remote Desktop
Cartificate Enrolimen
Smart Card Trusted R
SMS

| Add a certificate to a store

7. Add the appropriate permissions to the newly generated certificate private key.
a. Navigate to Certificates > Personal > Certificates.
b. Right click on the certificate, select All Tasks > Manage Private Keys...
c. Add the AcuoServiceUser and grant full control permissions. Click OK.

This procedure also installs the signing CA Root certificate (DigiCert Test Root CA SHA2) and its

Intermediate Root certificate (DigiCert Test Intermediate Root CA SHA2) into the server computer.

2.3.2.2 Install PKI Certificate for Philips IntelliSpace PACS

Install the certificate on the PACS server using the procedures that follow:
1. From the IntelliSpace server, click on Start > Run > mmc.

2. Select File > Add/Remove Snap-in...

& Consolet - [Console Root] - O ¥

B File Action View Favorites Window Help

L] New arl+N
Open.. ar+0 | I
S cul+s |
ve trie Actions
Sy el There are no items 1o show in this view, gsnls es =
More Actions L3

AddRemove Snap-in_ Crr+M
Options.
1 devmgmtmsc

Exit

Enables you o add snap-ins to o remave them from the snap-in console.
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3. Select Certificates and click Add.
a. Choose Computer Account.
b. Choose Local Computer.

c. Click Finish; click OK.

E Consolel - [Console Root]

E File Action \View Favorites Window Help
e @ B

w G Certificates (Local CompL * || Name

> & Personal (M Certificates (Local Computer)

» ] Trusted Root Certifice

» ] Enterprise Trust

» [ Intermediate Certificz

» [ Trusted Publishers

» [ Untrusted Certificate:
_| Third-Party Root Cert

> [ Trusted Pecple

» [l Client Authentication
~| Preview Build Roots

» ] AAD Token Issuer

» [ eSIM Certification Au
| FSFirePassRoot

» [ Homegroup Machine

> [ Local NonRemovable |

o T R eie Paaliana
< >

Contains more actions that can be performed,

e e

More Actions

4. Once the snap-in has been added, navigate to Certificates (local computer)/Personal/Certificates.

Certificates snap-in

This snap-in wil always manage certificates for:
() My user account
() Service account

(® Computer account

X

< Back

Cancel
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5. Right click and select All Tasks/Import.
a. Browse to the exported .pfx certificate.

b. Select the file and click Open.

B Consolet - [Console RootiCertificates (Local Computerf\Persanal) o P

B File  Acion  View Favorites Window  Help

o Aam o &z BE
w L Certificates (Local Compe * || Oibject Type Actions
b Personal
Perzonal —
Car Find Centificates.
Trusted More Actions »
All Tasks. » Find Certificates_
Enterp
Interrme View Request New Certificate_
Trusted
New Window from Here Irmpoet.
Untrust
Third-F New Taskpad View. Advanced Operations
Trusted
Client s Rafresh
Preview Export List_

| Acdd a certificate to a store

This procedure also installs the signing CA Root certificate (DigiCert Test Root CA SHA2) and its
Intermediate Root certificate (DigiCert Test Intermediate Root CA SHA2) into the server computer.

2.3.3  TLS Secure DICOM Configuration

With the signed certificates installed to the Acuo VNA and IntelliSpace PACS servers, proceed to
configuring DICOM TLS. The set of procedures that follows describe TLS configuration that must be
performed on both Acuo VNA and IntelliSpace PACS. This will enable DICOM TLS communications
between these two endpoints, and secure data-in-transit communications bi-directionally between the
VNA and PACS.

2.3.3.1 TLS Configuration for Hyland Acuo VNA

For receiving TLS DICOM message from IntelliSpace PACS, configure a new service-class provider (SCP) in
Acuo VNA using Microsoft Windows Console. Configuration is done from the Acuo VNA server.

1. Open Microsoft MMC to access the AcuoMed Image Manager (local):

2. From the Console > AcuoMed Image Manager (local) > DICOM Configuration, right click Any Ip
Address > New Scp ... to create a new SCP for TLS encryption.
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ATConscle - [Console Root\AcucMed lmage Manage

File Action View Favorites Window  Help
e 25 =]
| Console Root ~
+ () AcuoMed Image Manager (local)
v @ Image Manager Server (Mode = StandAl
[ta Feature Validation
v % Router Configuration
v & Destinations
&8 AcuoMed DICOM Databases
External DICOM Devices
[-3 Routes
v @& DICOM Configuration
v ﬂ Any lp Address
3 Scp [ Listening Port: 114]
3 Scp [ Listening Port: 1443 ]

3. On the Connectivity tab of the SCP Properties page, provide the information below and click Add,

Apply, and then Finish:

=  Port: 1443

=  Check the TLS checkbox

= Client Certificate CN: nccoessl.stnccoe.issyntax.net
= Server Certificate CN: HYLAND-VNA.pacs.hclab

= Cipher Suite: TLS_RSA_WITH_AES_128 CBC_SHA

Check the Authenticate Client Certificate checkbox
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SCP Properties

s
Connectivity | Tuning Parameters
— TCPA1P
IPAddress: | 0 . O 0 ¢
Port: |IEEE ¥ TLS
—TLS Settings

Client Certificate CN: lnccoess1 stnccoe isyntax.net

e

Server Certificate CN: IHYLAND-VNﬁ.pacs.hdab

Cipher Suite: ITLS_HSA_WITH_)\ES_'IQB_CBC_SHA

=

¥ Authenticate Client Certificate

314 | Fnsn || cancel ||
815

4. To add the Called AE to the Scp, right click the created Scp [Listening Port:1443] and select New >
816 Called AE .... to open the AE Properties form.

Aoply |

ﬁ ATConscle - [Console Root\AcucMed lmage Manage
ﬁ File Action View Favorites

e« nE = H
[ 7] Console Root

Window Help

+ () AcuoMed Image Manager (local)
v @ Image Manager Server (Mode = StandAl
[ta Feature Validation
v % Router Configuration
v & Destinations
5 &2 AcuoMed DICOM Databases
External DICOM Devices

» [-3 Routes

v @& DICOM Configuration
v ﬂ Any lp Address
> % ScplListening Port: 114]
> %) Scp [ Listening Port: 1443 ]

817

818 5.

Fill in the Called AE Name: e.g., RADIOLOGY and Default Route Name: e.g., RADIOLOGY. After
819

populating the information, click Add.
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For sending TLS DICOM message to IntelliSpace PACS, configure an External DICOM Device from the

Called AE Properties

Man | SOP Corfiguration | Extemal SCU Authorization | Options | Reconeilation | Postfeteh Froperties | Domain |

AE Identfication
Called AE Name

Collaborative Routing

“Default Route Name: [RADIOLOGY ]

Tag Rule Routing
Associzted Tag Rules (And the A d Dy
Tag Rules

“Tag Falure Route: [<Mo Foute Defned> =l

Stat Route
=Stat Route Mame: [ <No Route Defined> |

* Immediate C-5TORE p g depends on the Settings for this AE. C-5TORE processing will
be delayed urti the reconciliation detected problem is resolved # reconciliation is set for this AE

== The C-5TORE i= aways sant on this route aven f it does not pase reconciliation
Storage Destination Fiterng

™ Enable Ftering Tag: |

Page Actions

[huen || cancel || et |

Acuo VNA by using Microsoft Windows Console.

1.

2.

Open Microsoft MMC to access the Image Manager Server:

Navigate to Image Manager Server > Router Configuration > External DICOM Devices, right click

on External DICOM Devices and click New.

ﬁ ATConscle - [Console RoothAcucMed Image Manage
File Action  View Favorites  Window  Help

o= 15 = HE

|| Console Root ~
v () AcuoMed Image Manager (local)
v @ Image Manager Server (Mode = StandAl
[ta Feature Validation
v % Router Configuration
v &8 Destinations
» &= AcuoMed DICOM Databases
External DICOM Devices
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827 3. Onthe Main tab of the External DICOM Devices Properties page, provide the information below
828 and click Apply, and then click Finish:

829 = SCP Destination Name: PHILIPS
830 = Called AE Name: STENTOR_SCP
831 = |P Address: 192.168.140.131
832 =  SCP Listening Port: 2762
833 = Enable TLS by clicking the TLS checkbox next to the listening port number.
834 = Called AE Name: ACUO
835 * |Implementation UID: 1.2.840.114158.1.1.3
836 = Client Certificate CN: HYLAND-VNA.pacs.hclab
837 = Server Certificate CN: nccoess1.stnccoe.isyntax.net
838 =  Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA
Bxtemnal DICOM Device Propertes x

Main | SOP Configuration | Options | Domain |

SCP Destination Neme: [T Page Actions

Extemal Device

Called AE Name: [STENTOR_SCP

TCP/IP Connecivity

" Host Name |

& lp Address: 192 . 168 . 140 . 1

SCP Listening Port: [2762 W TS

AcuoMed
Calling AE Name: [ACUO

Implementation UID: |\2.340.114:5& 113

Version Name: |AcuoMed

TLS Settings

Cliert Cestficate CN: [HYLAND-VNA pacs hclab

Server Cesificate CN: |nccosss1.unccoe.x,nax.na

Cipher Sute: [TLS_RSA_WITH_AES_128_CEC_SHA ~|

Connection Testing
Press the test button to validate DICOM connectivity.

839 | Foen [ conod ][ mwv |

840 4. Restart the AcuoMed service.
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841  2.3.3.2 TLS Configuration for Philips IntelliSpace PACS

842 Next, configure TLS on the IntelliSpace PACS server. The steps below would be taken to enable this
843  feature on the PACS:

844 1. Access the Philips iSite Administration web site https://192.168.140.131/iSiteWeb using
845 administrator credentials.

@[3 hitps://localhost/iSiteWeb/Main/Navigator 0 - @ & ” £ Navigator x | | N 'ﬁ %3}
Ste Adminstration

F

| Mmin Locstion
S et it T

| T I |

846

847 2. Click Configuration > DICOM, to navigate to DICOM configuration screen.

n _ . (= | o e
P & hitps:/localhost/iSiteWeb/ Main/Navigater 0 ~ & & || & Navigator x | I Q}ﬁ
Ste Administration Karn o

Contgure Vaw  Test

iG] % “Mul Mlep MSymvesCheck (ORefuhDE Cache (ORasantDMWL - ()Rastan All
System
) Main Lacation

Mermal AETR [rrecon scr G==x]
High Prisrky AETRI [emona [ oemun
v T ————
sscurs pom o — (T
Mepisce Mo Latie-d During Import Clesse [ Deaee

+ Enable/Disable Exporton DICOM Processing Host{s)

* Advanced

T

848

849 3. Onthe top menu, click iExport to open the iExport screen. Provide the information below, and click
850 Save:

851 =  AE Title: RADIOLOGY

852 = Description: Hyland VNA

853 = |P Address: 192.168.130.120
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Port: 1443

Use Secure Connection: checked

@[;ﬂ https://localhost/iSiteWeb/Main/Navigator © ~ @& € ]] & Navigator

Global Web Servce Database

Uss Securs Camadtion

[RaDIOLOGY
162988130 20

[t v

ClEratle ST T
[ Enable:

Main Location ||

lEnable

qqqqq

N Fesetooenis I GoocuiReten

= T

4. Click Configuration > Advanced Security, perform these selections:

TLS 1.0 or higher: Selected

Enable Secure Web Services Communication

Enable Image Access in Secure Mode

Default Client Certificate: CN= nccoessl.stnccoe.isyntax.net

Default Server Certificate: CN=HYLAND-VNA.pacs.hclab

Click Save to save the settings
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getr P~ RC|

Configur View Test
= System Genaral

= Main Location Ciractory
s Deiselansgellis i ibuticn 1 ar coeee ] o b (/SSL 31 00r Nigher (® TLS 1.0 ar higher | TLS L1orhigher || TLS1.2
DIooM

Session  Semwe WebServiees Mlenatie

|
a

Image Acces i Secure [ Enatie
iy

[EMemccousst stnccow inyatex ~ut. OUSNCCSE. O=NIST-NCCSE. LaRockrlle, |

i

[Chemcosesst stncene isyntax net. OU=MCCaE. O=RIST-NCCal, Lefiocirlle, |

it

XU Check weis Dutust |

o

== S Dutwo |

Revoation

Quack for - 7

! :I
i

i
?
/
i
f

864
865 5. On the iSite Administration screen, click Next and click Next again to open the page that follows:
866 a. Enable Validate Client Certificate for DICOM.
867 b. Enable Validate Server Certificate for DICOM.
868 c. Click Save to save the settings.
E __'-i‘ & hitps//localhost/iSiteWeb/Main/Mavigat: 0 = @ &
i Configure View Test
:.‘s-l'!::'l""lmuw R-du'anr_ed Security : DICOM
S DOMGommmicates
Secertr e Encrypton vl
DICOM Security Mode Secure and Unsecure V|
bdate Clant Certif ¥ Brabla [ Oefaute |
Vabdats Server Cartificate For DICOM [+ Bnable _Default |
Tgnore Validation Failure And Continus | | nable Default |
‘Negotiation Timeout (in seconds) 30
e
869 - -
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6. Restart the iSite Monitor Service.

2.34 PACS and VNA TLS Integration Tests

After implementing the above PKI-certification installation and TLS enabling configuration, both the
Acuo VNA and IntelliSpace PACS servers are ready to perform the TLS secure DICOM communication
tests. The secure DICOM communication tests were conducted for bi-direction data exchanges between
Acuo VNA and IntelliSpace PACS to confirm:

DICOM communication is still functional.
DICOM communication is encrypted.

The test proves the DICOM communication was successful, with the accurate data exchange between
Acuo VNA and IntelliSpace PACS.

The network flow and dataflows monitoring tool indicates that the mutual authentication between Acuo
VNA and IntelliSpace PACS are established. Encrypted application data were exchanged.

2.4 Modalities

2.4.1  DVTk Modality Emulator

DVTk Modality is a modality emulator that can be used to emulate all the DICOM functions of a modality
system. It can simulate a real modality to test and verify communication with all the DICOM services. It
uses DICOM files as input for Queries, modality performed procedure step (MPPS), and Storage actions.
Consequently, this project chose to use the DVTk Modality as an emulator to test the connectivity,
communication, workflow, and interaction between PACS and modality in the lab.

System Requirements

Operating System: Microsoft Window 7 (with Microsoft .NET 4.0 Framework)
Network Adapter: VLAN 1402
DVTk Modality Installation

1. Download the installation software from the DVTK site [11].

2. Click the Modality Installation file (e.g., DVTk-Modality-Emulator-5.0.0.msi) to start the installation
process.
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oty s S -

Welcome to the DVTk Modality Emulator Setup

The installer will guide you through the steps required to install DY Tk Madality Emulator on wour
computer.

WARMING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
of criminal penalties, and will be prosecuted to the maximum extent possible under the law.

896
897 3. Follow the wizard instruction to continue the installation until it reaches successful completion.
e
s ormeviess riscr S
Installation Complete
DWTk Modality Emulator has been successfully installed.
Click "Close" to exit.
Please use Windows Update to check for any critical updates to the NET Framewark.
Cancel
898
899 4, Close the installation window.

900 5. The DVTk Modality Emulator can be launched from the PC Start menu. The Modality Emulator
901 interface is shown below.
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T ey =

File Help

Ping RIS
DICOM Eche
Reguest Workiist

Modality RIS System

PACSWorkstation Systems

Ping PACS/\Workstation

% DICOM Echo
s e |

e

Hint

Modality PACS Workstation

DVTk Modality Configuration

Configuration of the DVTk Modality involves the configuration of the communications with different

external systems, including the RIS, which is the Worklist provider or a worklist broker connected to the

RIS; the MPPS manager that handles the MPPS messages for status reporting; and the PACS and its
database where the images will be stored. The information needed for these external systems should

include the correct IP-Address, Port number, and Application Entity Title (AETitle). Input the information

with these values:

RIS System
= IP Address: 192.168.160.201
®= Remote Port: 105
= AETitle: RIS
MPPS Manager
= [P Address: localhost
®= Remote Port: 105
= AE Title: RIS
PACS/Workstation Systems—Storage Config
= IP Address: localhost
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= Remote Port: 106
= AE Title: MPPS
PACS/Workstation Systems—Storage Commit Config
= IP Address: localhost
= Remote Port: 107
= AE Title: PACS
Store Commit Config
= |P Address: localhost
= Remote Port: 107
= AE Title: PACS

3 Modality Emulator
Gle Hep
#EuDC
Conirl [ Corligure Remote Systems |
RIS Spstem

1P Address: locathost

Remote Pait {105
AE Titke: RIS

MPFS Manages
IP Address: Iocalhost

Aemote Port |ﬁ-_

AE Tille [MPPs

PALCS Awfoekstation Systems

Starage Config Stote Commit Config
IPAddress:  [iocabont N IPAddress:  [iocahost
Remote Port. 107 Flemote Pot: 107
AE Title T —— AETHe  [Facs

The configuration of the modality itself is also needed to indicate its AE Title (e.g., DVTK_MODALITY),

Local IP Address (e.g., 172.31.138.126), and Listen Port (e.g., 104) to be paired for association negation
with other remote systems. The screenshot that follows indicates the options for the Modality Emulator

configuration:
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¥ Modality Emulator = =] x
File Help

AESECT <=1
Cortrel  Configure Emuator [wuusuuw[ MPPS-Progress | MPPS-Discontinued | MPPSCompleted | Image Storage | Dummy Patiert |

System Name: [Modaiey

BE Title: [ovTK_MODALITY

Implementation Class UID: [1 2.826.0.1.3680043.2.154563.1.0
Implementation Version Name: !ﬁoddiyEmu.ldor

Local IP Address: 231338726 =]
Listan Fort: ,r‘

Storage Commit Mode

%' In Single Asscciation (Sync commitment)

" In Different Association [Async commitment)

\wiait time for N-EVENT-REPORT from PACS (in sec): [1_

935

936  Several tabs exist for configuring the behavior of the emulator. They can be configured as needed or use
937  the default settings. Once the configuration is done, the emulator front GUI interface provides some test
938  buttons for verifying the connectivity, including RIS and PACS server Internet Control Message Protocol
939 (ICMP) pings and DICOM echo:

=

= Modality Emulator

Eie el

REENEH® & t=
[Conil| Corbgue Remcte Systems |
RIS System

Png RIS Fing nuccesshd

DICOM Echa DICOM Echo successhl
Aequest Workint
Modality RIS System Hink
PACS Workstaion Systems

Fing PACS MWodkstation | Fing successiul

DICOM Echo DICOM Echo sucessshd
L Eennes | B
[ st Conminil_ |

Modality PACS Workstation ~ Hint

940
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2.4.2 DVTk RIS Emulator

DVTK, the Health Validation Toolkit, is an open-source software. The DVTk RIS Emulator is an application
that handles Modality Worklist and Modality Performance Procedure Step requests from remote

applications and then responds with the emulated results using the DICOM files specified by the users.

System Requirements

Operating System: Microsoft Windows 7 (Microsoft .NET framework 2.0)

DVTk RIS Emulator Installation

1.

2.

Download the DVTk RIS Software installer RIS Emulator .msi file from http://www.dvtk.org.

Start the installation procedure by double-clicking the .msi installation file.

Follow the wizard screen instruction to continue the installation until the end of successful
installation is displayed.

Close the installation window and start to RIS Emulator. The User Interface of the RIS Emulator
tool that follows is shown with the tabs that follow for selecting the modes:

Worklist

= MPPS

= Edit DCM Files
= Activity Logging

= Validation results
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w RIS Emulator
File Stored Files About

Select Mode Local AE title [ovTK_RIS

Local port: 107
Start A

Remote AE title |DVTK_MODALITY

Specify TS

) View information model... | View the MWL information model constructed from the Dicom files
- Sy
Import Dicom files.. | Import DICOM files to default data directory for emulating WLM responses.

Workiet | MPPS | Ed2 DCM Fées | Resuts | Activey Logging |

W Set Scheduled Frocedure Step DateiTime to current date\time

[ Select data directory for sending WLM responses

DVTk RIS Emulator Configuration

1. Worklist Configuration

Local AT title: AE title of the RIS Emulator
Local Port: The port of the RIS Emulator for incoming association
Remote AE title: AE title for the service class user paired with the RIS emulator

View Information Model: Information model used for sending the emulator response, default
value is taken

Select Data Directory for sending WLM responses: Location for storing the emulated responses
to the Worklist requests. A default setting can be used which is C:\Progam Files\DVTk\RIS
Emulator\Data\Worklist\

2. The RIS Emulator also supports other parameter configuration such as MPPS and Store Files
functionality. These can be done as needed.

3. Configuration of the RIS Emulator and the Modality storage emulator should be done accordingly, so
they can communicate with each other.
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2.5 Asset & Risk Management

2.5.1 Virta Labs BlueFlow

Virta Labs BlueFlow is a medical asset management software that allows for the discovery and
management of medical devices on the network. For this project, we used BlueFlow to create an
organized inventory of the medical devices in the PACS architecture.

System Requirements

CPU: 2

Memory: 8 GB RAM

Storage: 100 GB (Thin Provision)
Operating System: CENTOS 7
Network Adapter: VLAN 1201

Virta Labs BlueFlow Installation

1. Runrpm -ihv blueflow-2.6.0-1.x86_64.rpmin the CentOS 7 terminal.
a. Wait for the package install process to complete.

b. Depending on your environment, you may need to install some dependencies before
the BlueFlow package can be successfully installed.

a* Applications  Places  Terminal @ Wed1335 & @) O

root@test-blueflow:~/Documents i |

File Edit View Search Terminal Help
[root@test-blueflow Documents]# rpm -ihv blueﬂow-z,ﬁ.o-1.x36_64.rpml

x

2. Run sysyemctl status blueflow.service in the CentOS 7 terminal.

3. Ensure blueflow.service is active.
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@ Wed1341 & 4 O

a* Applications Places  Terminal
a x

root@test-blueflow:~/Documents

File Edit View Search Terminal Help
[root@test-blueflow Documents]# systemctl status blueflow.service

blueflow.service - BlueFlow Service
loaded (/etc/systemd/system/blueflow.service; enabled; vendor preset: disabled)

Loaded:
Active: since Wed 2019-07-83 13:39:09 EDT; 2Zmin 31s ago
Process: 18711 ExecStart=/bin/echo blueflow.service governs all the other blueflow services (code=exited, st
atus=0/SUCCESS)
Main PID: 18711 {code=exited, status=8/SUCCESS)
Tasks: @

CGroup: /system.slice/blueflow.service

Jul 83 13:39:09 test-blueflow systemd[1]: Starting BlueFlow Service...
Jul 83 13:39:09 test-blueflow systemd[1]: Started BlueFlow Service.
[root@test-blueflow Documents]# m

993

994 4,
995 Login page.

Visit https://localhost to verify BlueFlow web service is operating as expected, with a BlueFlow

| BlueFlow 2.6.0 - Mozilla Firefox

host/accounts/login/? next=/dashboard/

BlueFlow Login Help

Please login to see this page.
blueflow
LA LAl L]

[C'Remember Me

Lost password?

Flow 2.6.0 - Mozilla Firefox

996
997 Virta Labs BlueFlow Network Groups Configuration

998 1. Login to the BlueFlow web console.
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BlueFlow Login Help

Please login to see this page.
blueflow

Remember Me

Lost password?

2. Navigate to the Inventory tab.

3. Under the Networks section, click on the gear icon.

Inventory — All Assets

@ Assels by Tag

Tag name # Assets

q 4 Add Inventory
assels

Top 20 manufacturers v | by asset count

O Asset Groups

Group

No groups.

&% Networks

Network

%1 Clinical Work

Stations (3)
£ PACS A (4)

i PACS B (2)

1. Radiology (5}

.m @ bluafiow

o

% [dentified

%
CIDR Identified

192.168,130.024  100.0%

192.168,140.0/24 100.0%
192.168.141.0624 50.0%
192.168.150.0/24 60.0%

s 192.168.160.0024  100.0%

192.168,180.0¢24  100.0%
192.168.100.0v24 0.0%

192.168,120.0/24 0.0%

4. Enter Security Service as a Name for the new network group.

5. Enter 192.168.190.0/24 as a CIDR for the new network group.

6. Click create.
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VLAY B ®vusiow
5 Networks
Network CIDR Delate
<%, Clinical Work Stations (3) 192.168.130.0024 L]
. BACS A {4) 192.168.140,0024 (]
Tags L PACSB(2) 192.168.141.0/24 (]
Risk Factars & 192.168.150.0/24 (7]
Controls 192,168, 160,0/24 ]
Connectors 192.168.180.0/24 ]
Logs i (4) 192.168,100.0:24 (1]
i%: Enterprise-Services {9) 102,168.120.0/24 (]
New network
Name Security Services
CIDR 192.168.190.0024
create
1007 7. Verify that the new network group (Security Services) has been created.
1008 8. Click on the name of the new network group.
N\, Search ﬁ @ blueflow
Usar Profile 5 Networks
Custom Asset Fields
Network CIDR Dalete
Clinical Wark Stations (3) 192.168.130.0/24 o
2. PACS A (4) 192.168.140.0/24 i)
Tags . PACS B (2) 192.168.141,0/24 (1]
Risk Factors & s1: Radiology (5) 192.168.150.0/24 ]
Controls £, Clinical Applications (1) 192.168.160.0/24 i}
Connectors 192.168,180.0/24 [}
Lags 192.168.100.0/24 m
192.168.120.0/24 ]
3 Security Services (7) 192.168.190.0/24 m
New natwork
Name
CIDR

1010 9. Assets will be listed on this page if they match the network group’s criteria.
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1011 10. If there are no assets currently listed, you can manually add them by navigating to Inventory > Add
1012 Inventory or by running an IP discovery scan (detailed in the next section).
VLAY, Search g @ blusfiow

Assels

[ Actions ~
Asset
Asset-130
Asset-128
Asset-129
Asset-131
Asset-132
Asset-133
Asset-134

1013

Tags

Network: Security Services

1-Tof7 Pr

IF Address

192.168.180. 122

192.168.190.120

192.188.180.121

192 168.180.140

182.168.180.160

192 168.180.170

192.168.180.172

Name
CIDR:
MNext
Risk Score L3 Details
saf | sec/ total =
00/20/1.0
0/2.0/1.0
Asset
0.0/2.0/1.0 count:
0.0/20/1.0 Aasel
identified:
00/2.0/1.0
Assels
0.0/20/1.0 ot
identified:
00/20/1.0
Average
safety
risk
Average

Security Servicas
192 168.190.0/24
These All
assets  assets
T 44
0.0% 28.5%
100.0% 70.5%
0.0 0.0
20 20

1014  Running an IP Discovery Scan in Virta Labs BlueFlow

1015 1. Login to the BlueFlow web console.

BlueFlow Login

blueflow
seee .0.+

Remember Me

Lost password?

1016

Help

Please login to see this page.
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1017 2. Navigate to Connectors > Discovery.

Search m ® blueflow
Connectors

Connectors o Connector Tasks

17 connectors; Previous = MNext

showing only
enabled connectors

Risk finished Yesterday at 12:22 PM Success
below. :
Metrics
BlueFlow Pulse |
unElow E1ase Fingerprint finished Last Tuesday at 4:30 PM  Success
Fingerprint finished Last Tuesday at 4:29 PM  Success

m Fingerprint finished Last Tuesday at 4:28 PM  Success
Fingerprint
- Fingerprint finished Last Tuesday at 4:27 PM  Success
Nessus Import
) Fingerprint finished Last Tuesday at 4:14 PM  Success
Netflow
Fingerprint finished Last Tuesday at 4:13 PM  Success

l MNexpose Import |

- Fingerprint finished Last Tuesday at 4:04 PM  Success
| Password Checker
* Discovery finished Last Tuesday at 3:23 PM  Success
Ping |
Risk finished Last Tuesday at 12:22 Success
i ] Metrics PM

1018

1019 3. Under Discovery, click the gear icon.

My Blu \ Search 'm @ blusfiow

Connector: Discovery

By = [3 Discovery
Discover assets using an ICMP ping
target Acan,

By default, this connector will not create
new assets when it receives responses
from connected assets. To configura
this behavior, visit the connector

fill defaults  fill rece m seftings.

Connector Tasks

Pravicus = Mext

Discovery finished Last Tuesday at  Success
3:23 PM

Discovery B finished 04/28/2019 Success

Discovery finishad 04/27/2019 Success

Discovery finished 04/26/2019 Success

1020
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1021 4. Check the box next to allow_create_asset.

1022 5. Click Save.

Afafy F B @buetow

Settings: Connector

User Profile Discovery Settings =
Custom Asset Fields

anabled v
Enable or dizable this

Assal Groups
Networks connector
Tags

. st v
Risk Factars & Controls allow_create_assel

Connectors

Logs

Save

1023

1024 6. EnteranlP (e.g., 192.168.190.0/24), host name or CIDR that you would like to scan.
1025 7. Click Run.

1026 8. Wait for the discovery scan to finish.

Afaf\y Search B @vuenow

Connector: Discovery

Disnaveey % [3 Discovery

Discover assets using an ICMP ping

target 192.168.190.024 -

IP, hostname or CIDR

very scan

By default, this connector will not create
new assets when it receives responses

from connected assets. To configure
this behavior, visit the connector

fill defaults il recent m seftings

Details hitps:/blusflow pacs.hclabiconnectortasks 339/

Connector Tasks

Previous  Next

Discovery finished Today at 10:45 Success
AM
Discovery finished Last Tuesday at  Success
323 PM
1027 Discovery finished 04/28/2019 Success -
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9. Click on the row of the completed scan to view more details.

Note: From this page, you can view the output of the scan, including how many devices were
discovered within the provided network range.

S/, Search B ©bueon

Connector Task

Discovery Success
Inputs Nama Value
target
External URL
Submitted Today at 10:45 AM
Started Today at 10:45 AM
Finished Today at 10:45 AM
Duration a few seconds
Returmed
Cutput il

2.5.2  Tripwire Enterprise

Tripwire Enterprise is a security configuration management software that monitors file integrity through

software-based agents. For this project, we used Tripwire Enterprise to monitor file changes on PACS
servers and the VNA database.

System Requirements

CPU: 1

Memory: 4 GB RAM

Storage: 120 GB (Thin Provision)

Operating System: Microsoft Windows Server 2016
Network Adapter: VLAN 1201
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1042 Tripwire Enterprise Console Installation

1043 1. Inthe tripwire install folder under java, double-click on the jre-8u202-windows-x64 application file.
& = | java
Home Share View
— v > te_server 8.7.3_en_windows_amd64 > java
Name e Date modified Type Size
# Quick access
b Desktop + 4| jre-Bu202-windows-x64 2019 8:04 AM Application 75,467 KB
4 Dowrloads
2 Documents o+
1044
1045 2. Click on Run.
Open File - Security Warning X
Do you want to run this file?
Name: ..n_windows_amd64\java\jre-8u202-windows-x64.exe
Publisher: Oracle America, Inc.
Type: Application
From: C\Users\Administrator\Desktop\te_server_8.7.3_en_...
Always ask before opening this file
e While files from the Internet can be useful, this file type can
\ﬂ potentially harm your computer. Only run software from publishers
you trust. What's the risk?
1046
1047 3. Click on Install >.
Java Setup - Welcome e x

Welcome to Java

Java provides access to a world of amazing content. From business solutions to helpful utilities and
entertainment, Java makes your Internet experience come to life.

Mote: No personal information is gathered as part of our install process. Click here for more information on
what we do collect.

Click Install to accept the license agreement and install Java now.

[] change destination folder Cancel ] [ install> |

1048

1049 4. Click OK.
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Change in License Terms ==

Important Information about Oracle Java SE Roadmap

Changes are coming which will impact your access to future releases of Java SE from Oracle,

Corporate users will be impacted with the April 2019 update.

These changes do not affect the version you are about to install.
For additional guidance please follow the link below.

More information.

5. Wait for the install process to complete.

lava Setup - Progress =

Status: Installing Java
—

3 Billion

Devices Run Java

E >Java”  #1 Development Platform ORACLE

6. Click Close.

lava Setup - Complete ==

+/ You have successfully installed Java

You will be prompted when Java updates are Always install updates to get the latest performance
and security improvements.
Mor, out update settings

_ Close

7. With Java installed, double-click on the Tripwire install application, install-server-windows-amd64.
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M=
Home Share

Application Tools te_server_B.7.3_en_windows_amd6d

View Manage
- - A » te_server 8.7.3 en windows_amd6d
Name Date modified
o Quick access
- 3f26/2019 12:14
 Desktop o+ docs 6/26/2019 12:14 PM
extras 6/26/2019 12:14 PM
4 Downloads -
java bBf26/20719 12:14 PM
i D t *
ocuments twagents 6/26/2019 12:14 PM
= Pictures g E install-server-windows-amd64 2/4/2019 10:52 AM
Symantec DCS o 2 license 2/4/2019 10:52 AM
Tripwire Enterprise PORTS & CREDENTIALS 3/22/2019 9:42 AM

Type Size

File folder

File tolder

File folder

File folder

Application 532219 KB
HTML Document 30 KB
Text Document 1KB

8. Select the version of Java, Oracle/Sun 1.8.0 64-bit, that was previously installed.

9. Click OK.

L JVM Selection

Please select the Java(tm) Runtime to use

Oracle/Sun 1.8.0 64-bit C:/Program Files/Java/jre1.8.0_202/bin/java.c ~

oK | Cancel

10. Click Next >.

m Tripwire Enterprise Console Installer = X

@ ENTERPRISE

8.7

Welcome to the Tripwire Enterprise Console installation wizard.
This wizard will install and configure Tripwire Enterprise Console.

Before continuing, please review the installation documentation to

ensure that you are in compliance with all installation requirements,

Failure to meet all requirements may cause the installation to fail.

< Back Cancel

11. Check I accept the agreement.
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1063 12. Click Next >.

m Tripwire Enterprise Console Installer — X

License Agreement m

Please read the following License Agreement. You must accept the terms of this agreement
before continuing with the installation.

IMPORTANT INFORMATION )

TRIPWIRE SOFTWARE IS LICENSED, NOT SOLD. USE OF THIS SOFIWARE IS
SUBJECT TO LICENSE RESTRICTIONS. CAREFULLY READ THIS LICENSE
|JAGREEMENT BEFORE USING THE SOFIWARE. USE OF SOFIWARE INDICATES
CCMPLETE AND UNCONDITIONAL ACCEPTANCE OF THE TERMS AND CONDITIONS
SET FORTH IN THIS ACREEMENT. ANY ADDITICNAL OR DIFFERENT PURCHASE
ORDER TERMS AND CONDITIONS SHALL NOT APPLY.

[l accept the agreement
Do you accept this license? @® | accept the agreement
(O I do not accept the agreement

<Back | Net> || Cancel

1064
1065 13. Specify an installation directory, C:\Program Files\Tripwire\TE, for the Tripwire installation.

1066 14. Click Next >.

m Tripwire Enterprise Console Installer = X

Installation Directory m

Please specify the directory where all Tripwire Enterprise components will be installed.

[GEEIETLE TGO C:\Program Files\ Tripwire\T

< Back Next > Cancel

1067

1068 15. Verify the host name for the machine on which you’re installing Tripwire (e.g., WIN-
1069 RUQDO7KL8A7).

1070 16. Click Next >.

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS)



1071

1072
1073

1074

1075
1076

1077

DRAFT

m Tripwire Enterprise Console Installer s X

Tripwire Enterprise Console Configuration Part 1 of 4 m

Please provide the hostname of the system where Tripwire Enterprise Console will be
installed.

TE Server Hostname WIN-RUQDOTKLBA?I

< Back Next > Cancel

17. Specify the HTTPS Web Services port as 6000, HTTP EMS Integration Port as 8080, and Tripwire
Enterprise RMI Port as 9898.

18. Click Next >.

m Tripwire Enterprise Console Installer ¥ X

Tripwire Enterprise Console Configuration Part 2 of 4 m

Specify the ports that Tripwire Enterprise Console uses to communicate.

This port is used for user-initiated Web console sessions.

HTTPS Web Services port [600d] |

This port is used for external integrations (such as plugins).

HTTP EMS Integration Port ~ |8080 |

This port is used for Console/Agent Java communications.

Tripwire Enterprise RMI Port 9898 |

< Back Next > Cancel

19. Create a password for Tripwire Enterprise services.

20. Click Next >.
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m Tripwire Enterprise Console Installer s X

Tripwire Enterprise Console Configuration Part 3 of 4 m

The services passphrase is used to secure Tripwire Enterprise communications.

This password must be between 19 and 64 characters, and cannot contain single-quote ('),
double-quote (), less-than (<), greater-than (>), or backslash (\) characters, most other
characters are allowed. See the Installation and Maintenance Guide for more details.

Confirm Passphrase

Services Passphrase

< Back Next > Cancel
1078
1079 21. Verify planned installation settings are correct.
1080 22. Click Next >.
i Tripwire Enterprise Console Installer - X

Tripwire Enterprise Console Configuration Part 4 of 4 m

Please review the installation settings for Tripwire Enterprise Console.

The following settings are configured for Tripwire Enterprise Console:

Installation Directory: C:\Program Files\Tripwire\TE
Available Disk Space: 12709 MB

Hostname: WIN-RUQDO7KLBAT

IP Address(Listening): 0.0.0.0

HTTPS Web Services Port: 6000

HTTP EMS Integration Port: 8080

TE Services (RMI) Port: 9898

TEConsolelnstaller: Java Version detected: 1.8.0_202 64

< Back Next > Cancel

1081

1082 23. Check Install Real-time Monitoring.
1083 24. Specify Real-time Port as 1169 for monitoring.

1084 25. Click Next >.
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m Tripwire Enterprise Console Installer s X

Tripwire Enterprise Agent Configuration m

Tripwire Enterprise Agent software is installed on the Tripwire Enterprise Console system to
enable monitoring of that system. Do you want to install Real-time Monitoring functionality
for this local Agent? The Real-time Monitoring feature can also be installed later.

Install Real-time Monitaring
Please specify the local port to be used by the Real-time subsystem.
Real-time Port  |1169

26. Click Next >.

m Tripwire Enterprise Console Installer — X

-~ riuir]

The installer is ready to begin installing Tripwire Enterprise Console.

Click Next to begin installing Tripwire Enterprise.
Click Back to make any changes before you begin the installation.

Cancel

27. Wait for Tripwire Enterprise installation to complete.
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m Tripwire Enterprise Console Installer s X
Installing
Unpacking C:\Program [...] Tripwire\TE\Server\lib\common\jsch-0.1.40,jar
< Back " Cancel
1089
1090 28. Click Finish.
m Tripwire Enterprise Console Installer — X
Ly The installation is complete.
S ENTERPRISE
Open a browser after clicking Finish to continue configuring
Tripwire Enterprise.
= M
To finish configuration later, use a browser to access
https://WIN-RUQDO7KL8AT
<Bock | [ Finish || Cancel
1091

1092 29. Open SQL Server Configuration Manger.

1093 30. Under SQL Server Network Configuration > Protocols for SQL Server ensure the TCP/IP protocol is
1094 set to Enabled.
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& 5 Server Configuration Manager

File Action View Help

= 7 EHzH

ﬁ 5QL Server Configuration Manager (Local) Protocol Mame Status
.J SQL Server Services H~ Shared Memory  Enabled

w [ 501 Server Network Configuration (32bit) %= Named Pipes Disabled

‘1- T
"R TCP/IP Enabled
B 5L Native Client 11.0 Configuration (32bit) = e

1095

1096 31. Open SQL Server Management Studio.

. 5,; Microsoft SOL Server M Studio (Adminkstrator)

File  Edit View Project Tools ‘Window Help
|B-ars | BNewaey B RS R2R| = Qs
| | b buane |
Ohject Explorer * 3 X
Connect~ ¥ ¥ (Vi
IWIN-RUGDOTEL Server 1
Databases
Security

Server Objects
Replication

Managerment
# 0 XEvent Profiler

1097

1098 32. In the Object Explorer expand the selection for your database, right click on Databases and select
1099 New Database...

X i ; M t Studi
LA Microsoft SOL Server g Studia

File  Edit View Project Tools Window Help

‘o-o|@e - M Brevoey AR RS |2 -c-|&
Object Explorer » B x
Connect~ ¥ *¥f (VIS

© WIN-RUQDOTKLBAT\SCSP (SOL Server 1

Systd New Database...

7w dese Attach..,

¥ w SCSH Restore Database...
Security  Restore Files and Filegroups...
Server

Deploy Data-tier Application,..
i ™ Replical

# % Manag
4 [ XEvent

Import Data-tier Application...
Start PowerShell
Reports
Refresh

1100
1101 33. On the left, under Select a page, select General.

1102 34. Enter a Database name as TE_DB.

1103 35. Under Database files, for the data file, set Initial Size to at least 2,000.
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36. Click the button under Autogrowth.

B New Database

- O X
s T st v @ Hep
¥ General
& Options
& Flegroups Database name: |Te_oe J
Owner: [<cefaut>

Databas files:

Logical... File.. Filegroup Initial Si...
TE_DB ROWS.. PRIMARY 2000
TE_DBlog  LOG Net Applicable 500

Autogrowth / Max... Path
By 1 MB, Unimited
By 10 percent. Unlimited

:\Program Fies 86}\Common Fies\Symantec Shared\St
:\Program Fies {<26}\Common Files\Symantec Shared\S(

‘Connection

Server:
'WIN-RUQDOTKLBAT\SCSP
Connection:

‘WIN-RUQDO 7KLBAT Administratq

¥ View connection propetties

Ready i

Add

Remove

e

37. Check Enable Autogrowth, set File Growth to at least 20 MB, and set Maximum File Size to
Unlimited.

38. Click OK.

Selectapage O st v @ Hep

¥ General

& Options

¥ Flegroups Database name: [Te_oB |
Owner: [<ctefaut>

Database files

Logical... Fi i Path
TE_DB R Change Autogrowth for TE_DB K | program Fies 6887 Common Flesymartec Sharec\si
TE DBl L le#\Program Fles ¢:86)\Cammon Fies\Symantec Shared\St
Enable Autogrowth
Fie Growth
() inPercent 0
(®) n Megabyies

Masmum Fle Size
() umitedto ME) s
Connecion
= (®) Unimied
Server
WINRUGDOTKLEAT\SCSP

==
Connection:

‘WIN-RUQDO 7KLBAT\Administratq

¥ View connection properties

Ready i

Add Remove
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1110 39. Under Database files, for the log file, set Initial Size to at least 500.
1111 40. Click the button under Autogrowth.

1112 41. Check Enable Autogrowth, set File Growth to at least 20 MB, and set Maximum File Size to
1113 Unlimited.

1114 42. Click OK.

SIECGT D TSoit v @ Hebp
F Genersl
% Options
F Filegroups Database name: [TE_oB |
Owner: [<defact> |
Databass fles
Logical... Fi Path
TE_DB R | Change Autogrowth for TE.DB_log X lc:\Program Files (x86)\Common Files\Symantec Shared\S|
TEDBlg L :\Program Files §<36]\Commen Fles'\Symartec SharedSt
Enable Autogrowth
Fie Growth
() InPercent 0=
(®) In Megabytes A=
Maximum Fie Size
() Uimitedto (ME) 100/5
Connection
= (@) Unlimted
Server:
WINFUGDOTKLBAT\SCSP
[ ok ]| cancel
Connection:
WIN-RUQDOTKLEAT Admiristratq
¥ View connection properties
Progress
Ready < >
Add
1115 Cancel

1116 43. On the left, under select a page, select Options.

1117 44. Set Collation to Latinl_General_CS_Al.

1118 45. Set Recovery model to Simple.

1119 46. Under Other Options > Miscellaneous set ANSI NULL Default to True.

1120 47. Click OK.
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B New Database — O s
ey Osept v @ Heb
K General
& Options
# Flegroups Collstion Latin1_General_CS_Al v
Recovery modsl Simple ~
Compatislty level SQL Server 2012(110) -~
Containment type MNone ~
Cther options
GERFY
@17
Defaut Curser GLOBAL ~
~ FILESTREAM
FILESTREAM Directory Name
FILESTREAM Hon-Transacted Access OFf
~ Misc
AlowScrpting Tre
HideFilSetings False
~ Miscellancous
Allow Srapshot lsolation False
ANSI NULL Defaut True v
ANSI NULLS Enabled Falss
ANS| Padding Enabled False
Connection ANSI Warmings Ensbled Falss
server Authmetic Abort Ensbled False
i p—— Concatenate Null Yields Null False
Cross dstabase Ownership Chaining Enabled False
Connection: Date Corelation Optimization Enabled False
WIN-RUQDO7KLSAN Admiristratd s Read Committed Snapshot On False
¥ View connection propedies Humeric Round-Abert False
Parsmetasizstion Simple:
Gueted Identiiers Enabled False
Recursive Triggers Enabled Falss
Trustworthy False v
Progress
ANSI NULL Default
Ready
1121 Cancel

1122 48. In the Object Explorer, right click on your database and select New Query.

4 Microsoft SQL Server M Stucio (Administrator)
File  Edit View Project Tools Window  Help

E B-uo-& W | B Newouery B R & R &
Object Explorer * ) x

(VIR

Connect...

Connect = ‘f ’?

Databases

+ o Systemn Databases DM_Un"“t
E W dosc_umc _E“J:‘“
+ m SCSPDB New Cuery

=@ TE 08 Activity Mornitor
il ™ Security =
Server Objects Start
t = Replication Stap
Management Pause
+ [ XEvent Profiler R o
Restart
Policies »
Facets

Start PowerShed|

Azure Data Studio
Reports
Rafrash

Properties

1123

1124 49. Type out the following query:

1125 ALTER DATABASE [TE_DB] SET READ_COMMITTED_SNAPSHOT ON
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1126 50. Click Execute in the toolbar above the SQL Query window.

1127 51. Under the SQL Query window, in the Messages window, verify the command was completed
1128 successfully.
3 SOy gl - WIN-RUGDOTKLEAT\SESE master [WIN- FUCIDO7 KLBA T Adminissrator (13407 - Microsoft SOL Server Mansgermant Studie (A £ il A = B x
Fike Lda Wiew Query Froject Tools Whnclow Help
-o|H- G- Brvesy AR P AR I KTA|2-0-|B = iREsE-,

b = vEBR]|F A ARD sE|Ee.

ALTER DATABASE [TE_DB] SET READ_COMMITTED_SNAPSHOT OM

53

0% -4 ¢
o
Commands cempliered ssccessfully -

o -

< + W6 Ouery smecuted suseshully. WIN-RUQDOTKLEATSCSE [11.0_.  WIN-RUGDOTKLEATAdmin_ | master  0000:00 | 0 rows
1129 i ooy
1130 52. Clear the SQL Query window, and then type out the following query.
1131 SELECT name, is_read_committed_snapshot_on FROM sys.databases WHERE
1132 name="<db_name>"
1133 53. Click Execute in the toolbar above the SQL Query window.
1134 54. Under the SQL Query window, in the Messages window, verify the value for
1135 is_read_committed_snapshot_on is set to 1.
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_-: SOLCuery? sqf - WIN-RUQDOTKLEAT\SCSP master [WIN-FUCDOT KLBA M Adeinistrator (13457 - Microsoft SOL Server Mansgement Studio (4. h {Chl+ Fl= B %
Fike Lda Wiew Query Froject Tools Whnclow Help
- Bro- LM Bvvooy IREARIXI | 2-0-|B = mrs@-,
| mastor - B Eeate v E8E]) T A aRo | |-

o BRI 50 Couery] sl - WL dministracoe (138 4 X
el B & - ~SELECT name, is_read committed_snapshot_on FROM sys.databases WHERE +
IR RUODOTHLAATSCSP (S0 Sarves 1 name="TE_DB' 1

1% -4 v
[ L e

< > B8 Quey eecsted sucomsiully, WIN-RUQDOTKLEATSCSP 1.0 WIN-RUGDOTKLEATAdemind.  mastir 000000 1 rows

1136

1137 55. In the Object Explorer, expand the selection for your database, expand the Security section, right
1138 click on Logins, and select New Login...

% Soltion’ - Maosaft SCL Server Mansgement Studio (Adminstratir h {Chil+ A= B x

File Ldnt Wiew Fropect Tools Whnclow Help
0-o|Hr Lt e Brveey AR B AR Rt dmssa-,
i |

#0 Sorver | Starl PowerShell
RPN Sr—" =
4 Managy

i Rebresh
B Xt s

1139
1140 56. On the left, under Select a page, select General.

1141 57. Create a Login name.
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1142 58. Select SQL Server authentication.
1143 59. Create a password.
1144 60. For Default database, select the database previously created.

1145 61. For Default language, select English.

| Login - New — O pd
Ecectarn LT Sciipt w @) Help
F General
F Server Roles
& User Mapping Login name: te_admin Search...
F Securables - o
K Status O Windows authentication
@ SQL Server authertication

Password: |uuouu |

Confirm password: |ouuuu |

Enforce password policy

l:‘ Enforce password expiration
Connection

O Mapped to cerificate

Server:
WIN-RUQDO7KLBAT\SCSP O Mapped to asymmetric key

Connection: )
WINRUQDOTKLEAT Adnmiistrard || Ma to Credentia v Add
¥ Miew connection propetties Mapped Credential Credential Provider
Progress Remove
Ready Default database: TE_DB b
Defautt language: {English Lo
Cones

1146

1147 62. On the left, under Select a page, select User Mapping.

1148 63. Under the Users mapped to this login window, perform these actions for the row containing the
1149 previously created database:

1150 a. Check the box in the Map column.

1151 b. In the Default Schema column, type the name of the new user being created.

1152 64. Click OK.
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| Login - New

Selecta page
K General

F Server Roles
# User Mapping
K Securables
F Status

Connection

Server:
WIN-RUQDO7KLBAT\SCSP

Connection:
WIN-RUQDO7KLBAT Administratg

ﬁ View connection properties

Progress
Ready

1153

IT Script » @) Help

Users mapped to this login:
Map Database User
| desc_umc
| master
| model
| msdb
|  scseos
| | TEDB te_admin
| tempdb

Database role membership for: TE_DB

Default Schema

db_accessadmin
db_backupoperator
db_datareader
db_datawriter
db_ddadmin
db_denydatareader
db_denydatawriter
db_owner
db_securityadmin
public

KLTTTTTTTT

Cancel

1154 65. In the Object Explorer, expand the selection for your database, expand the Databases section, right

1155 click on the database created previously, and select Properties.

% Solution? - Microsoft SQL Server

File Edit View Project Tools

Studio [Admini )

Window  Help

o - B-o-2 0 Dvawey BRI QAR L I

Object Explorer -
Connect~ ¥ ¥ G+

B WIN-RUQDOTKLBATSCSP (SOL Server 1

Databases
System Databases
¥ W desc_ume
& W SCSPDB
]
Securit]
Server

Mew Database...
New Query
Replicy | Saipt Database as
Manag Tasks

Bl ¥Event Policies

Facets

Start PowerShell

Azure Data Studio

Reports

Rename

Dedete

Refresh

|_ Properties

1156

3 x
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1157 66. On the left, under select a page, select Permissions.
1158 67. Under Permissions for user, check the box in the Grant column for the following permissions:
1159 = Connect

1160 = Create Function

1161 = Create Procedure

1162 = Create Table

1163 = Create View

1164 = Delete

1165 = Insert

1166 = Select

1167 = Update

1168 68. Click OK.

@ Database Properties - TE_DB - Ul X
EElECT e IT Script @) Help
K General
K Files
& Fiegroups Server name: |WIN-RUGDO7KLBAT\SCSP |
& Opiors View SErver permissions
MIEW SEMVET PETMISSIONS
J Change Tracking
F Pemissions Database name: |TE_DB |
F Bxtended Properties
Users or roles: Search...
Type
User
Connection
Server:
WIN-RUQDOT7KLEATSCSP Permissions for te_admin:
Connection: Bwplict  Effective
WIN-RUQDO7KLBAT Administrat P .
TUEES | Permission  Grantor Grant With ...  Deny ~
ﬁ View connection properties Connect replicati | | | |
Connect dbo v : | | | |
Control | | | |
Create aggregate | | | |
Progress
Create assembhy | | | |
Ready Create asymmetri... | | | |
Create cerfficate [ [ hd
Conce
1169
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1182
1183
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69.

70.

71.

72.

Open Internet Explorer and navigate to the webpage of the server on which Tripwire Enterprise
was installed.

Enter the services password created during the install process.

Click Login.
(] x
ee - ity win rugdo TkiEa 7 £ corfige 3 = @ @ Tipwire Enterprise Consals -

Tripwire ise needs additi

To finish installing, please enter your Services Passphrase for authentication. The Senvices Passphrase was created whan you installed Tripwire Enterprise.

Under Database Configuration Settings, provide the information that follows:

= Remote Database Type: Microsoft SQL Server
=  Authentication Type: SQL Server

= Login Name: te_admin

= Password: **¥*kkxkx

= Database Host: WIN-RUQDO7KL8A7

= Database Name: TE_DB

= Instance Name: SCSP (Note: this may not be necessary, depending on how your SQL Server
Database is configured)

= SSL: Request
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Tripwire Enterprise Post-Install Configuration Lad

Database Configuration Settings

These settings control how the TE Console connects to a remote database that stores data for all TE operations. You can check the current configuration here, and
make any necessary changes in the fields below.

Remote Database Type:
Microsoft SQL Server v

Remote Database Type: The type of remote dalabase used by TE.

Authentication Type:
SQOL Server v

ogin Name:
te_admin
Password:

Database Host:

WIN-RUQDOTKLBAT

Port {default 1433):
(UDP 1434)

S5L:

Authentication Type: Specifies whether the database login should authenticate using a Windows account (typically
of the format domain\user), or an SOL Server account (an account defined only in SOL Server). With the Windows
authentication type, NTLMv2 should be used, as it is cryptographically superior to the first version of NTLM.
However, as NTLMvZ is configured in the operating system, not in the database or application, TE can be usad with
NTLM to ensure compatibility.

Login Name: The login name that TE will use to authenticate with the database.

Password: The password that TE will use to i with the

Database Host: The fully qualified domain name, hostname or IP address of the system where the database is
installed.

Port: The TCP port that the database is listening on. If an Instance Mame is specified here, then the database
connaction will use UDP 1434 to connect to the SQL Server Browser Service, and this Port field will be disabled.
The SQL Server Browser service listens for incoming connections to a named instance and provides the client the
TCP port number that corresponds to that named instance.

Database Name: The name of the database that TE should use when connecting to the remote database. Note that
the login name in SCQL Server should have this dalabase set as the default, and the login name should be mapped
to this database.

Instance Name {Optional): The location/name of the database instance on the server. Ask your DBA if a non-
default instance should be used for TE.

S5L (Secure Sockets Layer): Specifies whether the database connection should request, require or authenticate
a8l

73. Click Test Database Login and verify the connection is successful.

74. Click Save Configuration and Restart Console.
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el
ogin Name:
te_admin Login Name: The login name that TE will use to authenticate with the database.
Password:
Password: The password that TE will use to authenticate with the datat
Database Host:
Database Host: The fully qualified domain name, hostname or IP address of the system where the database is
installed.
Port (default 1433}
(UDP 1434) Port: The TCP port that the database is listening on. If an Instance Name is specified here, then the database

connection will use UDP 1434 to connect to the SQL Server Browser Service, and this Port field will be disabled.
The SQL Server Browser service listens for incoming connections to a named instance and provides the client the
TCP port number that corresponds to that named instance.

Database Name:
TE DB Database Name: The name of the database that TE should use when connecting to the remote database. Note that

the login name in SQL Server should have this database set as the default, and the login name should be mapped
to this database.

Instance Name (Optional):

SCEP Name (Opti }: The i rame of the i on the server. Ask your DBA if a non-
default instance should be used for TE.

S5L:

SSL (Secure Sockets Layer): Specifies whether the database connection should request, require or authenticate
SS5L.

* Request - S5L will be used if available.

* Require - 351 will always be used, and an error will occur if S5L is not available for the database.

* Authenticate - SSL will always be used, and an emor will occur if SSL is not available for the database. In
addition, the certificate chain of the database server's public key will be authenticated using TE's trust store. If
the certificate chain does not originate from a trusted source, an eror will occur,

+» Off - S5L will never be used. This setting is not recommendad.

Test Database Login | v

Test Resulls:
Connection Succeeded.

Tripwire Enterprise 8.7.3.b8.7.3.r20190111122005-03196dc.b24 Save Configuration and Restart Console

1188
1189 75. Wait for Tripwire Enterprise to restart and redirect you to the log in page.

Tripwire Enterprise

Tripwire Enterprise is restarting.

Your will be ically redi to the Tripwire Enterprise loading page when the service is successfully restarted.

1190

1191 76. Enter the services password created during the install process.

1192 77. Click Login.
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Tripwire Enterprise Post-Install Configuration

Tripwire Enterprise needs additional configuration.
To finish installing, pleaze enter your Services Passphrase for authentication. The Services Passphrase was created when you installed Tripwire Enterprize.

Services Passphrase:

SENNNNNNNNNNNNRR N 4

Login |
1193 -]
1194 78. Under Create Administrator Password, create a password for the Tripwire Enterprise administrator
1195 account.

1196 79. Click Confirm and Continue.

Tripwire Enterprise Post-Install Configuration

Configuration Steps Needed:

Tripwire administrator account password needs to be changed from the default.

Create Administrator Password

Password:
Passwords must:
Be 8and 128 in length I““'""
Contain at least 1 numeric character
Contain at least 1 uppercase character Cenfirm Password:
Contain at least 1 non-alphanumeric character I.““""|
Supported characters: "—!@#S%A&"()-_=+[{J}\)::"<.>0?

Canfirm and Continue ]

Support Information

. . . . - For faster assistance from Support, please generate a support bundle to collect
2 .
Still having problems with your installation? infarmation about your system and this installation. Attach the support bundle file to
Cantact Tripwire Support: your web ticket or email. What is a Support Bundle?
At i pwyil ) feon

Generate Support Bundle

Or cpen a Support tickel: hifps:/'secure fripwire. com/customers/

1 19 7 Tripwire Enterprise 8.7.3.b8.7.3.r20190111122005-03196dc.b24

1198 80. Enter the username and password for the Tripwire Enterprise administrator account.

1199 81. Click Sign In.
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_

@ ENTERPRISE 8.7

Console Login

82. Click Configure Tripwire Enterprise to begin the

Triprmirn Entirprine Fast Trach

@ ENTERPRISE
Fast Track

configuration process.

Tripwire Enterprise Agent Installation

1.

2.

Run te_agent.msi.

Click Next >.

# Tripwire Enterprise Agent - InstallShield Wizard X
QT Welcome to the InstaliShield Wizard for
.EﬁTERPRIE Tripwire Enterprise Agent

The InstallShield{R) Wizard wil instal Tripwire Enterprise Agent
on your computer, To continue, dick Next, To instal, follow the
nstructions provided.

WARNING: This program is protected by copyright law and
international treaties.

8.6
[1rip lﬁ
Copyright 1538 - 2018 Tripwire, Inc. Use of this software is
subject to hcense restrictions, see
hittp: [ fwww. tripwire, com flegalfeula/ for more infi

Back Next > Cancel
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3.

4.

5.

6.

Check I accept the terms in the license agreement.

Click Next >.

‘ﬁ Tripwire Enterprise Agent - InstallShield Wizard
License Agreement

Please read the following license agreement carefully.

IMPORTANT INFORMATION ol

TRIPWIRE SOFTWARE IS LICENSED, NOT SOLD. USE OF THIS
SOFTWARE IS SUBJECT TO LICENSE RESTRICTIONS. CAREFULLY
READ THIS LICENSE AGREEMENT BEFORE USING THE SOFTWARE.
USE OF SOFTWARE INDICATES COMPLETE AND UNCONDITIONAL
ACCEPTANCE OF THE TERMS AND CONDITIONS SET FORTH IN THIS
AGREEMENT. ANY ADDITIONAL OR DIFFERENT PURCHASE ORDER
TERMS AND CONDITIONS SHALL NOT APPLY.

END-USER LICENSE AGREEMENT ("Agreement”) >

(@)1 accept the terms in the license agreement
(01 do not accept the terms in the license agreement

InstaliShield -

oo [ ]| s

Specify an install directory for the Tripwire Enterprise Agent.

Click Next >.

ﬂ Tripwire Enterprise Agent - InstallShield Wizard
Destination Folder
Click Next to install to this folder, or dick Change to install to a different folder.

Install Tripwire Enterprise Agent to:
’/I C:\Program Files\Tripwire {TE\Agent), Change...

InstaliShield

TN e

Enter the TE Server (e.g., WIN-RUQDO7KL8A?) of the server where Tripwire Enterprise is installed.

Enter 9898 as the Services Port established during the installation process of Tripwire Enterprise.

Check Start Agent, after installation.
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10. Check Install Real-Time Monitoring and specify a Monitoring Port.

11. Uncheck Enable FIPS.

12. Click Next >.

ﬂ Tripwire Enterprise Agent - InstallShield Wizard

Tripwire Enterprise Server Information

Enter the Tripwire Enterprise Server hostname and the number of the Services Port for your
Tripwire Enterprise Console:

*7TE Server is the fully-qualified domain name of the machine where Tripwire Enterprise
*The Services Port was specified when you installed the Tripwire Enterprise Console,
* For more information on Real-Time Monitoring, see the Tripwire Enterprise User Guide.

IE Server: |WIN-RUQDO7KLBA7

Services Port : W

Start Agent after installation

[Ainstall Real-Time Monitoring ~ Port: [1169

[JEnable FIPS S
InstaliShield
< Back Next > Cancel

* For more information on FIPS, see the Tripwire Enterprise Installation & Maintenance Guide.

13. Specify a Proxy Host and Proxy Port if necessary.

14. Click Next >.

ﬂ Tripwire Enterprise Agent - InstallShield Wizard

Tripwire Enterprise Proxy Information

If the Tripwire Enterprise Agent should use a proxy to communicate with the Tripwire
Enterprise Server, enter the Tripwire Enterprise Proxy hostname and port number for your
proxy host. Otherwise, leave these fields blank.

Proxy Host: || (leave blank for no proxy)

Proxy Port: {leave blank for default)

InstaliShield

T e

15. Enter the Services Password created during the installation process for Tripwire Enterprise.
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1224 16. Click Next >.

ﬁ Tripwire Enterprise Agent - InstallShield Wizard X
Tripwire Enterprise Services Password

Enter your Services Password for your Tripwire Enterprise Console:
*The Services Password was specified when you installed the Tripwire Enterprise Console.

Services Password : || sesssnne |

Confien : [ SETTXTIIES |
InstaliShield
<Back | MNext> | cancel |
1225
1226 17. Click Install.
'ﬂ Tripwire Enterprise Agent - InstallShield Wizard X
Ready to Install the Program
The wizard is ready to begin installation.
Click Install to begin the installation.
1f you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.
InstaliShield
| <Bak [ mmstal || cancel
1227
1228 18. Wait for the installation process to complete.
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ﬁ Tripwire Enterprise Agent - InstallShield Wizard s

Installing Tripwire Enterprise Agent
The program features you selected are being installed.

[d| Please wait while the InstallShield Wizard installs Tripwire Enterprise Agent,
This may take several minutes.

InstaliShield -

Status:

oo e

19. Click Finish.

ﬂ Tripwire Enterprise Agent - InstallShield Wizard x
L o
S ENTERPRISE

8 6 Enterprise Agent. Click Finish to exit the wizard.
L]

CONFIDENCE: 5200510

InstaliShield

InstaliShield Wizard Completed

The InstaliShield Wizard has successfully installed Tripwire

2.6 Enterprise Domain Identity Management

2.6.1

Domain Controller with AD, DNS, & DHCP

Within the PACS architecture, we established a Windows Server 2012 R2 Domain Controller to manage

AD, DNS, and Dynamic Host Configuration Protocol (DHCP) services for the enterprise. The following

section details how the services were installed.

System Requirements
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1238 CPU:1

1239 Memory: 4 GB Ram

1240  Storage: 120 GB (Thin Provision)

1241  Operating System: Microsoft Windows Server 2012 R2
1242 Network Adapter: VLAN 1201

1243 Enterprise Domain Services Installation

1244 Install the Domain Controller, AD, and DNS appliances according to the instructions detailed in Building
1245 Your First Domain Controller on 2012 R2 [12].

1246 DNS Server Forward Lookup Zone Configuration

1247 1. Open Server Manager.

BHATI N

LA naaty
ROLES AND SIRVER GROUPS

W soos 1 & DNS 1

1248

1249 2. Inthe top right, click on Tools > DNS.

1250 3. DNS forward lookup zone should have already been created during the DNS setup process
1251 performed previously. If not, follow these instructions:
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Active Disectory Administrative Center
Active Directory Domains and Trusts
Active Dinectory Sites and Senvices

| Active Directory Users and Computers

| ADSI Edit

Companent Services

Computer Management

Defragment and Optimize Drives

DHCP

DNS

Event Viewer

. Group Policy Management

| €Sl Initiator

| Loca Secuiy Polcy

ODBC Dats Sources (32-bit)

ODBC Data Sources (64-bit}
Performance Monitor

Resource Monitar

Security C Wizard

U e

System Configuration

System Information

Task Scheduler

Windaws Firewall with Advanced Security
Windaws Memery Diagnastic

Pet | Windows PowerShell

BPY Windowes PowerShell (436)

Windows PowerShell ISE

| Windows PowerShell 15 (x86)

Windows Server Backup

@
g

1252

1253 a. Right click on your server’s name, and select Configure a DNS Server...

File Action View Help

oo 2@ XDEz EBm § 63
£ DN | Name

+[f ARl (£ Clanal L

v @ Configure DNS Servr..

b Create Default Application Directory Partitions...

New Zone...

Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Launch nslookup

1254

1255 b. Click Next >.
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&

File Action View Help

«s nmXEc:z Be 83

DNS Manager

2 omis Name
4 § AD | [ Global Logs
b g4 Global Logs " Forward Lockup Zones

b (7] Forward Lookup Zones || [ Reverse Loakup Zones
b [ Reverse Lookup Zones || = Tryct Points
b ] Trust Points |

" Conditional Forwarders
I [ Conditional Forwarders

| Reot Hints
|| Forwarders

Welcome to the Configure a DNS
Server Wizard

E This wizard helps you configure a DNS server by creating
forward and reverse lookup zones and by spedfying root
hints and forwarders,

Ta continue, dick Next.

c. Click Next >.

Select Configuration Action
‘You can choose the lookup zone types that are appropriate to your network
size, Advanced administrators can configure root hints.

Select the action you would like this wizard to perform:

(®) Create 3 forward [ookup zone (recommended for small networks):

This server is autheritative for the DNS names of local resources but forwards all
other queries to an ISP or other DNS servers. The wizard will configure the root
hints but not create a reverse lookup zone.

() Create forward and reverse lookup zones (recommended for large networks)

This server can be authoritative for forward and reverse lookup zones. It can be
configured to perform recursive resolution, forward queries to other DNS servers,
or both. The wizard will configure the root hints.

() Configure root hints only (recommended for advanced users only)

The wizard will configure the root hints only. You can later configure forward and
reverse lookup zones and forwarders.

<gack || Next> | | cancel

d. Click Next >.
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Primary Server Location
‘You can choose where the DNS data is maintained for your network resources.

Which DNS server maintains your primary forward lookup zone?

(®) This server maintains the zone
The wizard will help you create a primary forward lookup zone.

() An ISP maintains the zone, and a read-only secondary copy resides on this server
The wizard will help you create a secondary forward lookup zone,

[ [ s ] [ ]

e. Enter PACS.TEST as the Zone name, that was established previously during setup.

f. Click Next >.

Zone Hame
What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name {for example, newzone.microsoft.com). The zone name is
not the name of the DNS server,

Zone name:
| PACS. TEST|

[ <Back | Mext> | [ cancel

g. Select Allow only secure dynamic updates.

h. Click Next >.
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Dynamic Update
You can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

(®) allow only secure dynamic updates (recommended for Active Directory):
This option is available only for Active Directory-integrated zones.

) Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone, You must update
these records manually.

| <Back || mext> || cancal |
1266
1267 i. Add Forwarders (8.8.8.8 and 8.8.4.4 are Google’s DNS servers).
1268 j. Click Next >.
Forwarders
Forwarders are DNS servers to which this server sends queries that it cannot
answer,
Should this DNS server forward queries?
(®) Yes, it should forward queries to DNS servers with the following IP addresses:
IP Address Server FQDN Validated Delete
k here to add an IF Add 5
8.8.8.8 google-public-dns... OK Up
@8.8.4.4 google-public-dns... 0K
() No, it should not forward gueries
If this server is not configured to use forwarders, it can still resolve names using
root name servers.
<Back || MNext> | [ Cancel
1269
1270 k. Click Finish.
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Configure a DNS Server Wizard

Completing the Configure a DNS
Server Wizard

Wizard. When you dick Finish, the following settings will be
saved,

Settings:

You have successfully completed the Configure a DNS Server

Forward lookup zone to create: PACS.TEST
IP address of forwarder: 8.8.8.88.8.4.4

DMS server to configure: AD -~

A

Configure the hosts that will use this DNS server to point to
this DMNS server for name resolution, and then verify name

add resource records to it for the hosts whose names need
to be resolved by this DMS server.

To dose this wizard, dick Finish.

resolution using nslookup. If you added a new primary zone,

| < Back || Finish | | Cancel

DNS Server Reverse Lookup Zone Configuration

1. Open Server Manager.

wiTiIEw

LEaRs bl

ROLES AND SERVER GROUPS

i aoos 1 18 oncr 1 2 ons 1 " 2:‘1':5""”9‘ 1 B vocal Senver 1 & a0 servers
© Maregestiy ©® Managesbity ® Manageitiity ® Wanagessiity ® Waragestiity ® ermpastany
Events Events. Events Events. Events. Events
Sonices Sorvices Sorvices Sarvices Sanvces Sarvces
Parormance Ferommance Farormance Farormance Failo o
BFA tesults EFA twsults EFA tesults EFA tesults EFA esults

2. Inthe top right, click on Tools > DNS.
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Active Directory Administrative Center
Active Directory Doeains and Trusts
Active Directory Module for Windows PowerShell
Actrve Directory Sites and Senvices
Active Directory Users and Computers.
ADSI Edit
Compaonent Sendces
Computer Management
DHCP
[ Tons
Event Viewsr
Group Policy Management
SCS! Initiator
Local Security Policy
QDBC Dt Sources (32-brt)
ODEC Data Sources (54-bit}
Performance Manitor
Resource Monitar
Security Configuration Wizard
B oAl s
| System Configuration
® Ma | Systeminformation
Task Scheduler
Windaws Firewall with Advanced Security
Windows Memary Diagnastic
Pes Windows PowerShell
BR. Windows PowerShell (x36)
Windows PowerShed ISE
Windows PowerShel ISE (x6)
Windows Server Backup

1276

1277 3. Right click on Reverse Lookup Zones folder and select New Zone...

Fila Action  View  Help
= 2m o= Hm i@

= DNS Mame Type Status DMSSEC Status Key Master
4 § a0 T _msdcs.PACS.TEST Active Directory-Integrated Pr.. Running Mot Signed
v (L Global Logs 1 PACSTEST Active Directary-Integrated Pr.. Running Mot Signed

4 [ Forward Lookup Zones
b (5] _msdes. PACS.TEST

1278
1279 4. Click Next >.
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2 DNS Manager

File Action View Help

ew amcz Bm i@

£ DNs Mame Type Status DINSSEC Status Key Master
4 § 4D 2] _msdes PACS.TEST Active Durectory-Integrated Pr.  Running Mot Signed
b (] Global Lags (4] PACSTEST Active Directory-Integrated Pr_. Running Fct Signed

a 7 Forward Lookup Zones
b (2] _msdes PACSTEST
b [ PACSTEST
" Reverse Lockup Zones

b 2 Trust Points

b 1 Conditicnal Forwarders

Welcome to the New Zone

Wizard
‘This wizard helps you create 8 rew zone for your DNS
: serves,
A zone transates DNS names o related data, such as P
addresses o nefwark services.

To continue, dick Next.

<k |

1280
1281 5. Click Next >.

Zone Type
The DMS server supports various types of zones and storage.

() Secondary zone
Creates a copy of & zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Name Server (MS), Start of Authority
{S0A), and possibly glue Host (A) records. A server containing a stub zone is not
autharitative for that zone.

[w] Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

1282
1283 6. Click Next >.
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7.

8.

Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your netwaork.

Select how you want zone data replicated:
(") To all DNS servers running on domain contrellers in this forest: PACS. TEST

(®) iTo all DNS servers running on domain controllers in this domain; PACS, TEST:

() To all domain controllers in this domain (for Windows 2000 compatibility): PACS. TEST

(") To all domain controllers specified in the scope of this directory partition:

Choose Internet Protocol version 4 (IPv4), IPv4 reverse Lookup Zone option and click Next >.

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.
Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvG
addresses.
(®) IPv4 Reverse Lookup Zone:

() IPw6 Reverse Lookup Zone

e | > | [ ]

Establish which IP addresses should be included in reverse lookup (the example above
encompasses all devices in the 192.168.120.0/24 subnet), then click Next >.
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Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DMS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(@) Network ID:
192 168 120 .

The network ID is the portion of the IF addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
netwaork ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

(_) Reverse lookup zone name:
| 120. 168. 192.in-addr.arpa

9. Choose Allow only secure dynamic updates (recommended for Active Directory) option and then
click Next >.

Dynamic Update
‘You can spedify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dymamic updates you want to allow:

(®) illow only secure dynamic updates (recommended for Active Directory)i
This option is available only for Active Directory-integrated zones.

) Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

<Back || mext> | [ cancel

10. Click Finish.
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Completing the New Zone Wizard

‘You have successfully completed the New Zone Wizard. You
specified the following settings:

Mame:  120.168.192.in-addr.arpa -
Type: Active Directory-Integrated Primary
Lookup type: Reverse

o

Mote: You should now add records to the zone or ensure
that recards are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

New Zone Wizard -

< Back || Finish || Cancel

DHCP Server Installation

Install the DHCP server according to the instructions detailed in Installing and Configuring DHCP Role on

Windows Server 2012 [13].

DHCP Server Configuration

1. Open Server Manager.

[} WELCOME TO SERVER MANAGER

i

]

& ;

B Fie st Sterage Services & F "
WHATS HEW
LLRAN aCag

ROLES AND SERVER GROUPS

e File and Stoeage
W e

W aops 1 18 DHep 1 1

Local Server

Wi a0 servens

@ Warageebiey

@ Manageatiny

2. Inthe top right, click on Tools > DHCP.
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3.

Active Directory Administrative Center
Active Directory Domains and Trusts

Active Directory Sites and Services
Active Directory Users and Computers
ADS! Edit
Companent Senvices
Computer Management

and Optimize Drives

Active Directory Module for Windows PowerShell

| DHCP

| DNS
Event Viewer
Group Policy Management
iSCS1 Initiator
Lacal Security Policy
ODBC Data Sources (32-bit)
(ODBC Data Sources (64-bit)
Performance Monitor
Resource Monitor
3 Security Configuration Wizard
B A |Semies
System Configuration
(® Ma | System Information
Task Scheduber
Windows Firewall with Advanced Security
Windows Memary Diagnostic
Pe Windows PowerShell
BP) Windows PowerShell (36)
Windows PowerShell ISE
Windows PowerShell ISE {x86)
| Windows Server Backup

Evg

If you see a green checkmark on the IPv4 server, the DHCP server is up and running.

File  Action View Help

s z2EEc/IE S

@ DHCP
4 ; ad.pacs.test
QB
.3 Server Options
4] Policies
b [ Filters
b IPVE

DHCP Scopes Configuration

Performed on Windows Server 2012 R2.

1.

Open Server Manager.
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[ WELCOME TO SERVER MANAGER
B Locst Senver

T % semvars o

W oanos

Ti DHOR UK STRNT

& NS

B8 o snd Storaga Semcices +

HiATS hbw

LR woaE

RELES AND SERVER GROUPS

W aoos 1| | 1H ouce 1] | & ons 7:| [ e 1| B Local Server 1| | e Anservers 1
(@ Manageatsiity (& Managestsity (@ Manageabdity (@ Managestsiity (@ Managestiity (@) Managestiity

Events Events Events Events Events Events

Senvices Services Service Sarvices Sarvices Service

Parformance Perormance Partormance Peromance Pardomance Pardommance

BPA results BPA results BPA results BPA results BPA results EPA results

1308

1309 2. Inthe top right, click on Tools > DHCP.

Manage  Tools

Active Directory Administrative Center
Active Directory Domains and Trusts
Actve Directory Module for Windows PowerShell
Active Directary Sites and Services.
Active Directory Users and Computers
ADS! Edit
Companent Services
Computer Management

and Optimize Drives

DHCP
DS
Event Viewer

Group Policy Management
TSCS! Initiator

Local Security Policy

ODBC Data Sources (32-bit)
ODEC Data Sources [64-bit)
Performance Manitor

Resource Manator
Security Configuration Wizard
W | Sees
System Configuration
@ Ma System Information
Eve Task Scheduler
Windaows Firewall with Advanced Security
Sed Windows Memory Diagnostic

Pes Windows PowerShell

BRI Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Batkup

1310

1311 3. Right click on IPv4 and select New Scope...
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4.

5. Provide a Name as Radiology Devices and a Description as Collection of hospitals Radiology

6.

o DHCP
Fie Action View Help
e« nmE e B3
G oHCP
a i sdpecsten 0 Add a e
4y It g
Display Statistics...
! & scope is a range of P addresses sssigned to computers requesting a dynamic [P address. You must creste and configure before dynammic [P addresses can be sssigned.
i Hiew Scope...
b ||: ‘Mo Multicast Seope.. To add & rew scope, on the Action menu, cick New Scope,
L ]
Conbigure Fadlovr—. For more infoemation abeut setting up 8 DHCP server, see online Help.
Replicate Fadever Scopes..
Diefine User Classes...
Define Vender Classes..
Recancie All Scopes..
Set Predefined Options...
View
Redresh
Properies
Help
.
Click Next >.
L DHCP
Fe  Action View Help
&5 nm Him @
)
] st o Add a Scope
§ Server Options o . 8
3 Policies Ascope is 8 eange of B addreies astigned 10 computers reguesting & dyramic P sddress. You misl creste snd cordigure & scope before dynamas 1P addiesses can be assigned
b o Fiters To add 2 new scope. on the Action menu, click New Scope.
b e
For more infarmation sbout setting up & DHCP senver, see online Help.
New Scope Wizard

Welcome to the New Scope
Wizard

Thes wizard bs you a6l ) & scops for datributng IF
kmaset 15 COMDUlBNY 6 o network

To continue. ik Ned

equipment in the New Scope Wizard.

Click Next >.
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Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: IHEldioIog)r Devices

Description: ICoIIection of hospitals Radiology equipment

1318

1319 7. Establish the IP range (192.168.120.200 — 192.168.120.254) from which the DHCP server should
1320 hand out IPs for devices in this scope.

1321 8. Click Next >.

IP Address Range
You define the scope address range by idertifying a set of consecutive IP addresses.

—Corfiguration settings for DHCFP Server

Enter the range of addresses that the scope distibutes.

Start IP address: |192.163.120.2m
End IP address: |192.163.120.254|

— Configuration settings that propagate to DHCP Client

Length: I 24_.:'
Subret mask: |255.255.255.u

<Back || Ned> | | Cancel

1322
1323 9. Click Next >.
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Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the |P address range that you want to exclude. i you want to exclude a single
address, type an address in Start |P address only.

Start IP address: End IP address:
| ez . B : : : Add

Excluded address range:

Remove |

Subnet delay in milli second:

1324
1325 10. Configure preferred Lease Duration (e.g., 8 days), and click Next >.

Lease Duration
The lease durstion specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical networl. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fied
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

(&= [ [

[ i ][ Bet> ] [ Gore ]

1326

1327 11. Choose Yes, | want to configure these options now, and then click Next >.
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Configure DHCP Options

You have to corfigure the most common DHCP options before clients can use the
scope.

When clients obtain an address, they are given DHCP options such as the |P
addresses of routers (default gateways), DMNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and overide settings corfigured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

% ¥Yes, | want to corfigure these options now

" Mo, | will corfigure these options later

1328
1329 12. Enter the subnet’s Default Gateway as 192.168.120.1.
1330 13. Click Add.

Router (Default Gateway)
You can specify the routers, or default gateways, to be distributed by this scope.

To add an |P address for a nouter used by clients, enter the address below.

IP address:
192 . 168 . 120 . 1

Femove

Up

1331
1332 14. Click Next >.

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS) 117



1333

1334
1335

1336

1337
1338

DRAFT

Router (Default Gateway)
You can specify the routers, or default gateways. to be distributed by this scope.

To add an IP address for a router used by clients, enter the address below.

IP address:
I ; ; : Add
192.168.120.1 Remove |

(e
(=}
\E_
=)

15. Ensure IP address in bottom-right box is the IP address (192.168.120.101) for the DNS server

| <Bek || mex> ||

configured earlier.

16. Click Next >.

Domain Name and DNS Servers
The Domain Name System (DMNS) maps and translates domain names used by clients
on your network.

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain: |PACS.TEST

To corfigure scope clients to use DNS servers on your network, enter the |P addresses for those
servers.

Server name: IF address:

Resolve | 192.168.120.101

17. Click Next >.
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WINS Servers
Computers unning Windows can use WINS servers to convert NetBIOS computer
names to |P addresses.

Entering server IP addresses here enables Windows clients to query WINS before they use
broadcasts to register and resolve MetBIOS names.

Server name: IP address:
| . . s Add |
Rezolve | Bemaove |

Up

Do

L

Teo change this behavior for Windows DHCP clients modify option 046, WINS/NBT Node
Type, in Scope Options.

[ <Back || Net> | [ Ccancel

18. Choose Yes, | want to activate this scope now option and then click Next >.

Activate Scope

Clients can obtain address leases only if a scope is activated.

Do you wart to activate this scope now?

(% ¥es, | want to activate this scope now

£ Mo, | will activate this scope later

<Back || MNex> | | Cancel

19. Click Finish.
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New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

| < Back || Finish § | Cancel

20. Scope should appear under IPv4 dropdown. Ensure Scope Options are correctly established with

these values:

2.6.2

DigiCert PKI

003 Router: 192.168.120.1
006 DNS Servers: 192.168.120.101
015 DNS Domain Name: PACS.TEST

Vendor Value
Standard

I Servers Standard
E| 015 DNS Domain Name Standard PACS.TEST

DHCP

Palicy Name
Hane
Hane
Haone

DigiCert is a cloud-based platform designed to provide a full line of SSL certificates, tools, and platforms,

for optimal certificate life-cycle management. To use the service, an account must be established with

DigiCert. Once an account is established, access to a DigiCert dashboard is enabled. From the dashboard,
DigiCert provides a set of certificate management tools to issue PKI certificates for network
authentication and encryption for data-at-rest or data-in-transit as needed.
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The instructions below describe the process used to obtain an SSL certificate on behalf of medical
devices using the DigiCert certificate signing services.

Create CSR

A CSRis represented as a block Base64 encoded PKCS#10 binary format text that will be sent to a CA for
digital signature when applying for an SSL Certificate. The CSR identifies the applicant’s distinguished
common name (domain name), organization name, locality, and country. It also contains the applicant’s
private key and the public key pair. The CSR is usually generated from the device where the certificate
will be installed, but it can also be generated using tools and utilities on behalf the device to generate a
CSR. Below is an instruction on how to use the Certificate Utility for Windows (DigiCertUtil.exe) provided
by DigiCert to generate CSRs for a medical device or a server.

Download and save the DigiCertUtil.exe from the DigiCert site [14].

1. Double-click DigiCertUtil.exe to run the utility.

2. Click the Create CSR link to open a CSR request window.

3. Onthe Create CSR window, fill in the key information (some of the information is optional).

= Certificate Type: Select SSL

= Common Name: HYLAND-VNA.pacs.hclab

= Subject Alternative Names: HYLAND-VNA.pacs.hclab
= Organization: NIST-NCCoE

= Department: HCLAB

=  City: Rockville

=  State: Maryland

= Country: USA

= Key Size: 2048

4. Click Generate to create a CSR. This will also generate a corresponding private key in the Windows
computer from which the CSR is requested. The Certificate Enrollment Request is stored under
Console Root\Certificates(Local Computer)\Certificate Enrollment Requests\Certificates.
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@ DigiCert Certificate Utility for Windows®©
Create C5R

Infurmaten

Certificate Type (required)

Certifcale Delads

Certificate Type: @) S5L (O Code Signing
Choose how you are going to use the

store.
Organization: | NIST-NCCoE

Department: | HCLAB

City: | Rockville
State: | Maryland v]
Country: USA 2
Key Size: 2048 i

(oo ] | Garea

Common Name: | HYLAND-VNA.pacs.hclab certificate.
: If you choose SSL, then the certificate will be
Alt sub‘.'.“t HYLAND-VNA.pacs.hclab saved in the machine certificate store.
N 2 SR
ames If you choose Code Signing, then the

cerificate will be saved in your own certificate

5. Asample CSR is shown in the figure below:

[@) pigicert Certificate Utility for Windows® - Renew Certificate

e The certificate request has been successfully created.

~----BZGIN WEW CERTITICATE RECUEST--—-—
.

SEAIATLIavegE T

14T42ghvaEID E6vne
3717 30T Penzp TR0 42T VHEE

2nn
Jeyhotinn
Warges

£/ BCKT L Lig v

JgaRiest

~====EKD WEW CEATIFICATE REQUEST--=-s

vt il

Close

contents will be used to paste into the DigiCert order form.

6. Select and copy the certificate contents to the clipboard or save it to an ascii text file. The text
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1387 7. Issue Signed Certificates. With a created applicant CSR, request a signed certificate using DigiCert
1388 CertCentral portal, using these steps:

1389 a. Loginto a DigiCert Dashboard (https://www.digicert.com/account/login.php) with your
1390 account username and password. In the portal, select CERTIFICATES>Requests, then

1391 navigate to Request a Certificate, select Private SSL to open a certificate request form.

1392 b. Paste the CSR information to the area called Add Your CSR, including the ----- BEGIN NEW
1393 CERTIFICATE REQUEST----- and ----- END NEW CERTIFICATE REQUEST----- tags. Once the
1394 pasting is done, some of the fields will be populated automatically.

1395 c. Afterfilling in all the required information, scroll down to the bottom of the page, and select
1396 the | Agree to the Certificate Services Agreement Above checkbox. Next, click the Submit
1397 Certificate Request button at the bottom of the form to submit the certificate for signing
1398 approval.
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1399

1400
1401
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File Edit View Favorites Tools Help

Qdigicert® | CERTCENTRAL' 3

| REQUEST A CERTIFICATE

43elect a Product

Request Private SSL Certificate

DASHBOARD

CERTIFICATES
Certificate Settings

Add Your CSR®
Click to upload s CSR or paste one below

), INSPECTOR

Common Hame
(© FHNANCES

+Show Recently Crested Demains

HYLANDVHA paes helab

ACCOUNT
B Include both [ your-domain .oom and www. your-domain ] com in the osrtif
& SETTINGS Validity period
1 year
2 years.
@ 3years

Custom expiration date

Custom length

Additional Certificate Options +

Organization

Organization Info

HIST-NCCoE

9700 Great Seneca Huy
Rockville, MD, US 20850

301-975-0212

Contacts

Organization Contact

Kangmin Zheng

Sr. Cyberseourity Engineer
kzheng@mitre. org
301-975-0291

dick here.

8. The certificate is listed under Orders. Once the order status changes to Issued, the certificate is

ready for download.
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File Edit View Favorites Tools SEIE

Qudigicert® | CEATCENTRAL" (NI Mational Institute of Standands and Technology = KangminZreng = L, = (1)

T T T

Onder # » Date Common Hame Statu Walidity Product Expires

9. Click a specific order number to display the certificate details with a list of actions that can be
performed. Click Download Certificate As to download certificates with signed CA and Root CA
certificates. A variety of certificate formats can be downloaded, such as .crt, .p7b, .pem, etc.

10. Save the downloaded certificate in a location where it can be used for further processing if needed.

Import and Export the Signed Certification

After downloading the SSL Certificate from DigiCert, you can use the DigiCert Certificate Utility for
Windows to install it. With the DigiCert Utility tool, you can further manipulate the certificates to
combine with the private key and export the signed certificate to the certificate requesting device
server.

1. From the DigiCert Certificate Utility for Windows, click the Import button to load the downloaded
signed Certificate file to the utility. The downloaded file was saved in Step 10 of Section 2.6.2. Click
the Next button to import.

2. From the DigiCert Certificate Utility for Windows, click SSL to list all the imported files.

3. To export the certificate, select the certificate you want to export as a combined certificate file and
key file in a .pfx file, or separated as a certificate file and key file, and then click Export Certificate.
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4.

iqicert | cemricare uriiry %, 1.800.896.7973
Qdigicert | ceerec : /3
support@digicert.com
SSL Cartificates 2 Create CSR + Import CRefresh
Issued To Expire ... Serial Number Friendly Ma... Issuer
I.ri HYLAND-VNA pacs.... D4-JUN... 071B282BD0... Hyland-vna  DigiC...
5L ot rtByDigiCert 18-FEB. urd k1. 15 Byl DagiC
Code Signing
Tools
@
Account
Export Certificate Test Key View Certificate
Vo

Click the Next > button and then follow the wizard instructions to save the certificate file and

private key file to a desired location in the device.

Iﬁ DigiCert Certificate Utility for Windows: -

Live Chat

Certificate Export

@ DigiCert Certificate Utility for Windows®© X

This wizard will export a certificate and optionally its private key from the
certificate store to disk.

You must select the private key option if you wish to install this certificate on a
different computer.

Do you want to export the private key with this

(® Yes, export the private key

fx file
OF Include all certificates in the certification path if possible

(O key file (Apache compatible format)
(O No, do not export the private key

< Back Next > Cancel
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1422 2.7 Network Control & Security

1423 2.7.1  Cisco Firepower

1424 Cisco Firepower, consisting of Cisco Firepower Management Center and Cisco Firepower Threat

1425 Defense, is a network management solution that provides firewall, intrusion prevention, and other
1426 networking services. For this project, Firepower was used to provide network segmentation and both
1427 internal and external routing. Access control and intrusion prevention policies were also implemented.

1428 Cisco Firepower Management Center Appliance Information

1429 CPU:8

1430 RAM: 16 GB

1431 Storage: 250 GB (Thin Provision)
1432 Network Adapter 1: VLAN 1201
1433 Operating System: Cisco Fire Linux

1434 Cisco Firepower Management Center Virtual Installation Guide

1435 Install the Cisco Firepower Management Center Virtual appliance according to the instructions detailed
1436  in Cisco Firepower Management Center Virtual for VMware Deployment Quick Start Guide [15].

1437 Cisco Firepower Threat Defense Appliance Information

1438 CPU:8

1439 RAM: 16 GB

1440  Storage: 48.5 GB (Thin Provision)
1441 Network Adapter 1: VLAN 1201
1442 Network Adapter 2: VLAN 1201
1443 Network Adapter 3: VLAN 1099
1444  Network Adapter 4: VLAN 1099
1445 Network Adapter 5: Trunk Port
1446  Network Adapter 6: Trunk Port
1447  Network Adapter 7: VLAN 1101
1448  Network Adapter 8: VLAN 1101
1449  Network Adapter 9: VLAN 1701
1450 Operating System: Cisco Fire Linux
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Cisco Firepower Threat Defense Virtual Installation Guide

Install the Cisco Firepower Threat Defense Virtual appliance, according to the instructions detailed at

Cisco Firepower Threat Defense Virtual for VMware Getting Started Guide [16].

Adding Firepower Threat Defense (FTD) Appliance to Firepower Management Center (FMC)

1. Logintothe FMC Console.
2. Navigate to Devices > Device Management.

3. Click the Add drop-down button and select Add Device.

Deploy

Overview Analysis Policies JMSUTCEE Objects
VPN v QoS

AMP  Intelligence b

Device Management NAT Platform Settings FlexConfig Certificates

Device Management

List of all the devices currently registered on the Firepower Management Center.

System Help v admin v

View By : | Group ¥ | AN(1) | Ermor (1) | Waming (0) | Offline (0) | Mormal (0 4 Search Device &) Add -
Name Model Vers... Chassis Licenses Access Control Poli... () Device
4 ] Ungrouped (1) @ High Availability
@ stack
& Group
4. Enter 192.168.120.141 as the IP address of the FTD appliance.
5. Enter FTD-PACS as a display name to identify the FTD appliance.
6. Enter the manager key created when configuring the manager on the FTD appliance.
7. Click the Access Control Policy drop-down and select Create New Policy.
a. Create a name for the policy.
b. Select Block All Traffic.
c. Click Save.
8. Under Smart Licensing, check the boxes next to Malware, Threat, and URL.
9. Under Advanced check the box next to Transfer Packets.
10. Click Register.
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Add Device

Host:™
Display Name:
Registration Key:*

Group:

Access Control Policy:*

Smart Licensing
Malware:

Threat:

URL Filtering:

Advanced
Unigue NAT ID:T

Transfer Packets:

@ on Firepower Threat Defense devices version 6,2.1 onwards, AnyConnect
VPN licenses can be enabled from smart license page

|192.168.120.141

|FTD-PACS

| cisco123

|None

|PACS Global Policy

7]

11. The FTD appliance will be added to the FMC's device list.

J

Overview Analysis Policies SUISER Objects AMP Intelligence

Deploy | @, System Helpv admin v

Device Management

List of all the devices currently registered on the Firepower Management Center.

Device Management = NAT = VPNv QoS Platform Settings

FlexConfig Certificates

4 ] Ungrouped (1)

[}

FTD-PACS
192.168.120.141 - Routed FTD for VMWare

6.3.0.3 N/A

View By : | Group ~| AN{1) | Eror(1) | Warning (0) | Offline (0) | Nermal (0) | Deployment Pending (0]
i G (1) (1) ing (0) ffline (0) | (0) I ding (0)

Base, Threat (2 mere...)  PACS Global Policy, i

[& search Device (@ ad - |

FTD Interfaces for PACS Architecture Configuration

Each physical interface connected to the Cisco FTD will appear in the FMC device management section
under the interface tab. In order to configure the eight subnets needed for the PACS architecture while
also allowing for management, diagnostic, and Wide Area Network (WAN) traffic, we dedicated two
interfaces set up as a redundant pair for all internal subnet traffic. To accomplish this, a sub-interface
was created for each of the eight PACS subnets (Enterprise Services, Imaging Modalities, Security
Services, etc.), and established redundant interfaces for WAN traffic and traffic on VLAN 1101. The
following guidance describes how the redundant interfaces and sub-interfaces were created.
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1480 1. Logintothe FMC Console.
1481 2. Navigate to Devices > Device Management.
1482 3. Find your FTD device and click the edit icon.

1483 4. Navigate to Add Interfaces > Redundant Interface.

Overview Analysis Policies JsENTI"C8 Objects AMP Intelligence Daploy A System Help v admin v

Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates
FTD-PACS You bave usaved chaages l'il Save £ cancei |
co Firepower Threat Defense for VMWare
Device  Routing l== lnline Sets  DHCP
& Symc Device | | &3 Add Interfaces +
Logical Name Type  Security Zones mmmtm{mm: ]'.Pllldnss W Sub Interface
.“ il:.l.-l.\‘gt : 0 u;m_:‘_ﬂ B SRE AR L e C e e . W Re ant Interface
! o Bl oup Interface
Physical v o
Physical
Physical
Physical y
Physical &
GigabitEth Physical
GigabitEther Guest Physical GUEST 192,168.170.1/24(Static)
WAN Redundant WaAN 10,32.50,130/ 28{ Static) 78
LaN Redundant
Enterprise-Services Sublnterface Enterprise-Services 192.168.120.1/24(Static) & a8
Clinical-Workstations Sublnterface  Clinical-Workstations 192.168.130.1/24(Static) &8
Sublnterface PACS-A 192.16 40.1/24(Static) &8
PACS-B Sublnterface  PACS-B 192.168.141.1/24(Static) <8
Radiology Sublnterface  Radiology 192.168,150.1/24(Static) &8
Clinical-Applications Sublnterface Clinical-Applications 1592,168,160.1/24(Static) |
Sublnterface Data-Center 192.168.180.1/24(Static)

1484

1485 5. Enter Internal-Network as the name for the redundant interface.
1486 6. Create and/or add a security zone to the redundant interface.
1487 7. Assign a Redundant ID (e.g., Internal-Network) to the redundant interface.

1488 8. Select a primary interface and secondary interface for the redundant pair.
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Device Management =~ NAT | VPNv QoS | Platform Settings
FTD-PACS
Cisco Firepower Threat Defense for VMWare

Device Routing

FlexConfig

Certificates

[@ oizgnosticoro @8 Add Redundant Interface T
| [@ GigatitEthernetoso
[@ cigabitethernetort | eneral CHEIIT
| Glon Name: Internal-Network # Enabled |/ Management Only
- Description:
[ GigabitEtherneto/
[l Gigabire 4
| .G“a el Security Zone: Internal-Network s
(@ cioabitethernetnys :
.Gl“ o MTU: 1500 (64 - 9000}
| @ cigavitethemetors Gu sz
| Redundant 1D *: 3 (1-8)
B Redundantt we 2:50.130)
| s a Primary Interface: GigabitEthernetd/4 v
Redundant2
I redundant2. 1201 B [ecancaty Iotertaces GlgatitEthemett/s 15 168. 120
| B Redundant2.1301 i 168.130,
[ B Redundant2. 1401 P 168,140,
: oK Cancel
| 8 redundant2.1402 Pl 168.141
- = T i TP PRt

9. Navigate to the IPv4 tab.

10. Assign an IP address and netmask (e.g., 192.168.100.101/24) to the interface.

11. Click OK.

FTD-PACS

Cisco Firepower Threat Defense for VMWare

Device Management | m\\'.| VPN v [ Qos l Naﬁnmmng:s.-| FlexConfig  Certificates

&, Search by nam:

[@ viagnostico/o 48  Add Redundant Interface LE

el General m IPvE  Advanced

GigabitEthermetd/1

Boomnanas i e

. TP 7 adrena: [192.165.100.101/24 | 25, 1920.2.1/255:255255.128 o

GigabltEthemeto/4

GigabltEthernetn/s

GigabltEthemett/s Gu 16817

Bl Redundant1 wie 2.50.13

E -'m‘
8 redundant2.1201 En 168 12
8 Redundant2 1301 il 168.13
8 Redundantz 1401 PA 168, 14
8 Redundantz.1402 pA % s 168.14
=1 1501 Radioloay Sublnterface _ Radiloay 192.168.15
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1494 12. Navigate to Add Interfaces > Sub Interface.

Overview Analysis Policies JeEWTEE Objects AMP  Intelligence Deploy , System Helpv admin ¥
Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates
FTD-PACS Qi)
“isco Firepower Threat Defense for VMWare
Device  Routing WPUSSSE  nline Sers  DHCP
& Sync Device || 3 Add Interfaces +
Logical Name Type Security Zones MAL Address {Active/Standby) 1P Address W Sub Interface
Phyiest s Bridge Group Interface
Physical
Physical
Physical
Physical
Guest Physical GUEST 102.168.170.1/24(Static)
WAN Redundant WAN 10.32.50.130/28( Static) 8
B redundant2 LaN Redundant S8
8 Redundant2 1201 Enterprise-Services Sublnterface  Enterprise-Services 192.168.120.1/24(Static) S8
8 Redundant2. 1301 Clinical-Workstations Sublnterface  Clinical-Workstations 192.168.1 &
PACS-A Sublnterface  PACS-A 192.168.140. 1/ 78
PACS-B Sublnterface  PACS-B 192,168, 141.1/24(Statlc) 78
BB Redundantz 1501 Rasdiology Sublnterface  Radiology 192,168,150 &
B redundantz. 1601 Clinical-Applications Sublnterface  Clinical-Applications 192.168.160. |
8 redundant 1 Data-Center Subinterface  Data-Center 192.168.180. 7]
B Redundant2.1901 Security-Services Sublnterface  Security-Service 92.168.190.1/24(Static) - |
B Redundant3 Internal-Network Redundant Tnte 192,168,100, 101/24(Static) 8
Displaving 1-19 of 19 imerfaces 1 € Page |1 ol > M &

1495

1496 13. Enter VNA as the name for the sub interface.
1497 14. Create and/or add a security zone, VNA, to the sub interface.
1498 15. Select an interface under which the sub interface will operate.

1499 Note: For our build, we placed each sub-interface under Redundant 2, the redundant interface for
1500 GigabitEthernet0/2 and GigabitEthernet0/3. These two physical interfaces were the destination for
1501 each VLAN's traffic.

1502 16. Assign 1403 as the Sub Interface ID to the sub interface.

1503 17. Assign 1403 as the VLAN ID to the sub interface.
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Device Management | NAT | VPNw | QoS | Piatform Settings | FlexConfig | Certificates
FTD-PACS
Cisco Firepower Threat Defense for VMWare
&, Search by name
| e
. (@ igabitEthermetary Add Sub Interface ?
| @ [ Generst ERNEAETT
L i it VA i Enabled Mansgement Only
| (@ Gigabitetherneto/a DRsirintion:
(@ sigabitetherneto/s
| (@ sigabitetherneta/s Gy Securlty Zone: VNA - 168.170.
B Redundantt LT 1500 (54 - 9000) 2.50.1304
B Redundantz B nterface =: Redundant? ¥
I Redundantz. 1201 B | cbrrna S {1 - 4294967295) 168,120,
st s & o — e
8 Redundant2. 1401 A 168.140.
| W Redundant2. 1402 PA 168.141.
8 Aecundantz 1501 Ra = = 168.150.1
1504 | I redundant2.1601 Cltmar g r2.168.160.1

1505 18. Navigate to the IPv4 tab.
1506 19. Assign an IP address and netmask (e.g., 192.168.142.1/24) to the sub interface.

1507 20. Click OK.

Device Management ~ NAT | VPNv | QoS | Platform Settings | FlexConfig | Certificates |
FTD-PACS
Cisco Firepower Threat Defense for VMWare
&, Search by n
Gmummwl Add Sub Interface ? %
WW? General m 1Pv6  Advanced
GigabitEthernet0/3 1P Type: Use Static 1P v
(& Gigabitetherneto/s 1P Address: [ioziesaazfza ‘ o:g.zﬁg..c:;rz}.;fzss.zss.zss. 128 or
GigabitEthernetd/s
GigabitEthernet/6 Gu 168,
B redundantt Wi 2.50)
Bl Redundantz [
=1 n 168,
8 Redundant2. 1301 ali 168
B8 Redundant2. 1401 P 168
I redundant2 1402 A 168,
B Redundant2. 1501 Ra = RO 168,
1508 8 redundant2. 1601 Cliincar e Lamarsp 1ve.168,
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21. Click Save.

22. Click Deploy and wait for deployment to FTD to complete.

23. Refresh the page and confirm that the redundant interface and sub-interface are running (shown
with a green dot on the interface’s icon).

Overview Analysis Policies JIENIEN Objects = AMP  Intelligence , System Help v admin v

Device Management MNAT VPN ¥ Qos Platform Settings FlexConfig Certificates

FTD-PACS O conel
2o Firepower Thraat Defense vare
Device  Routing @ Inline Sets  DHCP
2 Sync Devica || i Add Interfaces. =
Logical Name Type Security Zones MAC Address [Active/Standby} 1P Address
Physical
Physical
Physical
Physical
Guest Phyysical GUEST #
WAN Redundant WAN 78
LAN Redundant 7]
Enterprise-Services Sublnterface  Enterprise-Services 192.168.120.1/24(Static) &
Workstations Clinical-Workstations 192.168 O
PACS-A 92.168,140,1/2 S8
PACS-B PACS-B 192.168,141,1/24(Static) s 8
VNA VNA 193.168.142.1/24(Static) /8
Radiology Radiclogy 92.168.150.1/2 a8
Clinkcal-Apglications Clinical-Applications 192.166.160,1/2 8
Data-Center Subln 192,168, 180, 1/ 24(Static) 78
o Sush 192 168,190, 1/24{Static) 78
Tnkernal-Netwark Redundant Internal-Netwark 78 =
L

DHCP Relay Through Cisco Firepower Management Center Configuration

1. Logintothe FMC Console.
2. Navigate to Devices > Device Management.

3. Find your FTD device and click the edit icon.
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AMP Intelligence

Objects

Devices
QoS

Policies

Device Management NAT VPN v Platform Settings FlexConfig Certificates

Device Management
List of all the devices currently registered on the Firepower Management Center.
Group v | Deployment Pending (0)

Wiew By : All (1) |

4 ] Ungrouped (1)

Base, Threat (2

@ FID-PACS
mare...}

192.168.120.141 - Routed

6.3.0.3 N/A

FTD for VMWare

PACS Global Policy.

ploy System

i

Help »

S R

admin v

4. Navigate to the DHCP tab.

Policies QS0 Objects AMP Intelligence

Overview Analysis

Deploy System

Help »

admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
FTD-PACS L@ cancel |
Cisco Firepower Threat Defense for VMWare
Device Routing Interfaces Inline Sets DHCP
¥ DHCP Server Ping Timeout 50
DHCP Relay
Lease Length
DDNS g 3600
Auto-Configuration u
Override Auto Configured Settings:
Domain Mame
Primary DNS Server ~| @ Primary WINS Server | @
Secondary DNS Server ~ @ Secondary WINS Server | @
B somes
Interface Address Pool Enable DHCP Server

5. Navigate to the DHCP Relay Agent section.
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w  Analysis Devices 1 Help v adm

Device Management NAT VPN v QoS Platferm Settings FlexConfig Certificates
FTD-PACS L@ cancel |
Cisco Firepower Threat Defense for VMWare

Device  Routing Interfaces Inline Sets [ (03

DHCP Server
» DHCP Relay 1Pv4 Relay Timeout: 60 Secends.
DDNS

IPvE Relay Timeout: 60 Seconds

DHCP Relay Agent [l0):(6 30200

Interface Enable DHCP Relay Set Route(IPv4)
Clinical-Workstations  (1pv4 only) hd
PACS-A & (1Pva only) v
PACSB  (1Pva only) i
Radiology  (1pva only) ¢
Clinical-Applications o (1pv4 only) i
Data-Center  (1Pv4 only) v
Security-Services  (1pva only) b
Internal-Network ¥ (1pva only) L
Guest  (1pva only) i

1522

1523 6. Under DHCP Relay Agent, click Add.

Overview Anal Devices bjects AMP Intelligence ), System Helpv adm

Device Management NAT | VPNw Qos Platform Settings FlexConfig Certificates

FTD-PACS (@ came |

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets

DHCP Server

» DHCP Relay 1Pv4 Relay Timeout: |60 Seconds

DDNS

1Pv6 Relay Timeout: |60 Seconds

DHCP Relay Agent [0ty

@ Add
Interface Enable DHCP Relay Set Route(IPv4)
Clinical-Workstations o (e only) o &8
PACS-A « (1pva only) & S8
PACS-B & (1Pva anly) o &8
Radiology o (1pv4 only) % i}
Clinical-Applications o (e only) J &8
Data-Center « (1Pva only) % S8
Security-Services & (1Pva only) % S8
Internal-Network « (1Pva only) % S8
Guest o (1Pva only) % &8

1524

1525 7. Assign an FTD interface as LAN.
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8. Check the box next to Enable IPv4 Relay.
9. Check the box next to Set Route.

10. Click OK.

Overview Analysis Policies ST AMP Intelligence

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

FTD-PACS

Cisco Firepower Threat Defense for VMWare

Device  Romting  Interfaces I.nlmesmm

DHCP Server
» DHCP Relay P4 Relay Timeout: _ Seconds Range: 1-3600
DDNS
IPv6 Relay Timeout: _ Saconds. Range: 1-3600

DHCP Relay Agent [E0ls (033000

Add DHCP Relay Agent Configuration 2 %

Clinical-Workstations DHCP Relay: ¥ Enable IPv4 Relay
PACS-4 #| Set Route

PACS-B Enable IPvG Relay

Radiclogy | oK | |- Cancel |

Clinical-Applications : 4 (1Pv4 only)

L 1
_ Interface™® LAN =z _
4
4
4
4
4

11. Ensure the new relay, LAN, is shown in the DHCP Relay Agent list.

verview Analysis Policies VISl Objects =~ AMP Intelligence ), System

Help v admi

Device Management ~ NAT = VPNv QoS  Platform Settings ~ FlexConfig  Certificates

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP

FTD-PACS Vou bave nnsavad chanzss |Bﬂ|‘m|

DHCP Server
» DHCP Relay IPv4 Relay Timeout: 60 Seconds
DDNS

IPv6 Relay Timeout: 60 Seconds

DHCP Relay Agent [Ji0): (0 X200

Interface Enable DHCP Relay Set Route(IPv4)
PACS-A  (1Pv4 only)

PACS-B + (1Pva only) v

Radiology  (1Pv4 only) i
Clinical-Applications + (1pvd only) A

Data-Center  (1Pv4 only) i
Security-Services + (1pvd only) A
Internal-Network " (1Pv4 only) A

Guest (14 only) v

LAN  (1Pv4 only) A

| @ add

F:]
rd: |
F:]
rd: |
F:]
rd: |
F:]
rd: |

12. Under DHCP Servers, click Add.
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Overview Analysis Policies [USUIeEl Objects = AMP Intelligence

Deploy

), System Help v admin v

Device Management NAT VPN¥ QoS Platform Settings FlexConfig Certificates

FTD-PACS (@ concel |
Cisco Firepower Threat Defense for Viware
Device  Routing  Interfaces  Inline Sets [BV:(n3J
DHCP Server
» DHCP Relay IPv4 Relay Timeout: &0 Seconds.
DDNS
1Pv6 Relay Timeout: |60 Seconds
DHCP Relay Agent I)H(.‘P Servers
| @ Add |
Server Interface
DHCP-AD-Server Enterprise-Services P

13. Click the green + button to create a new object for the DHCP server.

Overview Analysis Policies EEUGGEE Objects | AMP  Intelligence

FTD-PACS

Cisco Firepower Threat Defense for VIMWare

Do | Bz | Mimres msmm

Device Management NAT VPN v Qos Platform Settings FlexConfig Certificates

DHCP Server
» DHCP Relay IPv4 Relay Timeout: Seconds
DDNS
S— -

DHCP-AD-Server Server

Interface

Range: 1-3600

Range: 1-3600

>~

~

OK |

Cancel

DHCP Relay Agent ])HC'P Servers

_ Add DHCP Relay Server Configuration

B

14. Enter Test-DHCP-Server as a name for the DHCP server.
15. Enter 192.168.100.170 as an IP address for the DHCP server.

16. Click Save.
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New Network Object

Name: Test-DHCP-Server

Description:

Network: ® Host () Range () Network

192,168.100.170]

Allow Overrides:

Save | |

Cancel

17. Select the newly created DHCP server.
18. Select an FTD interface through which the DHCP server can be connected.

19. Click OK.

FTD-PACS

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP

DHCP Server

» DHCP Relay 1Pv4 Relay Timeout: Seconds Range: 1-3600
DDNS
1PvE Relay Timeout: Seconds Range: 1-3600

DHCP Servers

Add DHCP Relay Server Configuration

DHCP-AD-Server Server Test-DHCP-Servel] @

Interface Internal-Network hd

| 0K | | Cancel

20. Ensure the new server is shown in the DHCP Server list.
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1545 21. Click Save.

1546 22. Deploy the new configuration settings to the FTD appliance.

Overview Analysis Policies JUSUl«=0 Objects =~ AMP Intelligence Deploy , System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
FTD-PACS Youbave unsaved changes | [ Save | [ @3 Cancel |
Cisco Firepower Threat Defense for VMWare

Device  Ronting  Interfaces  Inline Sets [1)i(wd

DHCP Server
» DHCP Relay IPv4 Relay Timeout: 60 Seconds

DDNS
IPv6 Relay Timeout: 60 Seconds
DHCP Relay Agent DH(.'-P Servers

| @  add |

Server Interface
DHCP-AD-Server Enterprise-Services S8
Test-DHCP-Server Internal-Network di)

1547

1548  Network Address Translation (NAT) Rules Configuration

1549 1. Navigate to Devices > NAT.

Overview Analysis Policies JeINTERE Objects AMP  Intelligence Deploy System Help v admin v
Device Management NAT VPN ¥ | QoS Platform Settings FlexConfig Certificates
il New Policy

PACS NAT

1550

1551 2. Click New Policy > Threat Defense NAT.

Overview Analysis Policies JelaNIEER Objects | AMP  Intelligence Deploy System Help v admin »

Davice Management NAT VPN ¥ Qos Platform Settings FlaxConfig Cartificates

& New Pulicy
 NAT Polic Flrepowar NA
(LA | Firepower AT
Threat Defense NAT
PACS NAT

1552
1553 3. Give the new policy a Name as PACS NAT.

1554 4. Assign the FTD appliance to the new NAT policy.

1555 5. Click Save.
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New Policy

Name: | PACS NAT

Description:
Targeted Devices
Select devices to which you want to apply this policy.
Available Devices Selected Devices
&, Search by name or vahe & FTD-PACS

1556
1557 6. Click on the NAT policy’s edit icon.

1558 7. Click Add Rule.

1559 8. Set NAT Rule to Auto NAT Rule.

1560 9. Set Type to Dynamic.

1561 10. Under Interface Objects set Source Interface Object to one of the FTD appliance’s LAN interfaces.

1562 11. Set Destination Interface Object to the FTD appliance’s WAN interface.
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O ew Analysis Policies AMP Intelligence

Device Management = NAT

PACS NAT You have unsaved changes

Enter Description

VPNv | QoS | Platform Settings  FlaxConfig | Certificatas.

Add NAT Rule

NAT Rule: |Auto NAT Rule -
AT S Type: Dynamic -
. Translation  PAT Pool  Advanced
# - Dynamic 1
Available Interface Objects € Source Interface Objects (1) Destination Interface Objects (1)
= - Dynamic i { Search by name i S VNA B |z wan & |
* - Dynamic s Duest-Services = |
iy Imaging-Modalities
kS DYRSE = 1otermal-Network 1
: » Dynamie % PACS-A |
iaw PACS-B
L Bynamle | o cooyrity-services |
: » Dynamig = VNA |
ia WAN
& » Dynamic |
E Dynamic i
OK Cancel
1563 2 o» Dynamic S e s e e g pnsaus |
1564 12. Under Translation, set Original Source to the network that corresponds with the source interface
1565 object established in the previous step.
1566 13. Set Translated Source to Destination Interface IP.

1567 14. Click OK.
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5 «-18 Devices [Eeli)lzlus]
Device Management =~ NAT  VPNvy QoS  Platform Settings.

AMP Intelligence

FlexConfig  Certificates

Enter Description

Add NAT Rule

PACS NAT You have unsaved changes

NAT Rule: Auto NAT Rule 5
i Type: Dynamic wr
— Interface Objects mﬁm PAT Pool  Advanced
# - Drynamic
Original Packet Translated Packet
# - Dynamic Original Source:* VNA - -,g Translated Source: Destination Interface [P b
() The values selected for Destination Interface
L Drynamic Gbjects in ‘Interface Objects' tab will be used
Original Port: TCF w
# - Drynamic
= Dynamic
2w Dynamic
E Dyynamic
=z - Drynamic
= -, Dynamic
OK Cancal
E Dynamic SE LR P e gy v

15. Ensure the new NAT Rule has been created.
16. Repeat these steps if needed for each LAN interface attached to FTD appliance.
17. Click Save.

18. Deploy changes to FTD appliance.
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Overview Analysis Policies sISNISER Objects =~ AMP  Intelligence > System Help v  admin v

Daevice Management NAT VPN * QoS Platform Settings FlexConfig Certificates

PACS NAT You have unsaved changs I:" Save 0 Cancel

[B] Policy Assignmants (1)

8 Filter by Device 3 Add Rula
r_on'nilml Packet f—r Translated Pacl(cl"‘
#  Direction Type Source Destination Original Ori ... Translated v . Options:
Interface Objects Interface Dbjects Sources De ... Sources o il

P NAT Rules Before

¥ Auto NAT Rules

- Dynamic 1. Securlty-Services I WAN o} Interface ) Dns:false 7 [§
- Dynamic WAN & Interface 4} Ons:false 7§
- Dynamic WAN o8 Interface @ Ons:false 7 §
f - Dynamic = WaAN &8 PACS-A o interface ) Ons:faise 7 [
- Dynamic = PACS-B o WAN o8 PACSB o Interface @ Onsifalse o5 §
- Dynamic 5 WAN & Imaging-Modalities o Intarface @ Ons:false 7§
-» Dynamic o} Interface o O
- Dynamic ) Interface o Dnsifalse 7
- Dynam %, Datacenter o3 WAN S Datacenter o Interfaco @ Onsifalse P
» Dynamic son Internal-Network S WaN &8 Internal-Network o Interface @ Dns:false o°
» Dynamic B 1 N 2 VNA o} Interface ) Drs:false 7§
¥ NAT Rules After
Displaying 1-13of 13rows K € Ppage 1 of1 > M €

1573

1574 Access Control Policy Through Firepower Management Center Configuration

1575 Firepower Management Center allows configuration of access control policies that can then be applied
1576  toindividual FTD appliances. The purpose of the access-control policy is to create rules that specify how
1577  traffic is managed within the network. Each access-control policy contains multiple rules followed by a
1578  default action established when the policy is created. For the PACS architecture, one access-control
1579 policy was established to manage the traffic on each FTD interface. The steps below describe how the
1580  policy and rules were created, as well as how to utilize an intrusion policy with the access-control policy.
1581  There is additional information on Cisco Firepower access control list and intrusion prevention

1582 configuration [17].

1583 1. Navigate to Policies > Access Control > Access Control.

Overview Analysis JELIIEEEN Devices Objects | AMP Intelligence Deploy

) System Help v admin ¥
Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

Object Management Tntrusion Network Analysis Policy DNS  Import/Export

W New Policy

1584
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2. Click New Policy.

3. Enter PACS Global Policy as the name for the access control policy.
4. For Select Base Policy select None.

5. For Default Action select Block all traffic.

6. Add the FTD appliance to the policy.

7. Click Save.

New Pelicy
Name: PACS Global Py
Description:

Select Basa Policy: None lw

Dafault Action: = Block all traffic Intrusion Pravention Motwaork Discovery
Targeted Devices.

Seloct devices to which you want to apply this palicy.
Available Devices Selected Devices

4, Search by name or valus g FTD-PACS &

save || Cancel

8. Click the access-control policy’s edit icon.

Note: The policy in the screenshots that follow contain categories created during the process of
building out the PACS architecture. These categories are not pre-configured.
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1597

1598

1599

1600

1601
1602

DRAFT

PACS Glabal Palicy Y - T

Prefitter Policy: Delaut Srefite Police 551 Palicy: hiune Tdentity Palicy: tooe

i bt Settings | (] Poticy Assigrmants (1)

EZIED secicity trtaligence  WTTP Raspomies Logging  Advanced

i Fikec by Devke - - Show fvke Coflicts 4| 43 Add Cotegory | 43 Add Rele | o (ks

w Mandatory - PACS Gobal Pulicy (1-34)

» Global (37}

» Enterprise Services (8-10]

» Clinical Viewers (11-14)

» PACS A (1515)

» PACS A (16.16)

» Imaging Modalities (17-21)

» Clinkcal Application Services (22-21)

» Guest Services (24 34)
» Datsornter [35.35)

» Security Services {#6-27)
» Insernal Network {20-30)
» VA (11-33)

B WAN (34.34)

B Default - PACS Global Pulicy (-}

LA L0 LSO R L L L
{SU8 =L (a8 (%1 =Y\ SCH [={8 {40 <0 [Se) (=1} (= e |~

Creating a category:

1.

2.

Click Add Category.
Enter PACS as the name for the category.
Insert the category into the Mandatory section.

Click OK.

Add Category

Name: | pacy

Insert: into Mandatory ¥

Create a rule that allows application traffic between security zones
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1603 1. Click Add Rule.
1604 2. Enter PACS-VNA as the name for the rule.
1605 3. Insert the rule into the category created in the previous step.

1606 4, Set Action to Allow.

1607 Note: Because we set the default action to block all traffic when creating the policy, all of the rules
1608 we created were set to Allow.

1609 5. Add security zone(s) to the Source Zone, and also add security zone(s) to the Destination Zone.
1610 Note: The two primary methods for adding source and destination networks to an access control
1611 rule are through security zones or networks. Security zones are objects that can contain multiple
1612 FTD interfaces. Networks can be different types of network objects, including network segments
1613 (192.168.1.0/24) or individual devices (192.168.1.1).

Add Rule
Name [PACS-NA # Enabled Insert |into Category ~| [pacs
Action | Allow [+

[EEZ0) networks ViaNTags - Users  Applications Ports  URLs | SGT/ISE Attributes P Logging
Available Zones G Source Zones (2) Dastination Zones (1)

| 4 Search by name i PACS-A & aan VINA

2 Datacenter - 5 PACS-B

iou Enterprise-Services

i5s Guest-Services l Add to
. Source

Add to
Destination

aging-Modallties

saw Securlty-Services
aan VNA
S5 WAN

1614

1615 6. Under Applications, add the application(s) you would like to allow between the specified zones.
1616 Note: This can also be accomplished by specifying the port you would like to allow under the Ports
1617 tab. By specifying a specific port, this will open the port to all traffic regardless the type of traffic
1618 (e.g., DICOM) being sent.

1619 7. Click Add.
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Add Rule

Mame |PACS-VNA o Enabled Insert |into Category

Action | o Allow - 4

Zones  Networks VLAN Tags . Users EETTITCLELEE Ports  URLs  SGT/ISE Attributes Logging G

Application Filters & Claar All Filters & Available Applications (1) & Selected Applications and Filters (2] A

(&, Saorch ] [& Soarch by name Eopiitionis

|18 multimaas cther )

g the filter O oicom
1T multimedia (Tv/video) 3 O pacs

7|3 network protocels/services
I3 netwark utilities
103 news
WIS pacs
I3 peer to peer
173 remote administration
IC3 remote desktop control
remote file storage

search engine

8. Verify that the rule has been created.

admin ¥

Access Control » Access Control Metwork Discovery Application Detectors Correlation Actions ¥

PACS Global Policy You have

Prefilter Policy: Dafault Prefiter Policy 551 Palicy: Nang Identity Policy: Hoog
Tg Inheritance Settings | 8] Policy Assignments (1}

m Security Intelligence  WTTP Responses  Logging  Advanced
M8 Filtes by Device

3 Add Category | i) Add Rule | 5o

w Mandatory - P bal Policy (1-35)
» Global (1-7) w O
» Services (8-10) « 8
» Clinical Viewers (11-14) w O
» PACS A (15-15) o O
» PACS B (16-18) o 8
» 1maging Madalities (17-21) &
» Clinical Application Serviees (22-23) o
» Guest Sorvices (24-24) & 0
» Datacenter (25-25) & 8
» Security Services (26-27) o O
» Internal Netwark (28-30) w O
» VMA [31-33) o0
» WAN (34-34) o B
it tleso o Sl w4
35 PACS-VMA o Allow ] o 78

b Defoult - PACS Global Policy {-)

Default Action Access Control: Block ANl Traffic

Disglaying 1 - 35 of 35 rues pagelt  |af1 € | page sire: 100 +

Create a rule that allows traffic on a specific port between networks

Click Add Rule.
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2. Enter PACS-Internet as the name for the rule.
3. Insert the rule into the category created previously.

4. Set Action to Allow.

5. Under Networks, add a source network(s) and destination network(s).

Add Rule

Name | PACS-Internet * Enabled Insert |into Category

Action | Allow e R i |

m VLAN Tags - Users Applications Ports URLs  SGT/ISE Attributes

Inspection Logging Comments

Availeble Networks € W Source Networks (2} Destination Networks (1)

| 4, Search by name or value | m Original Client B AN

Gegiocation B PACS-A 5]
= 1PvE-Link-Local i - Sracse 5]
2B 1Pv6-Private-Unique-Local-Addresses

8 1Pvi-to-1Pvd-Relay-Anycast

S racs-A

BB PACSB

& RDP_Jumpbox

B Security-Services

B VNA

WA

6. Under Ports, add a port(s) to the Selected Destination Ports.

]

Note: Select from a group of pre-created ports or add your own port by filling out the protocol and

port boxes, then click Add under the selected destination ports.
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Add Rule

Name :l-{.ifé'-'[ﬁ't;'r'-';t“ # Enabled Insert |into Category

Action | o Allow e o i |

Zones  Metworks  VLANTags . Users  Applications m URLs  SGT/ISE Attributes Inspection Logging  Comments
Available Ports €& Q Selected Source Ports (0) Selected Destination Ports {2)

| 4, Search by name or value ) P a8
# 0L B e _
& Bittorrent

#° DNS_over_TCP

& DNS_over_UDP

F e

P

& HTTPS

P

& Loap

& NFSDTCP ¥ Port|Enter || add | Protocol || ~| Port| Enter of | Add

1633
1634 7. Under URLs, add URL categories that will be allowed (or leave this section blank).

1635 Note: The URL categories are generated by Cisco Firepower and updated regularly. Within each
1636 URL category, you can specify the reputation level the URL must meet in order for the rule to
1637 match.

Add Rule

Name | PACS-Tntemet | @ Enabled Insert |into Categary
Action | o Allaw ~ 3y

Zones Networks VLAN Tegs - Users  Applications Ports [MILTEM SGT/ISE Attributes Inspection  Logging  Comments
Categories and URLs & & Reputations Selected URLs (7)

[ § Seasch foe B calegory ] Al ary # Business and Economy (Reputations 4:5)

Catetiony i = - wall Kncwn B Educational Institutions (Reputations 4-5)

] ¢
# Any (Except Uncategorized) - | & Health and Maedicing (Reputations 4-5])

® ncategorized B 42 - Benign sites with security risks B tmage and Video Search {Reputations 4-5)
® abortion Ml 2 - Suspicious sites oo ® Internet Poctals (Reputations 4-5)

® Abused Drugs Ml 1 - Hah Risk ® News, arid Media (Reputations 4-5)

® Adult and Pornography # Reference and Research {Reputations 4-5)
® Alcohal and Tobacco

® Aucticas

*® Bot Nets

® Business and Ecanomy [ Enter uns | [Lada.)
[T ="

1638

1639 8. Under Inspection, add an intrusion policy or leave this section blank.
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1640 Note: Intrusion policies are created separately from the access-control policy. Once created, an
1641 intrusion policy can be applied to a specific access-control rule or an entire access-control policy.
1642 See the link posted [17] at the beginning of this section for more information on how to create and
1643 use intrusion policies in Cisco Firepower.

Add Rule

Name | PACS-Intemet # Enabled Insart | inte Category

Action | o Allow - C

Zones  MNetworks WLAN Tags . Users  Applications Ports URLs  SGT/ISE Attributes lm!m Logging  Comments

Intrusion Policy \ariable Sot
Genaral-105 vie"  |Default Set

Fibe Policy
Kane

1644

1645 9. Under Logging, select Log at End of Connection, or leave this section blank.

1646 Note: If logging is enabled, select Event Viewer.

1647 10. Click Add.

Add Rule
Harme | PACS-Intornet ] Insert | into Category
Action | o Allow [~ R ) T

Zones Networks VLANTags . Users Applications Ports URLs  SGT/ISE Attributes Inspection WESTIIVE | Comments

Log &t Beginning of Connection
# Log et End of Connection

File Events:

Send Connection Events to;
¥ Event Viewer

1 Syslog Server {Lising default sysiog configuration in Access Cantrol Logoing) Show Overrides

SNMP Trap.

1648
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11. Verify that the access control rules have been created and placed in the proper category.
12. Click Save.

13. Deploy changes to the FTD appliance.

Ovarview Analysis [EALTE Devices

Access Control » Access Control  Network Discovery  Application Detectors | Correlstion | Actions v

PACS Global Policy have unsaved cha Hswve | [ QD camel

Preefiiter Policy: Default Prafiter Policy S5L Palicy: Hone Tdentity Policy: hone

m Security Intelligence  HTTP Responses  Logging  Advanced
8 Fiter by Device Show Rule Conficts Al 3 Add Category & Add Rule

Name ‘Sowrc.. Dest.. Sourc.. Dest..  VIAN .. Users  Applic.,  Sourc.. Dest.  URis ISE/S.. At ) -

e — it et | S it e i 4 N e T
e T —
» PACS A (15-15) _

b PACS B (16-16] e
» Tmaging Modalities (17-21) o s |
» Clinical Application Services (22-23) 2 6
b Guest Services (14-24)

¥ Datacenter (25-25)

» Security Services (26-27)
» Internal Network {(28-30)

i
i
i
» VNA(31-33) e |
» WAN (34-34) i

1

w PACS (35-30)

S-viia B g VA o o il

b Default - PACS Global Policy (-)

Defauh Action

2.7.2 Cisco Stealthwatch

Cisco Stealthwatch provides network visibility and analysis through the use of network telemetry. It
provides threat detection and remediation as well as network segmentation using machine learning and
behavioral modeling. This project integrates Cisco Stealthwatch with Cisco Firepower to allow Cisco FTD
to send NetFlow directly to Stealthwatch for analysis.

Cisco Stealthwatch Management Console Appliance Information

CPU: 3

RAM: 16 GB

Storage: 60 GB (Thin Provision)
Network Adapter 1: VLAN 1901
Operating System: Linux

Cisco Stealthwatch Management Console Virtual Edition Installation Guide

Install the Cisco Stealthwatch Management Console appliance according to the instructions detailed in
the Cisco installation guide [18].
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Cisco Stealthwatch UDP Director Appliance Information

CPU: 1

RAM: 4 GB

Storage: 60 GB (Thin Provision)
Network Adapter 1: VLAN 1901
Network Adapter 2: VLAN 1901
Operating System: Linux

Cisco Stealthwatch UDP Director Virtual Edition Installation Guide

Install the Cisco Stealthwatch UDP Director appliance according to the instructions provided at the Cisco

installation guide [18].

Cisco Stealthwatch Flow Collector Appliance Information

CPU: 2

RAM: 16 GB

Storage: 60 GB (Thin Provision)
Network Adapter 1: VLAN 1901
Operating System: Linux

Cisco Stealthwatch Flow Collector Virtual Edition Installation Guide

Install the Cisco Stealthwatch Flow Collector appliance according to the instructions provided at the
Cisco installation guide [18].

Configure NetFlow Parameters for Cisco Firepower

1. Loginto the Cisco Firepower Management Console.

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS)

153



DRAFT

admin v
Report Designor
Summary Dashboard
Provides & summary of activity on the apgllance
m Threats »  Intrusion Events x  Status »  Geolocation x QoS x + Show the Last [Thow_v] 1)
& Add Widgets
Ui Appicaion over i
Application ¥ Total Bytes (KB) Application ¥ Total Bytes (KB)
27,371.90 O pirs g L
19,473.43 [ Munes bbb_g:ﬁ
18,169.96 O windows update 519.23
9,408.26 O symantecundates 66.47
5.900.15 1 chrome 66,10
154 1,004.685 O ker 48.71
10 656.96 O quic 38.18
5 646.89 DCE/RPC 9.97
+1 4 ) Windows Undate 519.23 O Enmap 9.97
W45 1055 1108 mis M5 a6 + B0 Mazila 161.89 ) YouTube P
Last updated less than a minute ago ) Gooale APIs 155.80 T Microsoft CrypteaP] 1.26
Traffic by Application Risk = 44T
| Symanteclndates 66.47
Risk ¥ Total Bytes (KB) 7 Gooole Play 66.10
Hgdium O icioud 45.88
iy Low 77,265.6
TP e | Last updated less than & minute ago Last updated 2 minutes ago
High 31.79
Vendor ¥ Count 05 Name ¥ Count
Last updated less than & minute ago Microsgit-1s | 5 Windows 1
Traffic by Business Relevanoe Higroscft 1 Lingcs
HMac 05X
Business Relevance ¥ Total Bytes (KB) android
Medium 12,900,181.42 s
High 46,381.26/
Low 29,950.01%
yery High 2,880.64

1689 2. Navigate to Objects.
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[

&l Time Range
§ vansble Set

o w)se
o Hotwark List

¥ Intelligence

i Feads

DS Lists and Feeds
@ URL Lists and Feeds

[~ B

Filg List

&8 Cipher Suite List
« E pistinguished Mama

1 wtunl Obdects
= Obect Groups
PRI
i 004 Server Group
ik SLA Monitor
[ Prafix List
[ 1P Profix List
|50 1P Profix List
¥ Route Map

couss List

[ sndard

3.

Text Object

[Tl indivicuual Objects

B Object Groups

S Server Group
g SLA Manitor
# | Prefix List
|5 [P prafex List
1Pt Prafix List

& Ra
o [ access List
g
[ extonded
¥ As Path
2o
158 Policy List
o v
B ke Policy
B 1kevz policy
W 1KEv1 TPsec Propassl

& Map

wlard

ity List

W 1KEv2 1Psec Propossl
B} Growp Policy

B AnyConnect File

# O Address Pools
B ipvs poais

oA Text Obrject

s FlexCanfig Object

5 RADIUS Server Group

2 Netwark -
& Port
@ intertace
3 Tunel Zone
Fiters
oup Tag

L Extended =

any

any-ipy

anyeipd

Chindcal-Applcal Services

Clinkcal

saleWorks- Hetwork

Datacenter
Domain-Controlier
Entorprise-Sarvices
Extornai_HIP

Imaging-Modalities

work

Internal_MIP

Pva-Benchmark-Te

1Pva-Lin

Local

1Pva-MuRicast

1Pva-Pri

te-10.0.0

Object Management  Intrusion Rules

defaullINSN,

defaultDNSParameters

disanlainspectProtocollist

dnsNamaServerL

ErpAS

ekgrpAuthiey

oigrpAuthEeyid

sgrpDisableSpitHe

exgrpciTime

eigrpRouterld

bConnect

BgrpSt

bRecatvetmly

egrpStubRedisty

0.0.0.0/0

0

192.166.160.0/24

162,168 130.0/24

19216810724

192,168, 132.0/24

8888

BE44
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162.168.150.0/24

162, 168.1

24

162,168, 133.0/34

0

15

abc.com

There are 1 more items.

2222

false

Natwark

Host

Netwark

Hetwork

Netwark

Netwark

Host

Natwark

Host

Hast

Hetwi

Network

Netwark

Netwark

Netwark

Natwark

Natwork

Natwark

X X X X X X X X X X X X X X X X X X X X

20 0f 33 rows Fage [1

| Add Text Dbject | [ 12

&
System Defined o
System Dafined -]

L]

System Defined

e
System Defined o
System Defined o
Systam Dafined -]
n Definecd -]
Systam Defined -]
e
]
-
Systom Defined (-]
Systam Dafined -]
System Defined (-]
-]

Page 1

of 2

>

admin
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4. Under the Name column, find netflow_Destination.

Overview Analysis Policies Devices QUSEI-<l AMP Intelligence admin

Object Management  Intrusicn Rules

Text Cbject

5. Click the edit icon for netflow_Destination.

6. Set Variable Type to Multiple.

7. Set Count to 3.

8. For Row 1, enter Security-Service to set the name of the Cisco FTD interface to which the Cisco
Stealthwatch UDP appliance is connected.

Security-Services
192.168.190.120 System Defined 9
2055

9. For Row 2, enter 192.168.190.120 to set the IP address of the Cisco Stealthwatch UDP appliance.

10. For Row 3, enter 2055 to set a port from which the Cisco Stealthwatch UDP appliance will receive

NetFlow traffic.

11. Click Save.
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Edit Text Object

Name:

Description:

Variable Type Multiple ¥ Count |3 o

1 Security-Services
192.168.190.120

2055

Allow Overrides: @

Override (0)

12. Under the Name column, find netflow_Parameters.

Policie:

Text Object
Teat olyjects defires frae-form bext sty
[T Individuad Objects -
B Dbject Groups
5Kl
(@ ONS Server Group
(il SLA Manitar
[ Prfis List
L Pva Prefix List
L[ 1PV Prefix List
& Reatte Map
# |G acoess Ust
[ standard
| Extanded
Y 45 path
&3 Community List
L Pobicy List
o B von
B 1kEvt posey
B kB2 potcy
R KEv Psec Propossl
M 1KEV2 [Psoc Proposal
8 Groce Palicy
B AnyComnect Fila
R, Contificate Map
2 2 address Pools
Elm Fools
5 v oot
# G FlaConfiy
8 Tt Oipject I
G FlexCenlig Object l

s D

Object Management  Intrusion Ruies

IPvBRautingHeaderDropLaglist
IPviiRoutingHeaderLaglList
IelsAddressFamiy

IslslateLst

Is1sISType

Islshot

IsServiceldentifier

eflow_Destination

netfiow_Event_Types

netfiow_Parameters.

PrafisDelagationinsidy

FrefixfielegationOutside

sarvicaldantifior

bep_comn_limit

s 4 wariables i b FlesC

admin v
|13 Add Teat Object 4, Filte |
bject. These cjects can have
a Systom Dafined (-] & i‘
2 System Defined -] 7y
v System Defined (-] Fr 3
Systom Dafined (-] «
level-1-2 System Defined (-] 7
System Dafinad -] P
Talse System Delined -] &
Security-Services 3
152.168.190.120 Systam Defined -] -
2055
all
flow-croats
Flow-denied System Defined -] o
Nlow-teardomwn
Tow-update
1 o
o Systam Dafined -] o
= -
Systom Dafined (-] rd
System Defined -] o
i
1 System Defined (-] &
o
: Systam Delinad -3 &
8 >
Displaying 21 - S0 cf 43 rows | € Page 2  (of1 3 M &
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13.

14.

15.

16.

17.

18.

19.

20.

Click the edit icon for netflow_Parameters.

Set Variable Type to Multiple.

Set Count to 3.

For Row 1, enter 1 as a number for minutes between flow update events.
For Row 2, enter 0 as a number for seconds to delay flow create.

For Row 3, enter 30 as a number for minutes for template timeout rate.

Click Save.

Edit Text Object

Name:

Description:

Variable Type Multiple ¥ Count 5

~
e

Allow Overrides:

‘Override (0}

Navigate to Devices > FlexConfig.

o5 WBEINEEEN Objects | AMP  Intelligence

Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates
&3 tew Policy

21. Click New Policy.
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1718 22. Enter a Name (e.g., Netflow) for the policy.
1719 23. Under Selected Devices, add the Cisco FTD.

1720 24. Click Save.

Mew Policy

Name: | Netflow

Description: |

Targeted Devices

Select devices to which you want to apply this policy.
Avallable Devices Selected Devices
4, Search by name or value = FTD-PACS

FTD-PACS
-

1721
1722 25. Click the edit icon for the new policy.

Certificates.

Aetion Targeting 1 devicis 2019-05-07 16:04:59 (v |

Up-to-date on all targeted dovices Madified by "admin®

1723

1724 26. Under Available FlexConfig, find Netflow_Set_Parameters, and add it to Selected Append
1725 FlexConfigs.

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS) 159



1726
1727

1728
1729
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Overview Analysis Policies

Netflow

Available FlexConfig ¢ | ) FlexConlig Object |

x

4 User Defined
T Netflon_Detete_Destination_Tems
4 {J System Defined
[l Dofault_DNS_Configure
T Detault_Tnspection_Protocol_Désable
[2] Default_Tnspection_Protocol_Enabie
[2] GHCPvs_Prefix_Delegation_Configure
T DHERvE _Prefix_Delegation_UnConfigure
[ ons_configure
T ons_unconfigura
[l Bigrp_Configure
[2) Biarp_irterace_Configurs
™| Esgrp_unCanfigure
T Esgrp_unconfigure_si
L inspect._1Pv6_Cordigure
T inspect_iP_UnCanfigure
[C] 15E5_Configure
[ 1SHS_intertace_Configuration
| ists_unconfigure
] 15i5_tnconfigure_all

L Netflon_ada_Destination
T Netflon_Clear_Paramssters

0

Device Management AT VPN Y QoS Flatform Settings FlexConfig Cartificates

™| Selected Prepend FlexConfigs

Wou

¢ v admin ¥

o have unsaved changes (_preview Contip ) [ Save. | (1), Concel. |

B} Policy Assigamants (1)

[ Selected Append Flextonfigs

1 Netflom_Set_Parnmeters

et global paramstess for NetFlaw export 1]

27. Click the magnifier icon for Netflow_Set_Parameters.

28. Under Variables > Default Value, verify the minutes between flow data events, seconds to delay
flow create, and minutes for template timeout rate that were set for netflow_Parameters.

29. Click Close.

View FlexConfig Object
Nema:

Deescription:
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1732 30. Under Available FlexConfig, find Netflow_Add_Destination, and add it to Selected Append
1733 FlexConfigs.

1734 31. Click the magnifier icon for Netflow_Add_Destination.

1735 32. Under Variables > Default Value, verify the Cisco FTD interface name, IP address of the Cisco
1736 Stealthwatch, and the NetFlow traffic port.

1737 33. Click Close.

View FlexConfig Object

1738
1739 34. Click Save.

1740 35. Deploy changes to the Cisco FTD.

1741 Forwarding Rules for Cisco Stealthwatch UDP Configuration

1742 1. Loginto the web dashboard of the Cisco Stealthwatch Management Console.
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app, Stealthwatch
cisco
Dashboards Monitor Analyze Jobs Configure Deploy

Security Insight Dashboard | Inside Hosts

Alarming Hosts @

DDoS Source DDoS Target Data Hoarding

Top Alarming Hosts et Alarms by Type =

Exfitration

© 0 0 XD

Today's Alarms =

2. Navigate to Settings > Central Management.

A, Stealthwatch

©00 c==m

cisco
Dashboards Monitor Analyze Jobs Configure Deploy
Central Management
Security Insight Dashboard | Inside Hosts Packat Analyzer Contguen
UDP Director Conl
Alarming Hosts @ Extoemial | Zonfigura.
Concom Indox Targes Indox Recon 1 Exploltation DO DODoS Target  Data Hoarding Exfitration Potig “er Management
A :
Top Alarming Hosts = Alarms by Type — " Today's Alarms ok i

3. Click on the ellipsis for the Cisco Stealthwatch UDP appliance and select Edit Forwarding Rules.
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Inventory

3 Appliances found

Q Filter Appliance Inventory Table

‘,’._'l','é";' Stealthwatch Central Management

APPLIANCE STATUS LICENSE STATUS
up Up to date
up Up to date
Up Up to date

HOST NAME

flow-collector-1

sw-management

sw-udp-director

Appliance Manager

Update Manager App Manager
TYPE P ADDRESS
162.168.180.122

Flow Collector

Edit Appliance
Configuration

View Appliance Statistics
UDP Director Manage Licenses

Support

Edit Farwarding Rules
Reboot Appliance
Shut Down Appliance

Remove This Appliance

ACTIONS

L

4. Click on the ellipsis for the Cisco Stealthwatch UDP appliance, select Configure Forwarding Rules.

Al Stealthwatch

€isco

Dashboards Monitor

UDP Director Configuration

UDP Directors @

+ Name + Device IP

sw-udp-director

192.168.190.120 ()

Analyze Jobs Configure Deploy
* Device Model Management Channel Status
UDVE 0

Last Seen : 12:02 PM 08/01/2019

e e e Desktop Cllent |

s

Configure High Availability o

Export Forwarding Rules

5. Under Forwarding Rules, select Add New Rule.
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o T
iy Ssthisien © 0 0 C=XZID
CIsCo
Dashboards Monitor Analyze Jobs Configure Deploy
Forwarding Rules
Q) Global Search Add New Rule Import/Export
RULE DESCRIPTION SOURCE IP ADDRESS & POR... DESTINATION IP ADDRESS DESTINATION PORT NUMBER ACTIONS
1 Firepower FTD 192.168.190.1:2055 192.168.190.122 2055

6. Enter a description (e.g., Firepower FTD) for the rule.

7. For source IP address and source port, enter the IP address, and port (e.g., 192.168.190.1:2055) of
the Cisco FTD interface sending the NetFlow traffic.

Note: These parameters were established in Cisco FTD, found in the previous section, for the
netflow_Destination object.

8. For destination IP address, enter the IP address (e.g., 192.168.190.122) of the Cisco Stealthwatch
Flow Collector.

9. For destination port, enter the port (e.g., 2055) of the Cisco Stealthwatch Flow Collector.

Note: This port was configured during the setup of the Flow Collector.
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cisco 0 @ e Desktop Client |
Dashboards Manitor Analyze Jobs Configure Deploy
Forwarding Rules | sw-udp-directo 192.168.19(

Forwarding Rule

DESCRIFTION (OPTIONAL)

Firepower ETD

SOURCE P ADDRESS:PORT =

192.168.190.1:2055

DESTINATION IP ADDRESS *

192.168.180.122

DESTINATION PORT NUMBER =

2055

10. On the Cisco Stealthwatch Management Console dashboard, view the Flow Collection Trend graph
to verify that the Cisco Stealthwatch Flow Collector is receiving packets from the Cisco
Stealthwatch UDP.

Flow Collection Trend

80

60

Flows Per Seco

B:00 PM Jul-31 4:00 AM B:00 AM 12:00 PM 4:00 PM B:00 PM Aug-1 4:00 AM B8:00 AM 12:00 PM

® fow-collector-1
Desolect All Selact A1l

2.7.3

Tempered Networks IDN provides cryptographically defined host identifiers using the HIP protocol
rather than using IP addressing. Network traffic traverses an overlay network using HIP switches that

Tempered Networks Identity Defined Networking (IDN)
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effectively cloak that traffic from the production network. A notional architecture is depicted in Figure
2-2 below.

Figure 2-2 Architecture of Networks IDN

Device Identity
Authority

« Orchestrating [+ Policy, Device
Group Data base

Conductor Overlay
& Trusted Segment
Tempered Networks

Conductor /

Tempered Networks Conductor is the orchestration engine and intelligence behind an IDN. As shown in
the above figure, the Conductor is responsible for creating and executing security policies and overlays.
It is also responsible for issuing unique Cryptographic IDs (CIDs) to the IDN endpoints that enforce
explicit trust relationships through device-based whitelisting.

HIPswitches are typically deployed in front of devices or hosts that cannot protect themselves, like
medical devices such as modalities and other legacy systems and machines, or when customers are
unable to install the proper endpoint-protection applications.

Installation involves the deployments of the Tempered Networks Conductor and HIPswitches. A
Conductor open virtual appliance or application (OVA) file and a HIPswitches OVA file were provided by
Tempered Networks.

2.7.3.1 Conductor Installation

System Requirements

CPU: 4

Memory: 4 GB RAM

Storage: 120 GB

Operating System: Linux Red Hat
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Network Adapter: VLAN 1201

Tempered Networks Conductor Installation

1.

2.

Log in to the vSphere Client.
Select File > Deploy OVF Template.

Respond to the prompts with information specific to your deployment, including the ova package
location, name and location, storage, networking and provisioning, etc.

Click Power On After Deployment, and click Finish.

Once the installation is done, power on the Conductor server and log in with username macinfo
and the corresponding password to set up the necessary Mac address and IP address.

2.7.3.2 HIPswitch Installation

System Requirements

CPU: 4
Memory: 1 GB RAM
Storage: 1 GB

Operating System: Linux Red Hat
Network Adapter: VLAN 1201

HIPswitch Installation

1.

2.

7.

Log in to the vSphere Client.
Select File > Deploy OVF Template.

Respond to the prompts with information specific to your deployment, including the ova package
location, name and location, storage, networking and provisioning, etc.

Click Power On After Deployment, and click Finish.

After the installation, use the username mapconfig and the corresponding password to connection
the HIPswitch the conductor.

Use the username underlayaddress and its corresponding password to setup the IP address,
netmask, gateway, and DNS for the HIPswitch.

Repeat the above installation procedures to install additional HIPswitches.

Tempered Networks Conductor and HIPswitch Configuration
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1817  The configuration for the Conductor and HIPswitches is done through the browser connected to the
1818  Conductor https://ConductorIP. Below is the log in page.
1819 1. Enter the username and password to open the Dashboard.
Username
[
1820
1821 2.
Dashboard
HiPservices online HiPservice models HIPsenice versions Recently viewed itams.
HiPservices 1 B
T“..M“ : :::nlrn-mu :“' FTTLN
o e Overlay Networks +rirm
HESw 50 HPSWich-300v @ 152 168 150 18 ASA0%
By BH@ T IR II0F 33 213 Hame
Devices
1822 B 192 168 132 2 @ 1021881322
1823 3. From this page, you can set up license and perform the system setup. Click the Setup button to
1824

enter the system setup.
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Settings

weneral setings

Firmware Updates

Mo fimsare updates have boen upioaded as of yet

Email Settings

Monitor & Alert Settings

Global monioe settings

Frequent events waming @
Number of events

In how many minutes

Conductor High Availability

Emai seftings are incomgiele Cick fhe £t Sefings bution 1o u

Upinad Furmars. Configuration
Hostname
conducior
Firmvware version

i Satings DA

Conductor device ID

Web access is enabied

1P adress
Netmask
Detault gateway
DNS servers

tetwork adapler 2

Disatied

4. Enter the proper network parameters for the Conductor, including the IP address (e.g.,

192.168.120.180), Netmask (e.g., 255.255.255.0), Default gateway (e.g., 192.168.120.1), and DNS
(e.g., 8.8.8.8, 4.4.8.8), then click Configure.

System Configuration

Host name

Metwork adapter 1

Enable network adapter

Network configuration
Static IP

IP address
192.168.120.180

Default gateway

192.168.1201

DNS1
5.8.8.8

Static Routes  +

Mo static routes defined

Metwork adapter 2

Domain name

Enable web access to Conductor

Netmask

255.255.255.0

DNS2

4488
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5. An Overlay is configured to support the microsegmentation. Click the Overlay tab to open the
following page, and you can add a new overlay by clicking the + New Overlay Network.... The page
below shows a configured overlay called PACS Systems.

« [ © & hitps//192.168,120.180/app# /network % - @ mweo & =

” ‘Want to try something new in Firefox? Try Now b3

Conductor

Overlay Networks #hew Dverayework | &

Name Description

Allows devces in VLAN 1501 (Radeslogy) to communicate with dewces m VLAN 1101 (intemad)

6. Two HIPswitches were installed to test for this project. These two HIPswitches are Model
HIPswtich-300v, and they are named HIPswitch Internal and HIPswitch Radiology. Both were
configured to participate in the PACS Systems overlay network.

(- c @ D @ hitps//192.168.120180/app# network we e @ A no® =
QP Wantto try something new in Frefa? | Try Now rixe
Conductor  paebos
PACS Systems «
Ssarvices m Dmatied Info Edit Settngs
Allows devices in VLAN 1501 (Radiology) to
The following HiIPsendces are participating in this network due 1o their devices being added communicate with devices in VLAN 1101 (Internal)
To configure the devices in the network, select the Devices tab VLAN trafic rules
Untagged traffic Alowed
HiPservice . Mode! Status Tagged traffic Mot aliowed
= HIP & 1021881 0 HOa0%
- HiF @ 132 182 150 1 FA=T1 R
. Recent activity
People Upate

Local Admenistrator Managar

7. Two special VLANs were created for each of these two HIPswitches under PACS Systems overlay:
= VLAN 1302 for HIPswitch Internal 1101
= VLAN 1303 for HIPswitch Radiology 1501

8. Devices to be protected under the HIP network will be connected to these two HIPswitches
through the VLANSs:

= PACS Servers are connected to VLAN 1302 under the HIPswitch Internal 1101
= Medical imaging devices are connected to VLAN 1303 under the HIPswitch Radiology 1501
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After creating a secure layer in the Conductor and adding those medical imaging devices and PACS
servers to that layer, the medical imaging device and PACS server can be set up as trusted, by selecting
the Enable button on the overlay page. Once they are trusted, communication between those medical
imaging devices and PACS servers will be established. All the communication will be encrypted.

The microsegmentation is achieved by using the HIPswitch. Other VMs will not be able to communicate
with these two devices unless they are configured to do so.

2.7.4  Zingbox loT Guardian

Zingbox loT Guardian consists of two separate components that work together to monitor and analyze
network traffic. The first component is a cloud-based platform called Zingbox Cloud, which aggregates
and analyzes data to provide insights into the devices on the local network. The second component is
Zingbox Inspector, a local appliance that receives network flows from devices on the local network and
sends specific metadata to Zingbox Cloud for further analysis.

Zingbox Cloud Setup

1. Visit https://zingbox.com and register for an account.

2. Loginto the Zingbox console and navigate to Administration > My Inspectors > Download
Inspector.

3. Download either the .ova or the .iso file, depending on your environment’s requirements.

System Requirements

CPU: 4

Memory: 8 GB RAM

Storage: 256 GB (Thin Provision)
Operating System: CentOS 7
Network Adapter 1: VLAN 1101
Network Adapter 2: Trunk Port

Zingbox Inspector Installation

1. Create a new virtual machine, and under configuration select Typical.

2. Click Next >.
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(4 Create New Virtual Machine — O X

Configuration Wirtual Machine Version: 11
Select the configuration for the virtual machine

Configuration

Configuration
& Typical

Create a new virtual machine with the most common devices and configuration options.

" Custom

Create a virtual machine with additional devices or specific configuration options.

< Back | Next > I Cancel |

3. Create a Name for the virtual machine and assign it an Inventory Location.

4. Click Next >.

(&) Create New Virtual Machine - m} hs

Name and Location Virtual Machine Version: 11
Specify a name and location for this virtual machine

[ Confowation | wame:
Name and Location

‘[I'est] Zingbox Inspector|

Virtual machine (¥M) names may contain up to 80 characters and they must be unique within each
vCenter Server VM folder.

Inventory Location:

< Back | Next > I Cancel
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1876 5. Select a destination storage for the VM.

1877 6. Click Next >.

(4 Creste New Virtual Machine — m} X

Storage Virtual Machine Version: 11
Select a destination storage for the virtual machine files

Configuration Select a destination storage for the virtual machine files:
Mame and Location - - —
Name Drive Type Capacity | Provisioned Free | Type Storag

Storage

I Disable Storage DRS for this virtual machine

< Back | Mext > I Cancel

1878
1879 7. Check Linux and set version to CentOS 4/5/6/7 (64-bit).

1880 8. Click Next >.
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(&) Create Mew Virtual Machine - ] X

Guest Operating System Virtual Machine Version: 11
Spedfy the guest operating system to use with this virtual machine

Confiquration

Mame and Location Gl LBnaaling |5 /e
giorage  Windows
Guest Operating System P
Network o
Create a Disk " Other
Ready to Complete
Version:
|centos 4/s/6/7 (64-bit) ~|

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

< Back | Mext > I Cancel |

9. Connect 2 NICs to the virtual machine and assign them to a network.
10. Check Connect at Power On for both NICs.

11. Click Next >.

(&) Create Mew Virtual Machine - [m] X

Network Virtual Machine Version: 11
Which network connections will be used by the virtual machine?

Carrhquiaiion ~Create Network Connections
Mame and Location
Storage How many MICs do you want to connect? 2 =
Guest Operating System
HNetwork Connect at
Create a Disk Network Adapter Power On
Ready to Complete
! ? NIC L [HC-PACS-VLAN-1701 (CommonLabSwitch) =] v 3 ~ ¥
NIC 2 [HC-PACS-VLAN-1701 (CommonLabSuitch) x| [womer 3 - i

If suppoarted by this virtual machine wersion, more than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility. Consult
the VMware KnowledgeBase far more infarmation on choosing among the netwark adapters
supported forvarious guest operating systems and hosts.

< Back | Next > | Cancel
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1886 12. Set a Virtual disk size and Provisioning method.

1887 13. Click Next >.

(&) Create New Virtual Machine - [m] X

Create a Disk Virtual Machine Version: 11

Spedfy the virtual disk size and provisioning policy

Configuration Datastore Cluster: HC-PACS
Mame and Location

Storage
Availabl GE): 10417.6
Guest Operating System vaiable space ()

Metwork . . =
Create a Disk Virtual disk size: kss 3 GBE ¥

Ready to Complete £ Thick Provision Lazy Zeroed

" Thick Provision Eager Zeroed
% Thin Provision

< Back | Mext > I Cancel

1888

1889 14. Verify virtual machine settings are correct.
1890 15. Check Edit the virtual machine settings before completion.

1891 16. Click Continue.
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(%) Create New Virtual Machine

Ready to Complete

Configuration

Name and Location
Storage

Guest Operating System
Metwork

Create a Disk

Ready to Complete

- m] X

Virtual Machine Version: 11

Click Finish to start a task that will create the new virtual machine

Settings for the new virtual machine:

Name: [Test] Zingbox Inspector

Guest 0S: Cent0S 4/5/6/7 (64-bit)

NICs: 2

NIC 1 Network: HC-PACS-VLAN-1701 (CommaonLabSwitch)
NIC 1 Type: VMXNET 3

NIC 2 Network: HC-PACS-VLAN-1701 (CommaonLabSwitch)
NIC 2 Type: VMXNET 3

Disk provisioning: Thin Provision

Virtual Disk Size: 256 GB

[¥ Edit the virtual machine settings before completion
o

/A4 Creation of the virtual machine (vM) does not indude automatic installation of the guest operating
system. Install a guest OS on the VM after creating the VM.

< Back | Continue | Cancel

17. Set memory to 8 GB.

18. Set CPUs to 4.

19. Under New CD/DVD (adding), set these parameters:

a. Check Connect at power on.

b. Select Datastore ISO File, then browse for the ZingOS.iso file in your datastore.

20. Click Finish.
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21.

22.

23.

24.

25.

26.

Hardware IDphnns I Resources 1

I Show All Devices

() [Test] Zinghox Inspector - Virtual Machine Properties

Add... Remave

Hardware

é New Floppy (adding)

E@ New NIC (adding)
Ef MNew NIC (adding)
&= MNew Hard Disk (adding)

e New SCSI Controller (add...

Summary

Wl Memory (adding) 8192 MB

[d crus (adding) 4

Q Video card (adding) Video card

= VMCI device (adding) Deprecated

25 mew CD/DVD (adding) [HC-PACS_LO2_APH... |
Client Device

LSI Logic Parallel
HC-PACS-VLAN-1701...
HC-PACS-VLAN-1701...
Virtual Disk

Device Status
-
¥ Connect at power on

Device Type
" Client Device

" Host Device

' Datastore ISO File

=

|eEingBofoingOS—1. 241-%86_64.is0 Browse. ..

&
i

Virtual Device Node

@ [1DE (1:0)

Finish Cancel

Z|

Connect to the inspector console and follow the on-screen prompts to finish the configuration.

In a web browser, enter the URL of your Zingbox Cloud instance.

Enter your Zingbox Cloud credentials.

Click Login.

On the home page, navigate to Administration > My Inspectors.

Verify that the host name of the Zingbox Inspector set up previously is visible and connected
(shown by the green cloud icon).
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i My Inspectors
=
Al Sites = A 10wy ~ Zingbox Cloud Traffic 21.99 MB  Analyzed Traffic 125.69 MB ] o~ + 3
i}
™ 2
th
test-zingboxinspector DEPLOYMENT IN PROGRES & :
i
]

2.7.5 Forescout CounterACT 8

Forescout CounterACT is a network access control tool that can perform device discovery and
classification, risk assessment, and control automation through passive and active techniques. For this
project, the intended use of Forescout is to manage device compliance and perform necessary
remediation when devices fall out of compliance.

System Requirements

CPU: 2

Memory: 8 GB RAM

Storage: 80 GB (Thin Provision)
Operating System: Linux Kernel 3.10
Network Adapter 1: VLAN 1201
Network Adapter 2: Trunk Port

Forescout Appliance Installation

1. To begin installation, obtain the Forescout ISO. Load the Forescout ISO into the VM’s CD/DVD drive.
Make sure the CD/DVD drive is set to Connect at Power On.

2. Boot up the VM and begin the installation process.
3. Select Install CounterACT.
4. Press Enter to reboot.

5. Select option 1 to configure CounterACT.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Select option 1 for standard installation.

Press enter to proceed.

Select option 1 for CounterACT Appliance.

Select option 1 for Per Appliance Licensing Mode.
Enter appliance description.

Give appliance a password.

Enter forescoutCA and apply this as the appliance host name.

Assign the appliance an IP address 192.168.120.160.
Assign appliance a network mask 255.255.255.0.
Enter 192.168.120.1 as the appliance’s gateway.
Enter domain name pacs.hclab.

Enter DNS server address 192.168.120.100.

Review configuration and run test.

Once the test passes, select done.

Forescout CounterACT Console Installation

1.

2.

3. Verify Installation Directory as C:\Users\Administrator\ForeScout CounterACT 8.0.1; click Next >.

Run Install_Management.exe.

Click Next >.

e Setup ForeScout CounterACT 8.0 = x

Welcome to Setup for ForeScout CounterACT 8.0.1

py Welcome to the ForeScout CounterACT Setup Wizard.

ForeScout

| Ned> Cancel
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@ Setup ForeScout CounterACT 8.0.1 == X
Installation Directory /\“‘/
Fore. it
Please specify the directory where ForeScout CounterACT will be installed.
Installation Directory [K:\Users\Administrator\ForEScnut CounterACT 8.0.] e
< Back Next > Cancel

4. When the Ready to Install screen appears, click Next > to begin the installation process.

@ Setup ForeScout CounterACT 8.0.1 = X
Ready to Install o
Fore it
Setup is now ready to begin installing ForeScout CounterACT on your computer.
< Back Cancel

5. An Installing screen will appear that provides a status bar indicating degree of installation
completion. Click the Next> button to allow the installation to proceed.
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e Setup ForeScout CounterACT 8.0.1 == X

Installing

Please wait while Setup installs ForeScout CounterACT on your computer.

Installing
Creating directory C:[...]Jurrent\etc\images\np_ng\templatedirs\AirWatch

< Back Cancel

6. As the installation nears completion, a screen indicating Completing the ForeScout 8.0.1 Setup
Wizard appears. Check Create Desktop shortcut; click Finish.

e Setup ForeScout CounterACT 8.0.1 = x

Completing the ForeScout CounterACT 8.0.1 Setup
Wizard

ﬁJ Setup has finished installing ForeScout CounterACT 8.0.1

on your computer,
ForeScout
Create Desktop shortcut

Cancel

< Back

7. Launch Forescout CounterACT Console and enter the information that follows, then click Login:

a. Enter 192.168.120.160 in the IP/Name text box.
b. Select Password as the Login Method.
c. Enter Administrator in the User Name text box.

d. Enter the password in the Password box.
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Forescout CounterACT Configuration

To use the full function offered by the Forescout CounterACT, proper network configuration is required,

which may include the monitor and response interface assignments at the data center, the network

VLAN and segmentation information, IP address range that the CounterACT appliance will protect, user

Directory account information, domain credentials, core switch IP address, and vendor and SNMP
parameters.

After completing the installation, log in to the CounterACT Console using the steps below:

1. Select the CounterACT icon from the server on which you installed the CounterACT Console. A log

on page appears, as depicted below.

P O
ForeScout
CounterACT® Version 8.0

IPMame
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2. Provide the following information and select Login to open the Console:

a. Enterthe IP address 192.168.120.160 in the IP/Name field.

b. Inthe User Name field, enter admin.

c. Inthe Password field, enter the admin password which is defined during the installation.

# Espoma Actoms  Toolr  Leg  Duplsy.  Help

~&~ ForeScout # o B Asetivertoy & oo

ANl Hosts

IPv4 Address: 1621
Operating System:
Vendor and Model:

Fiitara

The console manager can be used to view, track, and analyze network activities detected by the
appliance. It can also be used to define the threat protection, firewall, and other polices.

@ CounterACT Appliance Console - admin connected to 192.168.120.160 - License: Demo - 114 days left - Lice... — O

The figure below shows the sample asset inventory page. (Further network configuration will be needed

for complete inventory information.)
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~Z=~ ForeScout’

Filtars

The figure below shows the sample Policy Manager page. Further network configuration and policy

e CounterACT Appliance Console - admin connected to 192.168.120.160 - License: Demo - 114 days left - Lice...

B 2sset irveniony B oo

definition will be needed for complete policy information.

e CounterACT Appliance Console - admin connected to 192.168.120.160 - License: Demo - 114 days left - Lice...

~Z=~ ForeScout’

Palicy Faldars Policy Manager
+ YT
0 roncy

Mokbile Devic Classifiar
Windows  Classifier

Frintérs Clasifiar

Lineinee G

ke Dav Clasznar

Unziagnifisd Ciaanfiar
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1984 2.7.6  Symantec Endpoint Detection and Response (EDR)

1985  Symantec Endpoint Detection and Response performs behavioral analytics on endpoint events from
1986 Symantec Endpoint Protection, to identify potentially malicious behavior. It can sandbox impacted
1987  endpoints, prioritize risks, and provide tailored remediation guides.

1988 System Requirements

1989 CPU: 12

1990 Memory: 5 GB RAM

1991  Storage: 500 GB (thin provisioned)
1992 Operating System: CentOS 7

1993 Network Adapter 1: VLAN 1901
1994  Network Adapter 2: SPAN_PACS
1995  Symantec EDR Installation

1996 1. Launch the virtual appliance after deployment of the vendor-provided SEDR-4.0.0-483-VE.ova file.

1997 2. Enter default username admin and default password. You will be required to change the default
1998 password by entering a new password.

1999 3. After changing the default password, the bootstrap will automatically launch. Enter the following
2000 options during the bootstrap:

2001 = |Pv4 address []: 192.168.190.17

2002 = |Pv4 netmask []: 255.255.255.0

2003 = Gateway []: 192.168.190.1

2004 = Name server (IPv4) []: 192.168.120.100

2005 =  Configure another nameserver? [y/n]: n

2006 = Configure IPv4 static routes? [y/n]: n

2007 *  What do you want to call this device?: EDR

2008 = Set NTP server [J: X.X.X.X

2009 4. After verifying the correct details, enter Y to save changes. The appliance will restart.

2010

2011
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uIf
# pleas
# Unaut

EEEBREEESE RN L BB ERP RSB ES LRV EEE B EEE VRS B R LR

Change the admin pa

- The ay
point to an

: full

ment p
t

C _:]Il e 1P
What do you want to call thi

jet NTE [1:

5. Open a web browser and travel to the virtual appliance at https://192.168.190.170. Enter the
username setup and password *****,

1 management platform. In this
appli

am Or ATNET . s role, the

ctionality
k anner. In this role, other

6. Follow the prompts to create the initial admin account.
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€} Symantec EDR

®
®
[ -]
®

7. Select the Settings menu, and then select the Global sub-menu.
8. Ensure Enable Symantec Endpoint Protection Correlation is checked.

9. Select Add SEPM Database and enter the following options.

. ©3) Symantec EDR Symantec EDR is Healthy (o

Admin ~
& Synapse Enable Symantec Emall Security doud Canelation
Enablo Roaming Corralaan
Enatile Symantec Endpaint Cloud Carrelation
+ | Enablé Symaniec Endpoint Protection Conelation
Symantec Endpoinl Protection Manager {SEPM) Databases
Name 1P Atidress Port Enatied Status
Ho data avallabie.
_+ _:dE'ﬁw Dalabase
Diwnicad Synapse Log Collector for SEPM Embeddad D8
Endpoint Communication Sy Contrelier net configured () Configure SEPM Contralier
Channel, SEP Policies, and Tie
Endpaint Activity Recorder
" Enabla ECC 2.0 (requires at lsast 1TB of hard disk space)
10. Provide the information that follows, and click Save:
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2022 = DB Type: Embedded DB

2023 ®= Entry Name: SEPM

2024 = Address: 192.168.190.172

2025 = Port: 8081

2026 = Connection Password: enter your connection password
2027 = Enabled: Checked

Add SEPM

DB Type Embedded DB

Entry Name SEPM

IP Address 192 168 190.172

Port 8081

Connection
Password

Enabied

2028

2029 11. After completing the integration with SEPM, select the Settings menu, then select the Appliances
2030 sub-menu.

2031 12. Select Edit Default Appliance.

2032 13. Select Add Internal Network to create and add a Subnet, Netmask, and Description for each
2033 internal network listed below. Make sure to save after entering the network details.
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Internal Network
Configuration

Symantec EDR is Healthy ([«

SEEALLE

Admin «

=  Subnet:
=  Subnet:
=  Subnet:
=  Subnet:
=  Subnet:
=  Subnet:
=  Subnet:
=  Subnet:
=  Subnet:

192.168.100.0 Netmask:
192.168.120.0 Netmask:
192.168.130.0 Netmask:
192.168.140.0 Netmask:
192.168.141.0 Netmask:
192.168.150.0 Netmask:
192.168.160.0 Netmask:
192.168.180.0 Netmask:
192.168.190.0 Netmask:

255.255.255.0 Description: VLAN 1101
255.255.255.0 Description: VLAN 1201
255.255.255.0 Description: VLAN 1301
255.255.255.0 Description: VLAN 1401
255.255.255.0 Description: VLAN1402
255.255.255.0 Description: VLAN 1501
255.255.255.0 Description: VLAN 1601
255.255.255.0 Description: VLAN 1801
255.255.255.0 Description: VLAN 1901

Subnet

192.168.100.0

192.168.120.0

192.168.130.0

192.168.140.0

192.168.141.0

192.168.150.0

192.168.160.0

Internal Network Configuration

Netmask

255.255.255.0

55.255 0
55.255 i}

2552550
55.255.255.0

Description

VLAN 1101 Internal Negwork

VLAN 1201 Enterprise Network

VLAN 1301 Chinical Workstations

VLAN 1401 PACS

VLAN 1402 PACS 2

VLAN 1501 Radiclogy Departments

YLAN 1801 Clinical Application Services

14. Select Settings and then Global.
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2046

2047 Activity Recorder.

15. Uncheck Enable ECC 2.0 under Endpoint Communication Channel, SEP Policies and Endpoint

= €3 Symantec EDR Symantec EDR is Healthy (7] Admin «
Enable Symantec Endpoint Cloud Cormolation
W | Enabis Symantec Endpoint Protection Correlasion
Symantec Endpoint Protecton Manager (SEPM) Databases
Name Address Port Enabled status
No data avalisble.
Dewnltad Synapss Log Callsctar far SEPM Embeddad 08
Endpoint Communication  SEPM Contrallar not eanfigured (%) Cenfigure SEPM Controter
Channel, SEP Policies, and =
Endpaint Activily Recorder
Enabla ECC 2.0 {requires af laast 1TB of hard disk spaca)
Automatic Submission Submit suspicious. files 16 sandbox for analysie
Backup Backup Is dissbled (F) Cenfigusa Backup
2048 — — i I
2049 16. Select Settings and then Appliances.
Symantec EDR is Healthy ) Admin ~

—3 0 Symantec EDR

< Default Appliance

General Settings

Internal Network Configuration
192.168.100.0

DINS Settings

266.266.266.0

VLAN 1101 Internal Network

Appliances
Name Mgml P Rola Mode
DA 182164 100,170 Marasinert S Frars

2050

Status

Scanning

Disatéed Heathy
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17. Select EDR from the appliances list.

18. Turn Scanning on under the Network Interface Settings.

Symantec EDR and SEP Correlation

1.

Open a web browser and travel to the virtual appliance at https://192.168.190.170. Log in with

your administrator account.

From the settings menu, select global settings.

Select Download Synapse Log Collector for SEPM Embedded DB.

After the SEPMLogCollector.msi finishes downloading move to the SEP Manager (SEPM).

Launch the SEPMLogCollector.msi file from SEPM.

Continue through the setup wizard prompts by clicking Next to use the default settings.

After installation is complete, launch the Log Collection for SEPM embedded database
configuration utility, and enter the values below:

Service Hostname (optional): Leave blank

Service IP address: 192.168.190.172

Service port: 8082

Log Collector connection password: enter connection password
Confirm connection password: enter connection password again

SEPM embedded database configuration password: enter embedded database password

After entering values into configuration utility, click Confirm.
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Log Collector service settings
Service Hostname {optional):
Service IP address: 192.168.180.172 v
Service port: 8081
Log Collector connection password: esscscene
Confirm connection password: sssssssee
SEPM embedded database configuration
Password: ssencenee
Test Database Connection
Configuration Status:
Confirm Close Help

2.8 Endpoint Protection & Security

2.8.1  Symantec Data Center Security: Server Advanced (DCS:SA)

Symantec DCS:SA utilizes a software agent to provide various server protections, including application
whitelisting, intrusion prevention, and file integrity monitoring. For this project, a DCS:SA agent was
installed on both PACS servers in our architecture.

System Requirements

CPU: 4

Memory: 8 GB RAM

Storage: 120 GB (Thin Provision)

Operating System: Microsoft Windows Server 2016 Datacenter
Network Adapter: VLAN 1901

Symantec Data Center Security Installation

1. Launch server.exe.

2. Click Next >.
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Symantec Data Center Security Server Manager 6.8.0

Welcome to the InstallShield Wizard for Symantec
Data Center Security Server Manager 6.8.0

The InstaliShield® Wizard will install Symantec Data Center
Security Server Manager 6.8.0 on your computer. To
continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

This Symantec product may contain open source and other
third party materials that are subject to a separate license.
Please see the applicable Third Party Notices file provided
with the Symantec product.

For the speditic Symantec product licensing please see
documentation provided at

https: /www.symantec.com/about/profile fpolicies/eulas/.

<dack | MNet> | | Cancel

3. Check I accept the terms of the license agreement.

4. Click Next >.

Symantec Data Center Security Server Manager 6.8.0

License Agreement
Please read the following license agreement carefully.

SYMANTEC TEMPORARY TRIALWARE SOFTWARE EVALUATION LICENSE A
AGREEMENT

SYMANTEC CORPORATION ANDI/OR ITS AFFILIATES ("SYMANTEC") IS
WILLING TO LICENSE THE TRIALWARE SOFTWARE TO YOU AS THE
INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE

UTILIZING THE TRIALWARE SOFTWARE (REFERENCED BELOW AS "YOU™

OR "YOUR") ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE
TERMS OF THIS TEMPORARY TRIALWARE SOFTARE EVALUATION

LICENSE AGREEMENT ("TRIALWARE AGREEMENT"). READ THE TERMS

AND CONDITIONS OF THIS TRIALWARE AGREEMENT CAREFULLY v

(®) I accept the terms of the license agreement [ print
(O 1 do not accept the terms of the license agreement

<sack | Next> | | cance

5. Verify install location.

6. Click Next >.
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Symantec Data Center Security Server Manager 6.8.0

Click Next to install to this folder, or dick Change to install to a
different folder.

Install Symantec Data Center Security Server Manager to:
C:\Program Files (x86)\Symantec\Data Center Security

Server\Server

oo | vew> | [ ]

7. Review settings.

8. Click Install >.

Symantec Data Center Security Server Manager 6.8.0
Ready to Install the Program
The wizard is ready to begin installation.

Review the settings and dick on 'Install'. If you want to change any settings, dick Back. Click
Cancel to exit the wizard.

Installation Type: Evaluation (Install Local Database)
Server Settings:

Directory: C:\Program Files (x86)\Symantec\Data Center Security Server\Server

<ot (> ] | e

Wait for setup and install process to complete.
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Symantec Data Center Security Server Manager 6.8.0
Setup Status

Symantec Data Center Security Server Manager is configuring your new software

Installing

C:\...\{65A60777-94A68-469 1-AB60-FC56 2 1BAFD 35} ymanager .exe

InstallS hield

10. SQL Server will automatically be installed during the setup process.

1 SQL Server 2012 Setup - (m]
Install Setup Files
SQL Server Setup will now be installed. If an update for SQL Server Setup is found and specified to be included, the
update will also be installed.
Install Setup Fles -
SQL Server Setup files are being installed on the system.
I Task Status
| Install Setup files In Progress
< Back Install Cancel

11. Provide the information below, and click on Next:

= Agent port: 443
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Bridge port: 2443

Console port: 4443

Web server administration port: 8081

=  Web server shutdown port: 8006

DCS:SA Configuration Wizard

rGeneral Settings Tomcat Connector Attributes
Agentport a3 Veb server agmnistration port r
Brdgeport  [2443 Web server shutdown port ,F
Console port (4443
Back Next
12. Uncheck Enable CWP Bridge and click Next.
DCS:SA Configuration Wizard
This bridge will enable Sy Cloud to manage DCS agents.
] Enabie CWP Bridge
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2108 13. Verify settings for FQDN Hostname as WIN-RUQDO7KL8A?7, Static IP Address as 192.168.120.207,

2109 and Java Heap Size as 6144 and then click Next.
|DCS:SACanﬁguration Wizard X |
r Certificates

[i7] Server Certificate

r This Server's Settings
[C] Use FQDN Hostname for Certificate
FODN |WR-RUQDOTKLBAT |

Static IP Address  [152,168,120.207 J

rJUM Settings

Java Heap Size (MB) 15144

2110 =
2111 14. Create a password for the database connection.

2112 15. Click Next.

| DCS:5A Configuration Wizard X |

rCi

Hostname 127.0.0.1
@ Database instance

O Database Port

'sa privieged User

2 { |

ConfrmPassword % [esssasses] |

2113 [ A

2114 16. Verify Unified Management Console connection settings.

2115 17. Create a password for Unified Management Console connection.
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18. Click Next.

| DCS:5A Configuration Wizard X |

- UMC Details

Hostname 192.188.120 207
Port 8443
User Name M
* f |

ConfrmPassword ¥ [esesssessl

(L] Migrate UMC Data

19. Verify configuration settings and click Next.

N S

| DCS:5A Configuration Wizard X |

wizard
listion Type: & (install Local €
Server Settings

Directory: C:\Program Files (x85)\SymanteciData Center Security ServeriServer
Ports: Agent: 443, Console: 4443, Web Admin: 8081, Web Shutdown: 8006

Database Settings
Host: 127.0.0.1
Instance: SCSP
Database Name: SCSPDB

M
Heap Size (MB): 6144

UMC Registration Settings

UMC Server: Hostname=192 168.120.207, Port=8443, Usemame=dcsadmin
Product Server: Hostname=WIN-RUQDOTKLBAT, IP Address=192.168.120.207, Port=4443

Review the seftings and ciick on ‘Configure’, if you want fo change any seftings, click Back. Ciick Cancel to exi the

20. Wait for configuration process to complete.

21. Click Finish.
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J Successfully updated the server xml
J Si fuly updated M Server

’ Successfully crealed all certificates

J Successfully created database
wf successtuty registered with UMC

Yy  registered the Manag Server and UNC services. Successfully updated JVM heap size property

Back

22. Wait for install to complete and click OK.

Symantec Data Center Security Server Manager 6.8.0
Setup Status

Symantec Data Center Security Server Manager is configuring your new software

Finis
o The DCS Management Server was configured successfully.

InstallShield

Symantec Data Center Security Server Manager 6.8.0 X ‘

Symantec Datacenter Security Windows Agent Install

1. Run agent.exe.

2. Click Next >.
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Welcome to the InstallShield Wizard for Data
Center Security Server 6.8.0

The InstallShield(R) Wizard will install Data Center Security
Server version 6.8.0 on your computer. To continue, dick
Next.

WARNING: This program is protected by copyright law and
international treaties.

This Symantec product may contain open source and other
third party materials that are subject to a separate license.
Please see the applicable Third Party Notices file provided with
the Symantec product. For the specific Symantec product
licensing please see documentation provided at

https: //www.symantec.com/about/profile fpolices/eulas/.

ﬁ Data Center Security Server X

< Back | Next > | Cancel

3. Check I accept the terms in the license agreement.

4. Click Next >.

License Agreement
Please read the following license agreement carefully.

ﬁ Data Center Security Server X

SYMANTEC SOFTWARE END USER LICENSE AGREEMENT @

SYMANTEC CORPORATION (IF YOU ARE LOCATED IN THE AMERICAS OR
THAILAND) OR SYMANTEC LIMITED (IF YOU ARE LOCATED IN ANY OTHER
COUNTRY) (“SYMANTEC") IS WILLING TO LICENSE THE SOFTWARE TO YOU
AS THE INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE
USING THE SOFTWARE (REFERRED TO AS “YOU” OR “YOUR™) ONLY ON THE
CONDITION THAT YOU ACCEPT ALL OF THE TERMS AND CONDITIONS OF
THIS SYMANTEC SOFTWARE LICENSE AGREEMENT AND THE PRODUCT USE
RIGHTS SUPPLEMENT (AS DEFINED BELOW) (COLLECTIVELY, THE “LICENSE
AGREEMENT"). READ THE LICENSE AGREEMENT CAREFULLY BEFORE

(01 do not accept the terms in the license agreement

InstaliShield

(® 1 accept the terms in the license agreement Print |

| <Bak [ Net> || conce

5. Verify installation and log files directories.

6. Click Next >.
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ﬂ Data Center Security Server
Destination Folder
Click Next to install to this folder, or dick Change to install to a different folder,

|"—-._ Install Data Center Security Server to:

C:\Program Files (x86)\Symantec\Data Center Security
Server\Agent)

Save log files in:

C:\Program Files (x86)\Symantec\Data Center Security
Server\Agent)

above. This folder and all its contents will be deleted upon uninstallation.

InstallShield -
< Back Next >

The installation will create a new 'sdcsslog’ folder under the folder you specify

Cancel

Provide the information below, and click on Next>:

= Agent Name: WIN-RUQDO7KL8A

Polling Interval (sec): 300

= Check Enable Intrusion Prevention
= Notification Port: 2222

=  Agent Protocol: HTTPS

ﬁ Data Center Security Server

Agent Configuration
Please configure your agent's settings

Agent Name: [win-rRUQDOKLBA7

Polling Interval (sec): |300

Enable Intrusion Prevention: [

Enable Real-time notification if this agent requires immediate updates.
Enable Real-time Notification: []  Notification Port: |zzzz

Agent Protocol: HTTPS v

InstaliShield -
< Back Next >

Cancel
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8. Provide the information below and click Next:

=  Primary Management Server: 192.168.120.207
= Agent Port: 443
= Alternate Management Servers:

= Management Server Certificate: C:\User\Administrator\Desktop\agent-cert.ssh

ﬁ Data Center Security Server X

Management Server Configuration

Please configure your agent's Management Server settings

Primary Management Server: | 192.168.120.207
Agent Port: 443

If desired, specify Alternate Management Servers in a comma-separated list:

Alternate Management Server(s): I|

Access to a copy of the Management Server Certificate is required in order to connect
to the Management Server. All specified Management Servers must use the same
Certificate.

Management Server Certificate:

|C :\Users\Administrator \Desktop\agent-cert.ssl Browse
InstaliShield

< Back Next > Cancel

9. Specify a Server Security Group created through Symantec Datacenter Security Server or leave it
blank to use the default security group.

10. Click Next >.
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ﬁ Data Center Security Server

Server Security Group
Please enter the Server Security Group name

Please enter the name of an existing Security Group in the management server for
the agent to join. If you leave the field blank, the agent will join the Default Security
Group. You can move the agent to another Security Group at a later time.

InstaliShield

<Back [ Next> Cancel

11. Verify installation and configuration settings and click Install.

ﬁ Data Center Security Server

Ready to Install

The installation settings are summarized below. If you want to review or change any of the
installation settings, dick Back. Click Install to start the installation using these settings.

Installation Directories

Installation Directory:  C:\Program Files (x86)\Symantec\Data Center Security Server
\Agent}

Log Files Directory: C:\Program Files (x86)\Symantec\Data Center Security Server
\Agent}

t Con' ation
Agent Name: WIN-RUQDO7KLSAT
Agent Polling Interval: 300
Enable IPS Feature: enabled
Agent Notifications: enabled
Motifications Port: 2222
Agent Protocol: https

Management Server Configuration
Primary Management Server: 192.168,120.207
Alternate Management Servers:

Mananement Server Port: 443 b

InstallShield

| <Back [ mnstal || Cance

12. Wait for the installation process to complete.
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Installing Data Center Security Server
The program features you selected are being installed.

ﬂ Data Center Security Server — X

o Please wait while the InstallShield Wizard installs Data Center Security
|‘3‘.';T' Server, This may take several minutes,

Status:

InstallShield

< Back Install

13. Click Finish.

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed Data Center
Security Server, Click Finish to exit the wizard.

O

ﬂ Data Center Security Server X

14. Click Yes to restart the agent machine.
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ﬂ Data Center Security Server Installer Information

You must restart your system for the configuration
changes made to Data Center Security Server to take
effect. Click Yes to restart now or No if you plan to
restart later.

Yes No

2.8.2 Symantec Endpoint Protection

Symantec Endpoint Protection is an agent-based security solution that provides antivirus, intrusion
prevention, application whitelisting, and other capabilities. For this project Symantec SEP is used to
protect endpoints from malicious software and integrates with Symantec Endpoint Detection and
Response to detect suspicious behavior.

System Requirements

CPU: 4

Memory: 8GB RAM

Storage: 240GB (thin provisioned)

Operating System: Microsoft Windows Server 2016
Network Adapter: VLAN 1901

Symantec Endpoint Protection Manager Installation

1. Launch Symantec Endpoint Protection_14.2.0.MP1_Partl_Trialware EN.exe file.

2. Select Install Symantec Protection Endpoint Manager option.
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@ Symantec Endpoint Protection Installation Program *

@  Symantec Endpoirt Protection v Symantec.

Readme
An overview of the installation, product functionality, and support information.

Quickstart
Quick start guide for Endpoint Protection.

Install Symantec Endpoint Protection Manager
Installs the management server and console, which deploys managed clients.

Exit

2174

2175 3. Proceed through the install wizard by clicking Next >.

ﬂ Symantec Endpoint Protection Manager *

Symantec Endpoint Protection Manager

The Installation Wizard will perform the following steps:

= Install the management server and console
& Configure the management server
u  Create the database

Click Next to begin.
JSymantec_ WARNING: This program is protected by copyright law and international treaties,
< Back Cancel
2176
2177 4. Check I accept the terms in the license agreement.

2178 5. Click Next >.
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ﬁSymantec Endpoint Protection Manager bt
License Agreement J
Please read the following license agreement carefully, symantec~

SYMANTEC SOFTWARE LICENSE AGREEMENT

SYMANTEC CORPORATION AMND/OR ITS AFFILIATES (*SYMANTEC®) SPECIFIED IN THE
ENTITLEMENT CONFIRMATION IS WILLING TO LICENSE THE LICENSED SOFTWARE TO YOU AS
THE INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE
LICENSED SOFTWARE (REFERENCED BELOW AS “YOU™ OR “YOUR®) ONLY ON THE
CONDITION THAT YOU ACCEPT ALL OF THE TERMS AND CONDITIONS OF THIS SYMANTEC
SOFTWARE LICENSE AGREEMENT AND THE PRODUCT USE RIGHTS SUPPLEMENT (AS
DEFINED BELOW) (COLLECTIVELY, THE °“LICENSE AGREEMENT"). READ THE LICENSE
AGREEMENT CAREFULLY BEFORE USING THE LICENSED SOFTWARE. THIS IS A LEGAL AND
ENFORCEABLE CONTRACT BETWEEN YOU AND SYMANTEC. BY DOWNLOADING, INSTALLING, w

(®) [ accept the terms in the license agreement Print
(01 do not accept the terms in the license agreement

= ==

6. Select the location you want to install Symantec Endpoint Protection Manger and click Next >. Keep

the default location of C:\Program Files (x86)\Symantec\Symantec Endpoint Protection Manager\.

ﬁSymantec Endpoint Protection Manager bt
Destination Folder J
Click Next to installto this folder, or dick Browse to install to a different folder. Symantec.

(i Install Symantec Endpoint Protection Manager to:
u C:\Program Files (x86)\Symantec\Symantec Endpoint Protection Manager, Browse. ..
Free disk space on C:\ drive (system drive): 100.79 GB
CPU(s): 4
Physical Memory: 8.00 GB

Recommended Installation Regquirements:

CPU(s): 4
Physical Memory: 8GB
Free disk space for system drive (C:\): 40 GB

= ==

7. Select Install.
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ﬁSymantec Endpoint Protection Manager

physical memory. Click Install to begin the installation.

If you want to review or change any of your installation settings, dlick Back. Click Cancel to exit the wizard.

coos | ]| e

X

Ready to Install the Program J
The wizard is ready to begin instalation. Symantec.
The installer has determined that your system meets the installation requirements for disk space, CPU and

8. After installation is complete, click Next > to continue with configuration of the management

server.

v Symantec.

ﬁSymantec Endpoint Protection Manager

Management Server and Console Installation Summary

The Installation Wizard has successfully installed Symantec Endpeint Protection
Manager. Click Next to begin the configuration wizard.

" Install the management server and console
& Configure the management server
& Create the database

Click Mext to configure the management server,

9. Select Default configuration for new installation; click Next >.
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10.

@ Management Server Configuration Wizard -

)

+ instalation
[SESIISTSTE )

& Sarver Configuration

v Symantec.

Help

to the M Server ( iguration Wizard

Please selecl a configuration type

* Default configuration for new installation (fewer than 500 clients)
Sekect this oplion to configure @ management server thot manages fewer than 500 clents and uses an embedded database.

Custom configuration for new instaliation (more than 500 chenls, or custom sellings)

Salect this option to configure & sarver (hat manages more than S00 chenis or usas Microsoht SOL database, or if you plan lo
nstol mukiple management servers

Recovery configuration

Select this oplion to install the management server wih a recovery fie. The recovery file restores communication with
previously deplayed chenls and ncludes olher management server sellings, A recovery fil is only avalsble if you previusly
ristalad the management sarver.

The defaull recovery file is detected automatically. To select a different recovery fie, click Browse and navigate fo the fie
that you want ta use

For more information, see "Racovery Fie Detajs -

T -

Provide the following information and click Next>.

Company Name: NCCoE
User name: admin
Password: *** %% kkk
Confirm password: *******x

Email address: admin@nccoe.labs
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W Management Server Configuration Wizard == [m] x
Create account. wiill be requred Lo kg on B2 the manegement console.
Campany name: NCCoE
Usar name: admin
Password* sasanenns
Confirm password ™" LELELTTITTY
Password Strength: Goad |
The password seiected here is used for boin the 1f'you change
the datab. wil nol chanpa.
Emad address ® adminginccos labs
The sends to thes address.

¥/ Use a specified emall server

The with your emad server, Use the defaults if you do nol know the
values. You can ister change these setlings by ediing the server properties from the management server consobs,

Emod server [P address of faMe! | gymantec-manager Potnumber 25

i —
User name: admin
Passward |

| Require the spacifisd sarvar 1o usa & secure connaction

UsaTLS / Usa SSL

Did you receive the test amad? Vs ()

5196 L] ' e [ -~

2197 11. Confirm that Run LiveUpdate during installation is checked; click Next >.

Run LiveUpdate

that you run Livelipdate g L and might take &
few hours to complete, depending on your server configuration and network bandwidth.

| Run LiveUpdate during instalation

Partner

It & pariner manages your icenses, you should specify here. about the status.
of your icenses.

|| Specify pariner information

2198
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2199 12. Uncheck Send anonymous data to Symantec to receive enhanced threat protection intelligence
2200 and click Next >.

@ Management Server Configuration Wizard = x
@ Server Data Collection
+ nstaliation [Send anonymous data 1o Symantec to recewe enhanced threat protection intsligence |
eCUCReew This data provides the following benafis

® improved detection of tangeted sttacks on your endponts.
& Optimzed product performance

After Symantec Endpoint Protection Manager i enroled in the cloud porial, thss seiting is sutomatically tumed on.
® Server Configuration

coeeew

Leamn more sbout dats collection

View privacy statement

Click Back to change the instaliation seftngs, or cick Next 1o begin the database creation.

*/Symantec_

<Back Nt > Cancel

2201

2202 13. After installation is completed, check Launch the Symantec Endpoint Protection Manager to
2203 configure your hosts; click Finish.
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@ Management Server Configuration Wizard = x

@ guration with
- Mote that instaling Symantec Endpeint Protection Manager does not nstal the Symantec Endpaint Protection chent on thia computer, You
' Instaliation should aiso install the Symantec Endpoint Protection client

ESEI=S ST

*You can run this wizard at & lster bme from the Start menu on this computer

v Launch the Symantec Endpoint Protection Manages|

¥ Server Configuration Symantec Endpaint Protection Manager cannot read the required user rights that are spacified in the Windows demain security
P ] policies on this computer The management console cannot run if user rights are not assigned to Symantec Endpoint Protection €
Manager services.

Add the required accounts and update the domain policies on this machine. For user rights requirements and mare infarmation
see the folowing knowiedge base article:

\/Smantec,

Symantec Endpoint Protection Host Windows Installation

1. Launch the Symantec Endpoint Protection Manager and log in as the admin.

\/Smmntec.

Symantec
W Endpoint Protection Manager

User name: admin
Passwaord: ssesssses
Server: symantec-management: 8443

Forgot your password?

Log On Exit Options ==

Copyright ® 2018 Symantec Corporation. All rights reserved

This Symantec product may contain open source and other third party materials
that are subject to a separate ficense.

2. Select Install the client software on your computers from the Getting Started screen.
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) symantec Endg '/m " Refresh  Kelp  Log Off

o (Y wessengsy|  Getting Started
on Symantec Endpoint Protection

Mome -
Security Statud .
Required tasks
ormiets i " [ ———
Cumplets ese lasks meedalely o by proted your compulerns. [P —
N Run LiveUlpdate now c’
Laat eanirnt downlead-Apei 4, 2015 11:84:55 AM EOT

Actw
Your kcanse must be activaled by 84/201% EDT

yeur product A
. Fiy
Security Response

Lalest Securty Neves
Install the cliem software on your computers [;

@ Mo unacknowlesd Detrisons and Secunty Updales

Endpoint Stalul  common tasks

These cummen tasks can hels you lu betier manage and pretect your clent computers.

fuskunts.
Endipuing Prabectivr] hir . Spware aml
Tolal Endpeists Risks
B Uplodals Move clients between groups B
B Cutotaae [
il FRun commands on 8 groug or @ client o
B Disabied u
Host Integrity Faf B
- —— Learn about the product
oa tatugy »
F—— Mew features and changes m this release
Take a feature tour
‘Windcras Definitions
Latwat fecen Symarstmf largets atackes
Latest o Manager:
Cleae v Exploil Mitigation DelecSors

2209

2210 3. Confirm that New Package Deployment is checked and click Next >.

T Client Deployment Wizard X
Select Deployment Type .'f Symantec.

Welcome to the Client Deployment Wizard

Use this wizard to install the protection client on computers in your network or update existing client communication settings.
Click to view the Install Client tour

Note: For instructions to install the client on a computer that runs Symantec Mail Security or Symantec Scan Engine, see the Symantec Technical Support
knowledge base article:

Click here
* New Package Deployment
Select packages from the server and specify client group and
features.
Existing Package Deployment

Choose from previously exported packages that are located on
‘your hard drive.

Communication Update Package Deployment

Create a package that changes the communication settings on an existing Symantec Endpoint Protection client installation. Use this option to
restore communication between the client and Symantec Endpoint Protection Manager, to connect the client to a new Symantec Endpoint
Protection Manager, or to convert an unmanaged client to a managed client

Create a package for Symantec Endpoint Protection ciients that run on Windows.

Create a package for Symantec Endpoint Protection clients that run on Mac.

MNext = Cancel

2211
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2212 4. Confirm the settings Install Packages: Windows - Symantec Endpoint Protection version
2213 14.2.1023.0100 - English, Group: My Company, Install Feature Sets: Full Protection for Clients,
2214 Install Settings: Default Standard client installation settings for Windows. Click Next >.
@ Client Deployment Wizard >
Select Grnup and Install Feature Sets ./symantec_
Install Packages: Windows - Symantec Endpoint Protection version 14.2.1023.0100 - English

This selection includes:
WINB4BIT: Windows - Symantec Endpoint Protection version 14.2.1023.0100 - English (4/4/19)
WIN32BIT: Windows - Symantec Endpoint Protection version 14.2.1023.0100 - English (4/4/19)

Group: Browse.

Install Feature Sets:  Full Protection for Clients

Recommended for laptops and desktops - Includes all protection technologies.
Some security features are not supported on some platforms. Please refer to product documentation for details.

Install Settings: Default Standard client installation settings for Windows Options...

Content Options: Include virug definitions in the client installation package.

Uncheck this option to create a smaller client installation package that does not include virus definitions but does include all
other content. After the client is installed, run LiveUpdate immediately on the clients to downioad the virus definitions.

= Back Next = Cancel

2215

2216 5. Confirm that Save Package is selected and click Next >.
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@ Client Deployment Wizard X

* [Save Package|

Creates an executable installation package, but does not distribute protection software to remote computers.

Remote Push
Creates a client installation package and pushes the package onto client computers. The package installs automatically on the computers.
e Preparing for Remote Push Installation

Web Link and Email

Creates a client installation package and an email template so you can send an email notification with download instructions to users.

A The web link installs the latest installation package that you specified. If you re-run the wizard and select a different installation package,
the web Iink directs to the latest selection only. ¥ou cannot assign more than one installation package to the same group.

2217 = I (==

2218 6. Specify the location to save the installation files and click Next >.
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@ Client Deployment Wizard X

CUsers\Public\Documents [prowse.]

* single .exe file (defautt)

Separate files (required for .MSI}

2219 =1 1

2220 7. Confirm details of custom installation files and click Next >.
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@ Client Deployment Wizard X
Ready to save package \/ Symantec

New computers will join the group "My Company”, and wil have the following client features installed

@ Core Files

4 Virus And Spyware Protection
@ Download Protection

@ Microsoft Outiook Scanner

@ Lotus Notes Scanner

@ POPSMTP Scanner

@ Proactive Threat Protection

@ SONAR Protection

@ Application and Device Control
& Network and Host Exploit Mitigation
@ Intrusion Prevention

@ Firewall

& Application Hardening

A single self-extracting SETUP.EXE file will be created in:

ChUsers\Public\Documents

Click Next to create the installation file SETUP.EXE.

= Back Cancel

8. Move the installation package to the Operating System on which you want to install Symantec
Endpoint Protection.

9. Launch the executable file and follow the prompts to install Symantec Endpoint Protection.

2.9 Data Security

No specific solution was implemented in the NCCoE lab to address data-at-rest encryption.

The NCCoE lab used several different solutions to address data-in-transit encryption. As described in
Section 2.6.2, DigiCert PKI, the lab implements SSL/TLS encryption using DigiCert-issued certificates.
Communications between modalities and clinical systems are secured using HIP, as described in Section
2.7.3, Tempered Networks ldentity Defined Networking (IDN).
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2.10 Secure Remote Access

2.10.1  TDi Technologies ConsoleWorks

The NCCoE lab implemented a VendorNet using TDi ConsoleWorks, which is a browser interface that
enables HDOs to manage, monitor, and record activities from external vendors in the IT infrastructure.

System Requirements

CPU: 1

Memory: 8 GB RAM

Storage: 40 GB

Operating System: CentOS 7
Network Adapter: VLAN 1097

TDi ConsoleWorks Installation

The TDi ConsoleWorks installation in this PACS environment replicates the installation in the Wireless
Infusion Pumps project. For detailed installation guidance, please refer to the Section 2.1.8 TDi
ConsoleWorks External Remote Access in NIST SP 1800-8C, Securing Wireless Infusion Pumps [19].

TDi ConsoleWorks Radius Authentication Configuration

In our project, we integrated TDi ConsoleWorks with the Symantec VIP, for two-factor authentication.
This section explains how to enable external authentications for ConsoleWorks. In the next section we
explain how we configured Symantec VIP to integrate with ConsoleWorks.

1. Download extern_auth_radius.so file from ConsoleWorks support site [20].
2. Move extern_auth_radius.so file to /opt/ConsoleWorks/bin directory.

3. Restart ConsoleWorks by executing cw_stop and cw_start scripts located in the
/opt/ConsoleWorks/bin directory.

4. From the ConsoleWorks web interface, navigate to Security and click External Authentication.
5. Click add to create a new external authentication source.
6. Fill out the required fields. Below is the setup we used:

= Record Name: Radius
= Ensure Enable is checked

=  For Library select radius
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2259 =  Parameter 1: 192.168.120.190:1812/******x*
2260 = Parameter 2: 30

2261 = Parameter 6: 15

2262 = Template User: CONSOLE_MANAGER

2263 7. Continue through the prompt by clicking Next; click Save on the final prompt.

External Authentication Record

Record Name:

Enabled
Library: |radius | - |

Parameter 1: | 192.168.120.190:181 2=

Parameter 2: |3I]

Parameter 3: |

Parameter 4 |

Parameter &: | 15

|
|
|
Parameter 5: | |
|
|

Required Profile: |

Template User: | CONSOLE_MANA. . | = |

| Cancel | | Next |

2264 =
2265 8. Ensure that Enable External Authentication is checked.

~ SECURITY: External Authentication

External Authentication [

Enable External Authentication

|:| External Authentication assumed for pre-existing User accounts

External Authentication Library Enabled Param 1
|:| RADIUS radius i 192.168.120.190:1812/...

| Delete | | Add | | Rename || Edit | | Save |

2266
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2.10.2 Symantec Validation and ID Protection (VIP)

Symantec Validation and ID Protection is an authentication service that provides various forms of
authentication such as push, SMS, and biometric. For this project, Symantec VIP is used as a second form
of authentication for remote access to the PACS architecture through TDi Technologies ConsoleWorks.

System Requirements

CPU: 4

Memory: 8192MB RAM

Storage: 240GB (thin provisioned)

Operating System: Microsoft Windows Server 2016
Network Adapter: VLAN 1201

Symantec VIP Installation

1. Right click on the setup.exe file for VIP Enterprise Gateway 9.8.0; select Run as administrator.

| = | Application Toals
Home Share Wiew Manage

1+ » WIP_Enterprise_Gateway_ 9 8_0 WINDOWS

MName . Date modified Type Size

o Quick access

I Desktop E setup 5/2f20194:33 PA Application 142,557 KB

; Downloads

= Documents

| Pictures WIP Enterprise Gateway - InstallShield Wizard
B3 This PC W /IP Enterprise Gateway Setup is preparing the InstaliShield

L= ‘Wizard, which will guide vou through the program setup process.

o Network Pleass wait,

Extracting: YIP Enterprise Gateway.msi

I Cancel

2. Proceed through the install wizard by clicking Next >.
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ﬂ Setup - VIP Enterprise Gateway
Welcome to the VIP Enterprise Gateway
setup Wizard.

This vl install VIP Enterprise Gatesay on your computer.

Click Mext to continue or Cancel to exit wizard,

} WARNIMNG: This program is protected by copyright law and
international tresties.

<adk Cancel

3. Check Il accept the agreement.

4. Click Next >.

ﬂ Setup = WIP Enterprise Gateway

terms of this agreement before continuing the installation.

x

License Agreement J&m-ﬂ“'
Please read the following License Agreement carefully, You must accept the D l'»;':.t'.‘:':.:..

SYMANTEC SOFTWARE LICENSE AGREEMENT

SYMANTEC CORPORATION AMD/OR ITS AFFILIATES ["SYMANTEC") 1S WILLING TO
LICENSE THE LICEMSED SOFTWARE TO YOU AS THE INDIVIDUAL THE COMPANY, OR
THE LEGAL ENTITY THAT WILL BE UTILIZING THE LICENSED SOFTWARE (REFEREMCED
BELOWY A5 YOU™ OR “YOUR") ONLY ON THE COMNDITION THAT YOL ACCEPT &LL OF
THE TERMS OF THIS LICENSE AGREEMENT ("LICENSE AGREEMENT"). READ THE TERMS
AND CONDITIONS OF THIS LICEMSE AGREEMEMT CAREFULLY BEFORE USING THE
LICENSED SOFTWARE. THIS |5 A LEGAL AND ENFORCEABLE COMNTRACT BETVWEEN YOU
ANMM SYRASMTES  RBY CHCKIRG THE “I &GRFF® MR “YFS" RITTOAK MR OTHERAISF

(@1 accept the agreement,
(7)1 do nat accept the agreement.
Installshield [:?.
< Back Mexkt > Cancel

W

5. Create a username as admin and password and click Next >.
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6.

7.

45 Setup - VIP Enterprise Gatewrsy *

tec.
cation &

Configuration Console Access J
T
o I;mlltﬁnﬂ

Enker the name of the user who will manage the Configuration Cansale, and the
password that user will use to loginto the console. Bath the username and password
are case sensitive.

Username (minimum 5 characters)

[admin

Pazsword (minimum & characters)

Confirm your password,

InstallShiedd

Keep the default installation location by clicking Next >.

45 Setup - VIP Enterprise Gatewsy x

Destination Folder J sE
Click Mext to install ta this folder or click Change toinstall to a different Folder, m&-‘:ﬂ;;‘

|_:7 Install YIP Enterprise Gateweay to:

Ci\Program Files (x860Symantec\VIP_Enterprise_Gateway! Change. ..

InstallShield

Click Install.
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ﬂ Setup - VIP Enterprise Gateway X
Ready to Install YIP Enterprise Gateway ——
Jﬂliutian&
The wizard is ready to start the installation process, ID Protection

Click Instal ko start the installation process.
Click Back ta review or change the installation settings.

Click Cancel to exit the wizard,

InstallShiedd

<ok e ][ cone
L3

2290
2291 8. Click Finish after installer is complete.

ﬂ Setup - VIP Enterprise Gateway X

VIP Enterprise Gateway successfully installed.

This vazard has successfully installed VIP Enterprise Gateway
on your computer.,

Click Finish to et the sstup.

Launch the Configuration Console

Symantec.

< Back ishi Cancel

2292

2293 9. On the Symantec VIP local machine, open a web browser and navigate to http://localhost:8232.
2294 Sign in with the User Name as admin and corresponding Password specified during installation.
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locathost8231fvipegconsale/loginact O = © | ¥ Sign In - localhost

\/Symantec. VIP Enterprise Gateway Hw

User Name admin
Password ssssns| -
 Signin
See Help for assistance:
I you dont have your sign-in information, contact your VIP administrator

2295

2296 10. Select User Store from the menu bar.

localhost 8232 Avipegeo

sole/displagt O = & | Add User Store - localhast

\/Symantec. VIP Enterprise Gateway S i
fome,.,| WS |Xobieon, .. WOROR FIOINED o | conck A OO O |
1 | |

User Stare = User Store

TR A User Store

User Store 5| Youmust configure a connection with each new user store that you add 1o VIP Enterprise Gateway

LDAP Din ronization

ectory Synchr ——

VIP Admanistrator Configuration

Consaole Authenfication Type: LD&%
“Name 7

Server Information
*Connection 7
“Host 2
“Port 2z
Timeout: 2 ;t] Seconds
Enable SSU: =
Bind Information
*User DN 2
*Password 7
Search Criteria
Base DN <
2 2 9 7 *User Fitter 1y

2298 11. Add a user store with the following information:
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2308
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= Name: AD PACS

= Connection: ad-main
= Host: ad.pacs.hclab
= Port: 389

= User DN: CN=symantec, DC=pacs, DC=hclab

= Password: *¥dxckkk

= Base DN: DC=pacs, DC=hclab

= User Filter: (&(&objectClass=user)(objectCategory=person))(sAMAcountName=%s))

B = & pddUser tore - localhost
LAIEURE ALUHENLICSUUN 1y

"Nam:

*Connection

*Host

*Port
Timeout:

Enable SSL.

*User DN

*Password.

Base DN

“User Filler:

*Tesi User Name

*Required Informa hon

LUAF

AD-PACS 2
Server Information

ad-main
ad pacs hclab
339 X
2 ﬂ Seconds
I

Bind Information

CMN=cpeloguin, DC=pacs, DC=hclab

Search Criteria
DC=pacs.de=hclab z
(&(&{objectCl Jobject y=persan))

(sAMAccountName=%s))

[ Edit Default VIP User Name Aftribute

Test Sottings

kangmin Test O @

Test bind faded. Be sure you have the comect Host, Porl, SSL (i selected),
and Bind information for the User Store AD-PACS

Cancel Submit

12. Log into VIP Manager by navigating to https://manager.vip.symantec.com/vipmgr. Use the account

provided by Symantec.

13. Select Register Your VIP Credential. Provide the Credential ID and Security Code of your
credentials. Credentials can be downloaded by navigating to https://vip.symantec.com/.
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S ———————C Y| ¥ VP Manager - Register Your_. % | Symintec VIP - Tws Factor Adt..

V/Symantec.  ViP MANAGER

Register Your VIP Credential

Provida your credential 1D and 3 security code to register your VIP

Credential ID: VSST22661643
Trpacaly 12 slphanumenc Chaseciery
Security Code: 266928 *

5 gty generated rom your VIP credental

| 83018 Spmanins Compsraton ’/’ﬁ‘ﬁ JW
2312
2313 14. After registering the credential, select Go to My Account.
hantee compspmanimveerndemtisly 0 - @x [ Home oealhet 1D Waiting for msnagitrsdpry-. | o Symangae VD - Two Fuctor At
w/Symarltec. VIP MANAGER
Dashboard  Users. Crndentials Accownt  Pobcies  Reports Lo
@ Your VIP Credential Was Registered Successfully
ou have successfully registerad your VIP credential and you are now signed in bo your account
o |
& 2018 Spmania: < Corparaton J'ﬁ‘ﬁ lm

2314 -
2315 15. Select Account from menu bar, then select Manage VIP Credentials.
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16. Select Request a Certificate.

DRAFT

prantecsomspmgyimossehemesmodies £ - | (G SIREA N f VP Manager - Accoune s [ Buaee B Taa Facor
(V/Symantec.  vip MANAGER

[N TR I S S DR S S ——

[ —_——

Account Summary - UNVERIFIED - NCCoE * VIP Account Masagement
10 v (31 View Account Detats
(%) Manage Uner Groups
. B (3 Create Administrator Group
Ovganization Address
780 Greal Senses Huy ,'!-: Tand ! Modify Adesnssiratorn
Rockeile
o =
(21 Crmate VIP Administeators
Uinded States. (3 Fimet { Modify VIP Administrators
Lorporate Cootact Techncal Contact Billing Contact »
Sue Wasg Sum Wang Sue Wang (2 SMS Credential Setiings
A Na Ha )
Ty G oy wwang@min o wwang@mere o = Credential Securfty Settings
WEETS-0208 (prefemed) IIBTEE20S (preferred) 3019750788 (peeferred) - e
- o - Accomnt informaton
Jenindicton Hash THOE 104
Account Creason Date” J01hMay83
Service Start Date® 2019 May-03
Sarvice End Date® Wiptz
Member Type Tral
Ascount Usage Tomt
Sales Reterence Number
"Rt siher FIT or POT. 8e sppicatie
Bk

Lol bt | Bwemgy | Ssgeitery | @2010 Symankes Comoration % —
Py ——— VIP SECURLD,

i 5 40 R ¥ e oo - R
@Symantec. VIP MANAGER

Dasronant = Ascoust

Manage VIP Certificates * VI Account Mansgemant
Ui s Dt by MIUSE 3 Nt COMIMCate Of 1o INBCK YOur i8NG GGt -
12 View Accoamt Details
conmbcate and 1o downlasd it

5 Manage User Grougs

Saicdta Yo > Lenzeent S Actom L i Moty Admininsator
e AU it (3) Crnate VIP Administrators
. > Find | Modity VIP Adminsstrators
Cancel |
* Manage VIP Corsficates
> SM3 Credential Settngs

& @
§

Lo gt | Prency | Mapsstiey | 83018 Symaniss Comportos @m @:’?

17. Provide a Certificate Name as NCCoE_VIP_Cert; click Submit Request.
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hantec.com fepmae/ certraguest o Tun 14004610 O - @ C

@Symantec, VIP MANAGER

VP Manager - Requeits Ce— | W 5y

st » Account

Request a Certificate
Entor an easily-recogrizabie name for your certicale (such as “VIP Certificate 17} in the field below,
¥ ., oninr Sagning Raquest gcking hare: 20420 kys in the CSR
* Required Information
Certifcate Kame
“Cortificate Mame  [NEToE_VIP_Card % ®
I portant
* Gemtarty. . pisase rsaty Symantac. Hone hat
rew sk o -
Frvams
Lo testes | Eovesy | Bssssters | 82010 Sypmanec Comporaten

18. Select PKCS#12 format and create a password for the requested certificate. Then select Download

Certificate.

nantec.com g docerequentnociry 0+ @ X | RddVIP Cer

@Symantac. VIP MANAGER

Dinstispart > Actount

Your Certificate Request has been Approved

Your carficate named NCCOE_VIP_Cert axpres on 2021 May 06

(1) Select a certificale femal. anter & password 1o encrypt e cenmlcate, and then cick Download Certificate

Faquined Informason
“Format Orem ® prcsenz (@
“Pavaword [_ ,,,,, | Q) st b
{ Downioad Certiticate )
3 Afer certficate, t
# 10 Tormial ¥ you need heip instaling the corificate b use with VIP Web senices.

M Tomes! if you nead heip instaling the ceribcate 1o u5e with 8 Cisco SA 500 senes VPN router

Lessitsainn | Posser | Sasssters | @200 Symantes Coporsten

© muragervip.aymanteccom % | ¥ Symantec VB - T

¥ VI Account Managrmest
(2 View Accoust Detas

(3] Create Adminisirator Group
(3) Create VIP Administrators

(3] Fmd | Modify VIP Administrators
(3 Manage VIP Certificates

(2] M5 Crecential Settings

(3 Credentisl Security Setiings

{3/ Downlosd Fies

19. Save the certificate on the Symantec VIP local machine.
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20. Navigate to http://localhoat:8232. After logging, select Add VIP Certificate.

methed=editih=0EF O = X || C Add VIP Certificate - localh... % |+ VP Manager - Your Certificate .. ¥ Symantec VIF - Two Factor Aut..

V/Symantec. VIP Enterprise Gateway

Home User Store Validation  Identity Providers  Logs Setiings  Help

Symantec Validation and 1D Protection (VIP) Enterprise Gateway enables your crganizations employees and
associates lo use the sirong authentication capabilities that Symantec VIP Services provides, along with their
enterprisa direclory authentication credentials

VIP Enlerprise Galeway provides RADIUS-based authenbcabion server. You can use this authentication server access VIP Manager

with most of the level network that provide Remole Access Services such as VPN,

Firewsall, and apphcalion reverse proxy. Additionally, VIP Enterprise Galeway provides the plug-in options that

¥Ou can use 1o infegrate your enterprise-level applications and access management software with VIP _
Authentication framework

VIP Enterprise Gateway provides Identity Providers (1dPs) for Seif Service Portal (S5P) and VIP Manager

Portal that Symantecs VIP Services host, The VIP Manager Service Id0P enables your organzation's IT

Adminisirators to aulhenticale to VIF Manager using their LDAF user name and password and manage the

VIP Accounl. The SSP IdP enables employees and associales to register or un-register their VIP credentials
by authenticating with their enlerprise directory authentication credentials

Add a VIP Cerfificale to secure

admin

VP Enterprise Gateway

communication with VIP Authenlication
service. To oblain a new VIP Certificale,

Sign Out

21. Select Browse and upload the certificate from the previous step. Enter the correct password and

alias for the certificate, then click Submit.

D« ¢ o AddVIP Certificate - locath.. %+ \IP Manager - Your Certificats .. ¥ Symantee VIP - Two Factor Aut..

*Required Information

Cancel “

'/Symantec. VIP Enterprise Gateway admin | Sign Out
Home User Store | Validation Identity Providers I Logs  Settings Help |
' 1 |
Settings » VIP Certificate
Ada P Certcate
VIP Cartificate > Complete the following steps to import a VIP Certificate in .p12 format. M you do not have a VIP cerfificate, diick VIP Manager
1o oblain a new certificate.
S5L Certificate
Trusted CA Certificale
Failed to import PKCS12 cent. Make sure PKCS12 File and Password are cormecl
Export Seftings
Import Settings
Conzole Settings Add VIP Certificate
HTTP Proxy Seftings
Health Check Seltings *File Name: [c y D pivip_cer  Browse.
Update Seitings *Password ssssssnss
System Seftings “Alias NCCoE_WIP_Cerl )

22. Select Validation from the menu bar, select Custom configuration, and provide the information that

follows:

= Server Name: vip

= Local IP: 192.168.120.190

NIST SP 1800-24C: Securing Picture Archiving and Communication System (PACS)

229



2334
2335
2336
2337
2338
2339
2340

2341
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23.

= Port: 1812

= RADIUS Shared Secret: *****

=  Confirm RADIUS Shared Secret: *****
= Enable First Factor: Checked

=  Authentication on: Enterprise

= Authentication Sequence: LDAP Password — VIP Authentication

= User Store: AD PACS

storml B = & f RADIUS Vabdation Server - 1., %+ VIP Manager - Your Certificate —. ' Symantec VP - Twa Factor Aut...

\/Symantec. VIP Enterprise Gateway admin {Sig Ot
Home User Store Validation Identity Providers | Logs Semings Help
Vaitation » RADIUS Valdation Server
Links Add RADIUS Validation Server
RADIUS Validation Server 3 Configure server parameters to create a vakdation server
Tunned Server
Server Information
* Server Nama b k/
* Local IP 192.168.120.190 [v]
* Port 1812 L
* RADIUS Shared Secret 3.
* Confem RADIUS Shared Secret
Logging Level wFo (v
Log Rotation Interval 1 ﬂ days
Number of Files to Keep 4 vl
Enabie Syslog ) Yes @ No (7
* Password Encoding utFs  [v] @
RADIUS Access Challenge
[ Enable Access Challenge (%
*Chatienge Timeout 60 k/
VIP Push Authentication
R Enable Push (%
Remole Access Service Name/URL Femote Access Service Name \/
The vip_cert.p12 download has completed. Open = Open folder View downloads

Click Submit.
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ustemactiontcustomt O + C || 6 RADIUS Vokdation Server -1 % T IRIIND
WVIP Authentication Tim,

*“Enforce Local Authentication QO Yes @ No (7

First-Factor Authenfication

[ Enable First Factor (7
Authentication on® (@ Enterprise () VIP Services
Authentication Sequence. ® LDAP Password - VIP Authentication

O VIP Authentication - LDAP Password

7

User Store Configuration

[ User resides in user slore (7
[] Enable User Store data for Oul-ot-Band (7

User Store: AD-PACS
Business Continuity
Business Continuity (@) Disabled ) Automatic () Enabled (7
Delegation

[] Enable Delegation (7
LDAP to RADIUS Mapping

[7] Enable LDAP to RADIUS Mapping

*Required Informalion

=

2343

2344 24. Ensure VIP Server Status is set to ON.

Iodulevabdution 0 = 3 |[ € locsthost ® [r

-;‘h:_ Operation is in Progress....
“UNY This may take & few seconds b complete

2345
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AD Active Directory

AES Advanced Encryption Standard

AE Title Application Entity Title

CA Certificate Authority

CID Cryptographic ID

CSR Certificate Signing Request

CPU Central Processing Unit

DB Database

DC Domain Controller

DCS:SA Data Center Security: Server Advanced
DHCP Dynamic Host Configuration Protocol
DICOM Digital Imaging and Communications in Medicine
DNS Domain Name Service

EDR Endpoint Detection and Response
FMC Firepower Management Center

FTD Firepower Threat Defense

GB gigabyte

GUI Graphical User Interface

HD Hard Drive

HDO Healthcare Delivery Organization
HIP Host Identity Protocol

HL7 Health Level 7

HTTP Hypertext Transfer Protocol

HTTPS Hyper Text Transfer Protocol Secure
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ICMP Internet Control Message Protocol

IDN Identity Defined Networking

IHE Integrating Health Enterprise

s Internet Information Services

loT Internet of Things

IP Internet Protocol

IPv4 Internet Protocol version 4

ISO International Standards Organization

IT Information Technology

JDK Java Development Kit

LDAP Lightweight Directory Access Protocol

MB megabyte

MPPS Modality Performed Procedure Step

NAT Network Address Translation

NCCoE National Cybersecurity Center of Excellence
NIC Network Interface Controller

NIST Nation Institute of Standards and Technology
NTP Network Time Protocol

(01 Operating System

OVA Open Virtual Appliance or Application

OVF Open Virtualization Format

PACS Picture Archiving and Communication System
PKI Public Key Infrastructure

QR Code Quick Response Code

RAM Random Access Memory

RIS Radiology Information System
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SCp
SCU
SEP
SEPM
SNMP
SP
saL
SSL/TLS
TCP/IP
UDM
uDP
URL
VLAN
VM
VNA
WAN

Service Class Provider

Service Class User

Symantec Endpoint Protection

Symantec Endpoint Protection Manager
Simple Network Management Protocol
Special Publication

Structured Query Language

Secure Socket Layer/Transport Layer Security
Transmission Control Protocol/Internet Protocol
Universal Data Manager

User Datagram Protocol

Uniform Resource Locator

Virtual Local Area Network

Virtual Machine

Vendor Neutral Archive

Wide Area Network
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