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ABSTRACT

State of Cybersecurity 2026: Global Update on Workforce Efforts, Resources, and Cybersecurity Operations reports the
results of the annual ISACA® global State of Cybersecurity Survey, conducted in the second quarter of 2026. This survey
report features trends in cybersecurity hiring, staffing, and budgets; cyberrisk and threats; cybersecurity operations; and
the role of artificial intelligence (Al) in cybersecurity work. Although some findings are consistent from year to year,

other survey findings reveal significant changes in cybersecurity operations and broader workforce trends.
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Executive Summary

The twelfth annual ISACA® global State of Cybersecurity
Survey explores challenges, trends, and opportunities
within the cybersecurity field. This year’s survey report
presents insights on cybersecurity skills, hiring, and
budgets; cyberrisk; and the role of artificial intelligence

(Al) in cybersecurity.

Certain findings are consistent with last year’s survey
report; other survey findings indicate changes in the

way that cybersecurity professionals work. Respondents
to this year's survey have concerns about cybersecurity
impacts from Al and the increasing skill gaps among
cybersecurity professionals.

Key findings include:

. Stress in the cybersecurity workforce remains elevated. Sixty-
eight percent of survey respondents report that their roles have
become more stressful over the past five years. This is a slight
increase from 66% in 2024 and 2025. The primary driver is
the increasingly complex threat landscape. The percentage of
respondents identifying this driver increases from 63% in 2025
t0 71% in 2026. This is a change from the 18 percentage-point
drop for this stress driver from 2024 (81%) to 2025 (63%).

. Soft skills remain the most significant skill gap in cybersecurity
professionals, although the percentage of enterprises reporting
this gap deceases this year (59% in 2025, and 57% in 2026).
Survey respondents report LLM SecOps as the second largest

skill gap (45%), up sharply from 33% in 2025.

The top five most important security skills have shifted this
year. Data security retains its top spot, but cloud computing is
replaced by incident response in the top five. Priority technical
skills focus on core risk reduction—data security (56%), threat
detection and response (54%), vulnerability management (53%),
identity and access management (51%), and incident response
(49%).

Respondents indicate the same most important soft skills
needed by security professionals as last year, but the percent
indicating the need for these skills has increased. The top five
soft skills are critical thinking (59%), communication (57%),
problem-solving (53%), teamwork (47%), and adaptability/
flexibility (43%).

Al adoption in security operations is accelerating, but the
maturity of Al governance and incident response activities
remain at a much lower level. Leading use cases for Al in
security operations include automating threat detection and
response (41%), automating routine security tasks (40%), and
endpoint security (33%). Thirteen percent of enterprises do not
yet use Al in security operations.

Al-related preparedness is not keeping pace with adoption.
Only 8% of enterprises conduct Al-related incident response
exercises on a regular basis, creating a readiness gap as Al
becomes normalized within security operations and adversarial

tactics.

Survey Methodology

The survey contains questions across the following areas:

In the second quarter of 2026, ISACA sent online

survey invitations to a global population of cybersecurity
professionals who hold the ISACA Certified Information
Security Manager® (CISM®) certification or who have
registered job titles in the information security field and
are ISACA members.

Staffing and skills

Security operations

Al

Cybersecurity budgets
Cyberattacks and cyberthreats

Cyberrisk and obstacles
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A total of 1,888 respondents completed the survey in its Figure 1 shows the demographic information of survey
entirety, and their responses are included in this report. respondents, and figure 2 features the industries

The survey has a margin of error of +/- 2 points at a 95% represented.

confidence level. Survey data was collected anonymously,

and response rates vary by question.

Fifty-six percent of all respondents indicate that
cybersecurity is their primary professional area of
responsibility.

FIGURE 1: Respondent Demographics
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FIGURE 2: Industries Represented

Please indicate your organization’s primary industry.

Technology services/
consulting

Financial/banking

Government/military
(national/state/local)

Other

Manufacturing/engineering

Healthcare/medical

Insurance

Telecommunications/
communications

Retail/wholesale/distribution

Transportation

Aerospace

Utilities

Advertising/marketing/
media

Legal/law/real estate

Mining/construction/
petroleum/agriculture

Public accounting

Pharmaceutical

o
°

¥ I N B B S
m I
£

23%

-
o
&

-
~N
B

el | | | |
&2 2 8 2 2 a g
2

N
B

- - -
&2 &2 8°

-
&2

30% 40% 50% 60% 70% 80% 90% 100%

Cybersecurity Workforce
Considerations

As in prior years, cybersecurity staffing is a concern for

an increasing majority of respondents. Fifty-eight percent
reported that their cybersecurity team is understaffed—a

slight increase from 55% last year.

Respondents at enterprises with 500 to 10,000 employees
were more likely to report cybersecurity staffing
shortages, with 60% saying their cybersecurity team is
significantly or somewhat understaffed.
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The share of respondents who believe their cybersecurity ~ of those roles. The percentage of enterprises with open
team is appropriately staffed or overstaffed is similar to entry-level positions dropped 2 percentage-points from
the last two years. The median security staff size remains 2025, and open non-entry-level positions dropped 3
unchanged at eight employees. percentage-points.

Finding the most qualified candidate for a cybersecurity

Hiring and Open Roles role continues to take a significant amount of time,

dl fth ition level. F try-level roles, 38%
Just under half (49%) of respondents reported that regardiess ot the position Ievel. For entrylevel roles,

) ) ) ) . of respondents said it typically takes three to six months
their enterprises had unfilled cybersecurity positions. It P ypicaly

) : : ) to hire a qualified candidate, while 12% said the process
is notable that enterprises reporting no openings rose

. takes more than six months on average.
5% from last year. Figure 3 shows the percentage of 9

enterprises with open cybersecurity roles and the levels

FIGURE 3: Open Roles

Does your organization have unfilled (open) cybersecurity positions?

44%
Non-entry-level positions

47%
Entry-level positions

44%

No open positions

Don't know

g.

o

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
@ 2026 ® 2025

The hiring timeline is slightly longer for non-entry-level 17% said it has decreased. These results changed slightly
roles. Among respondents, 40% reported that the time to compared to last year, when 21% reported an increase,
fill these positions with a qualified candidate is three to six ~ 43% said that the timeline stayed the same, and 17% said
months, and 24% said that it takes more than six months. it decreased.

Regional differences emerged in the survey results: 28% . )

o A Figure 4 shows the levels at which respondents reported

of respondents in Asia and 30% in Europe reported that i ) i o

o having most or all unfilled cybersecurity positions.
filling non-entry-level roles takes longer than 6 months.

Regarding overall hiring timelines for open cybersecurity

positions, 22% of respondents said the time to fill roles

has increased, 44% said it has remained the same, and
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FIGURE 4: Open Cybersecurity Position Levels

How many of your unfilled (open) cybersecurity positions are at the following levels? Percentages indicate respondents

selecting "all” and “most.”

Individual contributor/
technical cybersecurity

Individual contributor/
nontechnical cybersecurity

Cybersecurity manager

Senior manager/
director of cybersecurity

Executive or C-suite
cybersecurity (e.g., CISO)

Attracting applicants with the required cybersecurity
expertise remains difficult for many enterprises. Only

31% of survey respondents said that most cybersecurity
applicants are well qualified for the roles they seek, and
23% of respondents reported that 25% or fewer applicants
meet their standard.

Figure 5 shows the factors that cybersecurity
professionals consider to be very important in
determining a candidate’s qualifications. Survey
respondents said that candidates need to be adaptable
(67%), have prior cybersecurity work experience (62%),
and fit in with the organization (61%). The next highest
factor for qualified candidates was holding credentials
(34%).

The power of networking is also evident in the results.
Eighteen percent of respondents said that a referral

from someone other than a previous employer is very
important to them when determining if a candidate is
qualified for an open role—slightly more important than a
recommendation from a previous employer. A networking
referral is especially important because Al screening of
candidates has increased rapidly, and studies reveal that
some screening practices appear to be biased and, in
some cases, prohibitive to candidate advancement.’

36%

40% 50% 60% 70% 80% 90% 100%

A networking referral is especially important because
Al screening of candidates has increased rapidly, and
studies reveal that some screening practices appear to
be biased and, in some cases, prohibitive to candidate
advancement.

There is a considerable gap between the top three most
desired factors and the remaining factors, indicating that
adaptability, previous cybersecurity work experience, and
organizational fit are better indicators of qualification than
some other factors.

The anticipated demand for cybersecurity positions varies
based on seniority level. As shown in figure 6, the demand
for individual technical cybersecurity professionals is
most likely to increase.

Adjustments to nontechnical practitioners and
management levels can be attributed to Al use, human
oversight of Al implementations in security operations,
and the need for more technical contributors to engineer
and maintain pace with enhanced adversary activity.?

7 Bommasani, R.; Bana, S; et al.; “Algorithmic Monocultures in Hiring,” Proceedings of the 2026 ACM Conference on Fairness, Accountability, and
Transparency, 2026, https://digitaleconomy.stanford.edu/publication/algorithmic-monocultures-in-hiring/
2 Salvi, V,; "How Al Could Open up Cybersecurity to a Wider Workforce,” World Economic Forum, 5 May 2026, www.weforum.org/stories/cybersecurity/

how-ai-could-open-up-cybersecurity-to-a-wider-workforce/
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FIGURE 5: Factors Indicating Candidate Qualification

How important are each of the following factors in determining if a cybersecurity candidate is qualified?
Percentages represent respondents indicating these factors as “very important.”
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*New factor in 2025 survey
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FIGURE 6: Anticipated Demand for Cybersecurity Positions

In the next year, do you see the demand for the following cybersecurity position levels increasing, decreasing, or remaining
the same?

Individual contributor/

6%

Individual contributor/
nontechnical
cybersecurity

9%

-

- -

Cybersecurity
manager

. -

Senior manager/
director of
cybersecurity

Executive or C-suite
cybersecurity

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

@ Increasing ® No change ® Decreasing

B urnout an d Rete ntio N respondents said that their role is “significantly more
stressful” now than it was five years ago, compared

Most survey respondents indicate that their roles are to 37% last year. Figure 7 outlines the reasons why

more stressful now than they were five years ago, which cybersecurity jobs feel more stressful today.
is consistent with last year's findings. Forty percent of
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FIGURE 7: Sources of Job Stress
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*New option in 2025 survey

An increasingly complex threat landscape remains the
prominent stress factor (71%), and its impact is escalating
again after dropping in 2025.

Work-life balance as a stress factor was 5% lower
this year, which could indicate employers are helping for many enterprises.

employees better balance their time. Hiring and retention

80% 90% 100%

challenges (30%) continue to trend favorably, showing a
five percentage-point improvement over 2025 and a 15
percentage-point drop from 2024.

Employee burnout due to high stress levels is a concern

© 2026 ISACA. All Rights Reserved
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Employee burnout due to high stress levels is a concern
for many enterprises.

Survey respondents reported that their employers
primarily address workplace stress in two ways—flexible
work schedules (53%) and encouraging breaks and

FIGURE 8: Employee Burnout Mitigation

vacation time (46%) (figure 8). Although health studies®
often recommend increased rest and vacations to reduce
stress and refocus efforts, the time allotted for this
solution varies across geographic regions.

Which of the following strategies has your enterprise taken to mitigate employee burnout?

Flexible work schedules

Encouraging breaks and vacation
time

Rebalancing workloads

My company has not
taken any action

Job rotation

Sabbaticals/
mandatory time off

Burnout is not a problem

Other

The percentage of respondents reporting difficulty in
retaining qualified cybersecurity professionals increased
to 55% (figure 9). This result shows a change in the trend
of steadily dropping retention difficulty reported from
2022 (60%) through 2025 (50%). Given that job markets

70% 80% 90% 100%

can vary globally, there are some regional differences in
retention difficulties (figure 10). North America has the
fewest challenges with retention, while it is a considerable
obstacle for respondents in Africa, Latin America, and
Asia.

3 Giridharan, S;; Pandiyan, B.; “Maximizing Recovery: The Superiority of Frequent Vacations for Well-Being and Performance,” Cureus, vol. 17, iss. 7, 2025,
www.cureus.com/articles/385949-maximizing-recovery-the-superiority-of-frequent-vacations-for-well-being-and-performance

4 Equal Futures, “Paid Annual Leave and a Weekly Day of Rest,” Foundations for an Equal Future Brief Series, June 2026, https://www.equalfutures.org/
sites/default/files/2026-06/EqualFutures_RightToPaidTimeOff_30Jun26.pdf
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FIGURE 9: Retention Difficulties (2020-2026)

Has your organization experienced difficulties retaining qualified cybersecurity professionals?
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FIGURE 10: Retention Difficulty by Region
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The nature of cybersecurity work can create demanding
environments, as practitioners are often expected to
remain attentive to potential adversary activity.® The top
three reasons why cybersecurity professionals choose
to leave their jobs are high work stress (52%), limited

promotion and development opportunities (47%), and

62%

62%

40% 50% 60% 70% 80% 90% 100%

poor financial incentives (46%). Thirty-five percent of
respondents said that a lack of remote work options
caused talent to leave. Figure 11 shows the full list of
reasons why cybersecurity professionals may leave their
jobs.

5 Nobles, C; “Stress, Burnout, and Security Fatigue in Cybersecurity: a Human Factors Problem,” HOLISTICA — Journal of Business and Public
Administration, vol. 13, iss. 1, 2022, p. 49-72, https://www.semanticscholar.org/paper/Stress%2C-Burnout%2C-and-Security-Fatigue-in-A-Human-

Nobles/3f00a50f9515f28b5469ee0fee394e4187ce0f7b

© 2026 ISACA. All Rights Reserved


https://www.semanticscholar.org/paper/Stress%2C-Burnout%2C-and-Security-Fatigue-in-A-Human-Nobles/3f00a50f9515f28b5469ee0fee394e4187ce0f7b
https://www.semanticscholar.org/paper/Stress%2C-Burnout%2C-and-Security-Fatigue-in-A-Human-Nobles/3f00a50f9515f28b5469ee0fee394e4187ce0f7b

STATE OF CYBERSECURITY 2026: GLOBAL UPDATE ON WORKFORCE EFFORTS, RESOURCES, AND CYBERSECURITY

14 OPERATIONS

FIGURE 11: Reasons for Leaving Current Job

Which, if any, of the following reasons do you feel are causing cybersecurity professionals to leave their current job?
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Across the full benefits that employers offer (figure

12), professional development and certification-related
support are the most common and growing benefits.
Professional development training increased from 60%
in 2025 to 68% in 2026, certification fee coverage rose
from 54% to 61%, and certification maintenance support
increased from 52% to 59%.
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Flexible work hours also grew from 52% to 58%,

while tuition reimbursement, recruitment bonuses, paid
volunteer time, and signing bonuses continue to be less
commonly offered. Overall, the survey results suggest
that employers are placing greater emphasis on skill
development and credential support in their employee
benefits strategy.
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FIGURE 12: Employer Benefits

Which of the following benefits does your employer offer? Select all that apply.
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Upskilling, whether through professional development
training or certification, remains a primary benefit offered
to cybersecurity professionals.

Upskilling, whether through professional development
training or certification, remains a primary benefit
offered to cybersecurity professionals.

[
N
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According to survey respondents, upskilling was funded
through:

Operational budget (40%)

Both operational and HR budgets, depending on the

circumstances (36%)

HR budget (13%)

The Talent Pipeline

There are many options available in pursuit of a career
in cybersecurity. Forty-eight percent of respondents said
that half or more of their cybersecurity staff started their
careers in cybersecurity and remain in the profession

today, while 54% said that half or more of their
cybersecurity staff started their careers in completely
different fields and transitioned into cybersecurity roles
(figure 13).
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FIGURE 13: Cybersecurity Staff Backgrounds

What percentage of your cybersecurity staff is comprised of the following individuals?
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Skill Gaps which is a 12 percentage-point increase from 2025 and a

21 percentage-point increase from 2024. At the top again

Al has significantly adjusted the skill gaps that survey this year, 57% of respondents identified soft skills as a

respondents observe in cybersecurity professionals. In significant skill gap in cybersecurity professionals

2026, 45% reported that LLM SecOps was a skill gap, (figure 14).

FIGURE 14: SKill Gaps in Today’s Cybersecurity Professionals

What are the biggest skill gaps you see in today’s cybersecurity professionals?
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Soft skills remain highly valued among security
professionals.

Soft skills remain highly valued among security
professionals.

The top five most important soft skills security
professionals need are:

. Critical thinking: 59%
Communication (listening, speaking, conflict resolution): 57%
Problem solving: 53%

. Teamwork (collaboration and cooperation): 47%

Adaptability/flexibility: 43%

Other important soft skills included self motivation (32%),
integrity/honesty (32%), leadership (31%), work ethic
(30%), attitude (28%), organization (25%), writing skills
(16%), and empathy (12%).

To address these nontechnical skill gaps in cybersecurity
professionals, enterprises are:

Leveraging online learning websites (49%)
Mentoring (40%)
Providing corporate training events (32%)

Offering academic tuition reimbursement (18%)

Twenty-two percent of respondents reported that their
enterprises are doing nothing to address this skill gap, and
6% said their enterprises do not have nontechnical skill

gaps.
Cybersecurity professionals must be well rounded in their

development and expertise. The top five most important
security skills identified by survey respondents are:

Data security: 56%
Threat detection and response technologies: 54%

Vulnerability management: 53%

Identity and access management: 51%

Incident response: 49%
Figure 15 provides the full list of results.

In 2025, the top mitigation tactic used to address
technical cybersecurity skill gaps was the use of contract
employees (30%). This tactic dropped to third place

this year (26%), continuing the decline seen from 2024

10 2025. Increased reliance on Al or automation took

the lead in 2026—35% of respondents identified this
mitigation tactic, which is a 12 percentage-point increase
from last year. Training nonsecurity staff interested in
moving to security roles remains in second place (27%).
Other methods to address these gaps show little change

from last year and include:

. Increasing use of reskilling programs (21%)

Increasing use of performance-based training to attest to actual

skill mastery (18%)
Leveraging apprenticeships/internships (18%)
Increasing reliance on credentials to attest to actual subject

matter expertise (16%)

Over half of all respondents (54%) typically required entry-
level cybersecurity professionals to have a university
degree in 2026 (figure 16). Latin America showed

a sharp 17 percentage-point decrease in required
degrees this year. Perceptions of university graduates’
preparedness for working in cybersecurity vary but

are consistent with 2025 survey results. Only 4% of
2026 respondents strongly agreed, and 22% agreed,
that university graduates are well prepared for the
cybersecurity challenges within organizations. Most
respondents said that they neither agreed nor disagreed
(38%), while 21% disagreed and 7% strongly disagreed
(figure 17).
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FIGURE 15: Most Important Security Skills

Please choose the top five most important security skills needed by security professionals in your organization today.
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Vulnerability discovery

Scripting/automation

ML SecOps

Application programming
interfaces

Microsegmentation

Virtualization

Other

Don't know
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FIGURE 16: Global University Degree Requirements

Does your organization typically require a university degree to fill your entry-level cybersecurity positions?

India
China
Africa

Rest of Asia
Latin America
North America

Oceania

Europe

o
3

10% 20% 30%

@ Percentage of respondents answering “yes”

FIGURE 17: Career Preparedness

84%

40% 50% 60% 70% 80% 90% 100%

To what extent do you agree or disagree that recent university graduates in cybersecurity are well prepared for the

cybersecurity challenges in your organization?

Strongly agree
Agree
Neither agree nor disagree
Disagree
Strongly disagree

7%

Don't know 8%

%

o

10% 20% 30%

Figure 18 outlines common skill gaps observed in recent
university graduates. Responses highlight the need for
understanding and addressing the complexities of Al
security—LLM SecOps increased 9 percentage-points
from 2025, while incident response increased by 4
percentage-points and threat detection and response
increased by 6 percentage-points. This was expected
given the advances and updates to LLM enterprise
expansion in 2026, with cybersecurity professionals
adjusting to their operating environment. Data security
and other skill gaps also increased slightly from 2025.

38%

40% 50% 60% 70% 80% 90% 100%

Forty-two percent of survey respondents manage security
staff who have less than three years of work experience.

Respondents identified the following top areas in which
these employees most need professional development

and training:

. Incident response (54%)

. Data security (50%)

. Vulnerability management (45%)

. Identity and access management (43%)

. Threat detection and response technologies (43%)
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FIGURE 18: Common Skill Gaps of Recent University Graduates

Which of the following skill gaps have you noticed among recent university graduates?

Incident response 47%

Threat detection and response

! 45%
technologies
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Scripting/automation 28%

ML SecOps

Application programming
interfaces

Virtualization

Microsegmentation

Other

Don't know
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Cybersecurity Operations

Most survey respondents reported that chief information
security officer (CISO) and senior management roles

are not growing within their organizations. Whether an
enterprise is likely to have a CISO depends on its
size—close to 60% of small enterprises (with less than
499 employees) have CISOs, while 73% of enterprises
with 500 to 5,000 employees, and 87% of enterprises with

30% 40% 50% 60% 70% 80%

way minimizing the importance of information security.

[t is not uncommon for small-to-medium enterprises not
to employ a formal CISO, but the responsibilities are

likely associated with a director or an information security
manager.® Figure 19 shows to whom CISOs report.

In organizations without CISOs, the security team reports

to another executive. The most common roles include

5,000 to 10,000 employees, have CISOs. If an enterprise
does not have a CISQ, it does not mean that information

risk is not accounted for or that the enterprise is in some

chief information officer (31%), chief executive officer
(25%), and chief technology officer (12%).

6 IANS, “New Report from IANS and Artico Search Reveals CISO Compensation Remains Strong Despite 2024 Market Slowdown,” 2 October
2024, www.iansresearch.com/resources/press-releases/detail/new-report-from-ians-research-and-artico-search-reveals-ciso-compensation-remains-

strong-despite-2024-market-slowdown
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FIGURE 19: CISO Reporting

To whom does the CISO report in your organization?

Chief information officer 31%

Chief executive officer

Chief technology officer
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BUdgetS underfunded (figure 20). Figure 21 shows most
respondents forecast that cybersecurity budgets will

Consistent with last year’s results, 41% of respondents
somewhat increase or not change in the next 12 months.

reported that their cybersecurity budgets were
appropriately funded, and 55% reported that their budgets

were either somewhat or significantly
FIGURE 20: Cybersecurity Budget Funding
Do you feel your organization’s cybersecurity budget is currently:

1%
Significantly overfunded I ”

.30/°

Somewhat overfunded . o

Appropriately funded

Somewhat underfunded

Significantly underfunded

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

@ 2026 ® 2025
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FIGURE 21: Cybersecurity Budget Forecasts

How, if at all, will your organization’s cybersecurity budget change in the next 12 months?
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Boards and Cybersecu nty Predictably, among those respondents whose boards
o e . dequately prioritize cybersecurity, strategy alignment
Prioritization °
jumped to 95%.

Fifty-six percent of respondents reported that their board
ysxp P P When evaluating organizations with boards that

of directors adequately prioritizes cybersecurity, and 77% . o .
a yp 4 y effectively prioritize cybersecurity versus those that do

said their enterprise cybersecurity strategy is aligned with
P y y oy 9 not, several distinct trends arise.

organizational objectives, which is slightly higher than last
year (74%).
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Boards focused on cybersecurity can empower teams
with necessary resources and bolster confidence in their
cybersecurity capabilities:

. 56% of respondents whose boards adequately prioritize
cybersecurity expressed complete or strong confidence in their
cybersecurity team'’s ability to identify and address cyberthreats,
in contrast to just 22% among those whose boards do not
sufficiently prioritize security.

. Approximately 37% of respondents whose boards prioritize
cybersecurity said that their cybersecurity funding is inadequate,
whereas 85% of respondents whose boards lack focus on
security shared this view.

. Enterprises with boards that prioritize cybersecurity were
significantly more likely to provide attractive benefits, such

as professional development opportunities and employee

certification costs, than respondents with boards that do not

adequately prioritize cybersecurity.

Enterprises with boards that prioritize cybersecurity
were significantly more likely to provide attractive
benefits, such as professional development
opportunities and employee certification costs,
than respondents with boards that do not

adequately prioritize cybersecurity.

Only 48% of respondent enterprises whose boards adequately
prioritize cybersecurity faced difficulties retaining skilled
cybersecurity personnel, unlike 67% of those whose boards do

not.

Cyberrisk and Cyberattacks

Thirty-five percent of survey respondents said that their
enterprises are experiencing an increase in cyberattacks
from last year (figure 22). This is similar to the percentage
of respondents who reported increased attacks in 2025.

FIGURE 22: Attack Trends

Figure 23 shows the primary threat actors responsible for
attacks, which are similar to last year. Slight declines in
hackers and malicious insiders were reported.

Is your organization experiencing an increase or decrease in cybersecurity attacks as compared to a year ago?

More attacks

The same number of attacks
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FIGURE 23: Threat Actors

If your organization was exploited this year, which of the following threat actors were to blame?

Cybercriminals

Hackers

Nation/state

Malicious insiders

Nonmalicious insiders

Hacktivists

©
&2

©
&

, I -
Not applicable _ 23%
Prefer not to answer _ 22%
Don’t know _ 16%
| B3
Other I 1%
0% 10% 20% 30%
@ 2026 @ 2025

Only 10% of respondents said their enterprise had been
compromised since June 2025. Sixty-four percent said
their enterprises were not compromised, and 25% of
respondents said they do not know. Figure 24 shows

the main attack vectors used to compromise enterprises.
Ransomware dropped 6 percentage-points from 2025,
while remote access increased 5 percentage-points.

Sixteen percent of respondents confirmed or believed that
the attacks on their enterprises were Al driven, while one-
third (33%) did not know if the attacks were Al driven.

40% 50% 60% 70% 80% 90% 100%

Almost half (45%) of respondents believed that their
enterprise will likely or very likely experience a cyberattack
in the next year (figure 25), which is a slight increase from
2025.

Almost half (45%) of respondents believed that
their enterprise will likely or very likely experience a
cyberattack in the next year.
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FIGURE 24: Attack Vectors Used’

Which of the following attack vectors were used when your organization was compromised?

Social engineering (includes business email
compromise)

Vulnerabilities (includes unpatched,
misconfigured, and known weaknesses)

Remote access

Malware

Insider threat (includes malicious
and nonmalicious)

Denial of service

Supply chain (e.g., third parties, APIs)

Ransomware

Weak or no encryption

Cloud/loT

Drive-by compromise (includes SEO
poisoning and malvertising)

©
&

©
&

Defense evasion

Other

0% 5%

10% 15% 20% 25% 30% 35% 40% 45%

7 This figure excludes “Don’t Know” responses and those who did not answer this question.
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FIGURE 25: Likelihood of a Cyberattack

How likely is it that your organization will experience a cyberattack next year?

Very likely

26%

Likel
g 26%

Neither likely nor unlikely

-
©°
B
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&

Unlikely -
-

Very unlikely
M-

Don’t know

Prefer not to answer
-
0% 10% 20% 30%

@ 2026 ® 2025

Just 42% of respondents were completely or very
confident in their cybersecurity team’s ability to detect
and respond to cyberthreats (figure 26). Fifty-two percent
of those who reported that their cybersecurity team is
appropriately staffed were completely or very confident in

40% 50% 60% 70% 80% 90% 100%

the team’s ability to detect and respond to cyberthreats,
and of those in organizations with more than 10,000
employees, 48% feel completely or very confident in their
team’s ability to detect and respond to cyberthreats.

FIGURE 26: Confidence in Detecting and Responding to Cyberthreats

How confident are you overall in your organization’s cybersecurity team’s ability to detect and respond to cyberthreats?

Completely confident

Very confident

Somewhat confident

Not so confident

Not at all confident

Don't know

Prefer not to answer

50% 60% 70% 80% 90% 100%
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Thirty-eight percent of respondents said that most never used its cyberinsurance policy (figure 27). The
organizations underreport cybercrime even if they are percentage of respondents who said their enterprises
required to report it, and 18% said they underreport have used their policies is 4% lower than last year.

cybercrime even if they are not required to report it. Only Twenty-eight percent of respondents who stated that their
20% said that cybercrime is accurately reported. enterprises were compromised last year said they used

i ) o ) their cyberinsurance policies, while 19% did not.
Many enterprises have cyberinsurance policies, which

are used in the event of a cybersecurity incident,
yet many respondents said that their enterprise has

FIGURE 27: Use of Cyberinsurance Policy

Has your organization ever used its cyberinsurance policy?

7%

@® Yes @ Prefer not to answer
® No @® My organization does not
carry cyberinsurance

® Don't know

Cyberrisk The percent of respondents that perform cyberrisk
assessments monthly (13%) or every one to six months

This year's survey results show that enterprises (22%) improved by 2 percentage-points from last year and
are making positive strides away from annual risk 5 percentage-points from 2024 (figure 28).

assessments to more frequent risk assessments.
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FIGURE 28: Frequency of Cyberrisk Assessments

How often is a cyberrisk assessment performed on your organization?

Never
Monthly
Every 1-6 months
Every 7-12 months
Annually
Every 1-2 years
2 years or longer

Don't know

0% 10% 20% 30%

Figure 29 shows the obstacles organizations face when
conducting cyberrisk assessments. Time commitment
(35%) and not having enough personnel (29%) remain the
top two obstacles—with almost the same percentages

as last year—but are down from two years ago

FIGURE 29: Obstacles to Conducting Cyberrisk Assessments

37%

40% 50% 60% 70% 80% 90% 100%

when they were 41% and 37%, respectively. Thirty-nine
percent of respondents with understaffed cybersecurity
teams conduct annual cyberrisk assessments, whereas

overstaffed teams conduct them more frequently.

Which, if any, obstacles does your organization face in conducting a cyberrisk assessment?

Time commitment

Not enough personnel to
perform assessment

Leadership buy-in

Priorities for assessment are not
objective or data driven

Lack of internal expertise
Too much time spend on compliance

Cost of cybertools

Lack the right cybertools to effectively
perform an assessment

Consolidating and reporting findings

Not enough funds to outsource
to third party

No obstacles in place

Other

35%
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Al and Cybersecurity

The use of Al tools for various security operations

continues to increase (figure 30).

Respondents identified the two leading categories of Al

use in security operations—automated threat detection/

The use of Al tools for various security operations

continues to increase.

which jumped 12 percentage-points from 2025.

FIGURE 30: Use of Al for Security Operations

Does your organization use artificial intelligence (Al) in any of the following security operations?

Automating threat
detection/response

Automating routine
security tasks

Endpoint security

Fraud detection

Prefer not to answer

Don't know

Other

None of the above

@ 2026 @ 2025

Over half (51%) of respondents indicated that they

or someone from their team was

development, onboarding, or implementation of Al
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response (41%), which increased 9 percentage-points
over 2025, and automating routine security tasks (40%),

45%

respondents said that they or someone from their team

involved in the was involved in the development of a policy governing the

solutions, which is considerably greater than last year 2025 (figure 32).
(40%) and two years ago (29%) (figure 31). And 56% of

use of Al'in their organization, which is 9% higher than in
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FIGURE 31: Involvement in Al Life Cycle

Were you, or anyone on your team, involved in the development, onboarding, or implementation of Al solutions?

Yes

No

Not sure

Does not apply to my organization

0% 10% 20% 30%

@ 2026 ®2025 @2024

FIGURE 32: Involvement in Developing Al Policy

40% 50% 60% 70% 80% 90% 100%

Were you, or anyone on your team, involved in the development of a policy governing the use of Al technology in

your organization?

Yes

No

Not sure

Does not apply to my organization

0% 10% 20% 30%

@ 2026 ®2025 @2024

This year's survey introduced questions about incident
response activities for Al solutions. Only 20% of

respondents stated they have either mature or limited

56%

40% 50% 60% 70% 80% 90% 100%

coverage of Al-specific incident runbooks established,
while 27% stated they do not currently address this area

within their organization (figure 33).
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FIGURE 33: Play/Runbooks for Al Incidents

Does your organization have established play/runbooks for

Al incidents?
7%

21%

@ Yes, we have mature, formal runbooks for Al-specific incidents

@ Yes, we have some Al-specific responses in place, but coverage
is limited

® We manage this through general, existing processes only
® We are developing an approach but have not implemented it yet

@ We do not currently address this area

Don't know
Adoption of Al in 2026 impacted cybersecurity teams, enterprises conducted at least one Al-specific incident
which are responsible for addressing the new incident response exercise, and only 8% conducted exercises

response approaches for these solutions. Ten percent of regularly (figure 34).
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FIGURE 34: Al Incident Response Exercises

Has your organization conducted incident response exercises for
Al incidents?

<1% 8%

17%

@ Yes, we conduct Al-specific incident response exercises regularly

@ VYes, we have conducted at least one Al-specific incident
response exercise

@ No, but Al scenarios are included in broader cybersecurity incident
response exercises

® No, but we plan to conduct Al-specific exercises

@ No, we have not conducted any Al-related incident response exercises

Don’t know

Other
Figure 35 shows the types of Al-related incidents that adversarial attacks on Al outputs are included in
covered in incident response exercises. The top Al-related  their incident response exercises. These results suggest
incidents include sensitive data exposure through Al that, when adopting Al, the focus for the industry is
systems (24%), Al-enabled phishing, fraud, or social on managing the user community that has access to
engineering (23%), and misuse of generative Al by sensitive information and datasets within an organization.

insiders (21%). Eight percent of respondents reported
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FIGURE 35: Types of Al-Related Incidents in Exercises

Which type of Al-related incidents are covered in your organization’s incident response exercises?

Sensitive data exposure

24%
through Al systems

Al-enabled phishing, fraud, 23%
or social engineering
Misuse of generative Al by
employees or insiders

21%

Third-party Al service or

vendor compromise e

Unauthorized access to Al
systems, models, or data

-
©
B

Prompt injection or other
malicious input attacks

o
o
3

Al-related compliance or

regulatory incidents ok
Insecure Al APIs or external 14%

integrations

Harmful or unsafe

Al-generated outputs T

Data poisoning or model
manipulation

Adversarial attacks on
Al outputs

®
a®

Model theft or extraction

©
B

We do not currently cover

specific Al incidents/ 48%
don’t know
Other I 2%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

For those enterprises that have some controls in

place, organizational preparedness to respond to Al risk
associated with third parties and vendors is limited
(24%). Only 9% of respondents reported that their
enterprises have mature programs with established

policies, assessments, and monitoring for Al systems
used by third parties, and many are either developing
an approach (17%) or do not address this area in their
programs (17%). This is demonstrated in figure 36.
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FIGURE 36: Cyberrisk of Al Systems Used by Third Parties

How would you describe your organization’s approach to responding
to cybersecurity risk associated with Al systems used by third-party
providers, vendors, or partners?

1% 9%

17% 24%
()

17%

17%

@ We have a mature, formal program with Al-specific policies,
assessments, and monitoring

® We have some Al-specific controls in place, but coverage is limited
® We manage this through general third-party risk processes only

® We are developing an approach but have not implemented it yet

@ We do not currently address this area

Don't know

Other

Conclusion: Cybersecurity Under
Pressure at Inflection Point

The 2026 survey results show a cybersecurity The workforce findings remain notable. Enterprises
environment under sustained pressure, with persistent struggle to fill cybersecurity roles, and the profession
longstanding challenges. Al is intensifying this pressure continues to rely heavily on talent moving in from

by reshaping workflows, influencing the threat landscape,  other fields. At the same time, few enterprises report

and expanding governance demands, but Al use has open entry-level roles because demand is strongest for
not reduced the need for skilled practitioners, human experienced practitioners and technically skilled individual
oversight, or strong security fundamentals. contributors. This imbalance creates a long-term

concern—if employers continue to prioritize experience
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while routine work becomes more automated, new
cybersecurity professionals may have fewer opportunities
to build the practical skills they need to enter and advance
in the field. This concern points to the need for more
intentional workforce development.

Retention remains closely linked to operating conditions.
Respondents cited high stress, limited promotion and
development opportunities, and insufficient financial
incentives as the leading reasons for leaving
cybersecurity jobs. Flexible schedules and vacation help
retain workers, but these solutions do not fully address
the structural strain of understaffing, the complex threat
landscape, and sustained workloads. In this sense, talent
retention is not only a workforce issue; it is a resilience

issue.

Talent retention is not only a workforce issue; it is
aresilience issue.

Across operations and governance, the impact of Al

is clear. Security teams use Al in some capacity,
particularly for detection, response support, and routine
tasks. However, adoption is outpacing readiness. Many
respondents report only partial involvement in Al
implementation, policy development, and governance,
and relatively few enterprises have conducted Al-specific
incident response exercises or created dedicated
runbooks. The implication is not that Al requires a
separate security model, but that existing

disciplines—especially data security, incident response,
access management, and governance—must be executed
proficiently to address Al-related risk more fully.

The threat findings reinforce this message. Respondents
view the threat environment as increasingly complicated,
and Al-assisted attacks are a growing concern. However,
among organizations that experienced compromise, the
most common attack vectors remain familiar—social
engineering and vulnerabilities. This suggests that even
as attack methods evolve, outcomes continue to be
shaped by core weaknesses in human behavior, exposure
management, and control execution. For practitioners and
leaders, the message is clear: resilience still depends on
disciplined attention to the fundamentals.

However, among organizations that experienced
compromise, the most common attack vectors remain
familiar—social engineering and vulnerabilities. This
suggests that even as attack methods evolve, outcomes
continue to be shaped by core weaknesses in human
behavior, exposure management, and control execution.

Overall, this year's survey results show a profession
adapting to new demands without relief from old ones.
Al'is now part of cybersecurity's operating reality, but
the results do not support the idea that technology
alone will solve cybersecurity’s core challenges. To
sustain digital trust and resilience, organizations will
need stronger approaches to workforce development,
governance, operations, and risk management.
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