WHAT IS SHAREPASS?

In today's digital world, protecting personal and
confidential data is vital. SharePass tools simplify
the process of sharing sensitive information,
ensuring users' highest level of privacy and
security.
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OUR
TECHNOLOGIES

MOBILE PRIVACY
SOLUTION

The Al-powered SharePass
Keyboard secures data on any
app, eliminating digital footprints.

TIME CONTROLLED
SECRETS

Personalized access to sensitive
data with scheduled releases and
time-limited availability.




EFFORTLESS FILE
SHARING

Send files hassle-free.
Our platform guarantees
absolute security and privacy.

SEAMLESS
INTEGRATION

Convenient integration
tools to

enhance your data-sharing
capabilities.




KEY FEATURES AND
BENEFITS

SharePass Ecosystem:

SharePass offers a comprehensive ecosystem that
includes a mobile app with a keyboard, a web app,
and a browser extension.

ACCESS:

enable users to track and monitor who has accessed

SharePass provides detailed access logs for each r )
successfully opened and failed shared secret. These logs
their secrets, ensuring transparency and accountability. l

SECRETS HISTORY:

SharePass allows users to retrieve their history from the
secret list, providing a comprehensive overview of their
shared secrets, access dates, and relevant activity.
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ENVELOPE:

In addition to allowing users to send data securely,
SharePass offers the "envelope" feature, enabling users
to also receive and collect sensitive information.



KEY FEATURES AND
BENEFITS

END-TO- ENCRYPTION:

SharePass employs robust end-to-end encryption to
protect shared secrets throughout their entire lifecycle.
This encryption ensures that only authorized recipients
can access and decrypt the information.

Granular Access Controls:

Allow users to specify precisely who can access their
shared secrets and what level of access they have. This
fine-grained control (also known as Security Funnel)
ensures that sensitive information remains accessible
only to authorized individuals.

Seamless Integration:

SharePass can integrate with existing systems and

workflows, enabling organizations to incorporate secure
< data sharing without disruption. APls and integration

tools make it easy to connect SharePass with other

applications and enhance data-sharing workflows.

Data Ownership and Control:

Users retain ownership of their data and can revoke
access or modify permissions at any time, giving them [:

complete control over who can access their information.



SECURITY FUNNEL

REQUESTS

VALIDITY EXISTENCE

This layer confirms the
existence of the secret
in the database. If the
secret does not exist,
the process is halted..

The first layer involves
verifying the secret
ID's validity. The

process proceeds to

the next layer if the

secret ID is valid.

VISIBILITY AVAILABILITY

Secrets have defined lifespans
known as time to live (TTL).
This layer ensures that secrets
are available within their TTL.
Secrets may also be scheduled
for future availability.

SharePass verifies the
requester’s permission to
view the secret at this stage.
A 'Not Found' error is
returned if the requester
lacks the necessary
permissions.

AUTHORISATION
ACCESSIBILITY
This layer provides an additional

security measure by allowing the
sender to restrict the secret's
access to recipients who can
provide identification or PIN
codes. This ensures that only
authorized individuals can retrieve
the secret.

Secrets can be made
inaccessible intentionally by the
owner or sender. Additionally,
excessive unauthorized access
attempts can render the secret
temporarily inaccessible.

DECRYPTION PLAIN-TEXT SECRET
If the secret successfully passes Finally, this layer indicates that the
through the previous layers, it is secret has passed all previous filters.

retrieved from the daltabase and At this stage, the secret is safely
sent to the.requesters web client revealed to the requester in plain
for decryption. text

SECRETS



SHAREPASS ONE:
EXCLUSIVE FOR ENTEPRISES

“SharePass ONE" is our enterprise version, specifically designed
to meet the unique needs of businesses. It offers exclusive
features and benefits, including:

WHITE LABELLING:

Allow businesses to white label the platform, giving
them the ability to customize the user interface with
their own branding. This ensures a consistent and
professional experience for their employees and
customers.

CUSTOM DOMAIN:

Enterprises can use their custom domain, further
enhancing their brand presence and providing a seamless
user experience.

SINGLE SIGN-ON:

Integration with popular Single Sign-On (SSO) solutions
enables enterprises to streamline access management
and enhance security through centralized
authentication and authorization.

SECURITY KEYS:

Provide an additional layer of security for user access and
data protection with hardware-based authentication
devices (such as YubiKey).




FILE SHARING:

File sharing capabilities offer enterprises to share sensitive files
within a controlled and encrypted environment. This feature

enhances collaboration while ensuring data integrity and
confidentiality.

ADMIN PORTAL:

Provides centralized control and management of user

WY accounts, permissions, and data access. Administrators
— can efficiently monitor and maintain data security across
the organization.

PRIVATE (DEDICATED) INSTANCES:

Hosted in the organization's preferred location, these
instances ensure data sovereignty and compliance with

regulatory requirements, enhancing data security.

GET INTOUCH WITH US

+61 1800 968 324
https://sharepass.com
Suite 37/3 Albert Coates
Ln, Melbourne VIC 3000,
Australia



https://sharepass.com/
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